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Creating a User and Granting
Permissions

You can use IAM to implement refined permission control for DBSS resources. To
be specific, you can:

e C(Create IAM users for employees based on the organizational structure of your
enterprise. Each IAM user has their own security credentials, providing access
to DBSS resources.

e Grant only the permissions required for users to perform a task.

e  Entrust your Huawei Cloud account or cloud service to perform professional
and efficient O&M on your DBSS resources.

If your Huawei Cloud account does not require individual IAM users, skip this
chapter.

This section describes the procedure for granting permissions (see Figure 1-1).

Prerequisites

Before authorizing permissions to a user group, you need to know which DBSS
permissions can be added to the user group. Table 1-1 describes the policy details.
For details about system permissions supported by DBSS, see DBSS Permissions.

Table 1-1 System permissions

Role/Policy | Description Type Dependency
Name
DBSS Audit DBSS audit System- None
Administrato | administrator, defined
r who has the role

permissions to

check DBSS

security logs.
DBSS Full System-
FullAccess permissions for | defined

DBSS policy
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Role/Policy | Description Type Dependency
Name
DBSS Read-only System-

ReadOnlyAcc | permissions for | defined
ess DBSS. Users policy
granted these
permissions
can only view
this service and
cannot
configure
resources in it.

Process Flow

Figure 1-1 Process for granting permissions

Start

Create a user group and
grant permissions.

Create a user.

Log in and verify
permissions.

End

1. Create a user group and assign permissions.

Create a user group on the IAM console and grant the user group the DBSS
Security Administrator permission for DBSS.

2. Create a user and add it to a user group.
Create a user on the IAM console and add the user to the group created in 1.
3. Log in and verify permissions.

Log in to the DBSS console by using the created user, and verify that the user
only has read permissions for DBSS.
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Example verification method: Try starting or stopping an instance. If a
message indicating Insufficient permissions are displayed, the DBSS Security
Administrator role has taken effect.
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Purchasing DBSS

This section describes how to purchase DBSS. DBSS charges yearly or monthly.

Constraints

e  DBSS cannot be used across regions and the database must be in the same
region as the instance you purchased.

e Ensure the VPC of the database audit instance is the same as that of the node
(application side or database side) where you plan to install the database
audit agent. Otherwise, the instance will be unable to connect to the agent or
perform audit. For details about how to create a shared VPC, see Shared VPC.

For details about how to choose the node, see How Do | Determine Where
to Install an Agent?
Impact on the System
DBSS works in out-of-path mode, which neither affects user services nor conflicts
with the local audit tools.
Prerequisites

Check whether the instance account has the required permissions. For details, see
DBSS Permission Management.
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https://support.huaweicloud.com/intl/en-us/dbss_faq/dbss_01_0282.html
https://support.huaweicloud.com/intl/en-us/dbss_faq/dbss_01_0282.html
https://support.huaweicloud.com/intl/en-us/productdesc-dbss/dbss_01_0241.html

Database Security Service (DBSS)

User Guide 2 Purchasing DBSS

Ensure that the DBSS System Administrator, VPC Administrator, ECS

Administrator, and DBSS Administrator policies have been configured for the

account used for purchasing instances.

e VPC Administrator: Users with this set of permissions can perform all
execution permission for VPC. It is a project-level role, which must be assigned
in the same project.

e DBSS Administrator: Users with this set of permissions can perform any
operation on menu items on pages My Account, Billing Center, and Resource
Center. It is a project-level role, which must be assigned in the same project.

e ECS Administrator: Users with this set of permissions can perform any
operations on an ECS. It is a project-level role, which must be assigned in the
same project.

Procedure
Step 1 Log in to the management console.
Step 2 Select a region, click —, and choose Security & Compliance > Database

Security Service. The Dashboard page is displayed.

Step 3 In the upper right corner, click Buy DBSS.
Step 4 Set Basic Settings and Edition.

When Edition is set to Professional, you can select Database Audit and O&M
Enhanced Edition, as shown in Figure 2-1.

When Edition is set to Advanced, you can select Database Audit Encryption
Enhanced Edition, as shown in Figure 2-2.

Figure 2-1 Buying database audit O&M enhanced edition

Edition Configuration

Edition

Starter Basic Advanced

Performance Specification

Database Audit Professional Edition

Database Audit O&M Enhanced Edition

A maximum of 10 database instances are supported

A maximum of 6 database instances are supported

Peak throughput

6,000 recordsisecond

Write speed

720 million records/hour
Online SQL statement storage

6 billion records

Performance
35,000 QPS
Maximum concurrent connections

5,000
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Figure 2-2 Buying database audit encryption enhanced edition

Edition Configuration

Edition

Starter Basic Professional

Performance Specification

Database Audit Advanced Edition

A maximum of 30 dalabase instances are supported

Peak throughput

30,000 records/second

\rite speed

1,080 million records/hour
Online SQL statement storage

15 billion records

Database Audit Encryption Enhanced Edition

A maximum of 10 databs instances are supported.

Encryption/decryption performance
40,000 QP S
Maximum concurrent connections

3,000

Table 2-1 Basic configuration parameters

Parameter

Description

Service Type

The value is fixed at Database Audit Service.

Billing Mode

Only the yearly/monthly mode is available.

Category

Select the region where the instance is located.
Regions are geographic areas isolated from each
other. Resources are region-specific and cannot be
used across regions through internal network
connections. For low network latency and quick
resource access, select the nearest region.

AZ Type

Only general AZs are supported.

AZ

An AZ is a physical location that uses an
independent power supply and network. AZs in the
same region can communicate with each other over
an intranet.

You can select random allocation or specify an AZ.

Standby AZ

This parameter is displayed when Edition is set to
Advanced > Database Audit Encryption Enhanced
Edition.

Instances can be deployed in one AZ.
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Table 2-2 DBSS editions

Edition

Specification

Maximum
Databases

System
Resource

Performance

Starter

Database
audit starter
edition

1

e Peak QPS: 1,000
queries/second

e Database load
rate: 1.2 million
statements/hour

e Online SQL
statement
storage: 100
million
statements

Basic

Database
audit basic
edition

e Peak QPS: 3,000
queries/second

e Database load
rate: 3.6 million
statements/hour

e Online SQL
statement
storage: 400
million
statements

al

Profession

Database
audit
professional
edition

e Peak QPS: 6,000
queries/second

e Database load
rate: 7.2 million
statements/hour

e Online SQL
statement
storage: 600
million
statements

Database
audit O&M
enhanced
edition

10

e CPU:8
vCPUs

e Memory:

16 GB

e Performance:
35,000 QPS

e Maximum
concurrent
connections:
5000
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Edition Specification | Maximum System Performance
Databases Resource
Advanced | Database 30 - e Peak QPS:
audit 30,000 queries/
advanced second
edition e Database load
rate: 10.8 million
records/hour
e Online SQL
statement
storage: 1.5
billion
statements
Database 10 e CPU:16 | e Encryption/
audit vCPUs decryption
encryption e Memory: performance:
enhanced 32 GB 40,000 QPS
edition e Maximum
concurrent
connections:
3000
(11 NOTE

e A database instance is uniquely defined by its database IP address and port.

The number of database instances equals the number of database ports. If a database
IP address has N database ports, there are N database instances.

Example: A user has two database IP addresses, IP; and IP,. IP; has a database port. IP,
has three database ports. IP; and IP, have four database instances in total. To audit all

of them, select professional edition DBSS, which supports a maximum of six database
instances.

e To change the edition of a DBSS instance, unsubscribe from it and purchase a new one.

e Online SQL statements are counted based on the assumption that the capacity of an
SQL statement is 1 KB.

Step 5 Set database audit parameters described in Table 2-3.
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Figure 2-3 Network configuration

Network Configuration
VRC

\DC-Gefaul v

You are advised to select the VPC ofthe agent node. 1fyour agent and database are in differant VCs in the same region, creat a paaring connecton between fhe VPCs fo audt

Slbnet

Sbnet-dafault v

(0 Create Sunet [

Asubnet is a range of IP addresses in your VPC. Al resources in a VPG must belong to a specic subnet

Secury Group
Sys-FullAcoess v

A security group implements

Cl Create Securty Group (7

Viding an addtonal Iayer of securiy

Figure 2-4 Advanced configuration

~ Advanced Seftings

MName

DESS-fiab

Remarks (Optional)

Enter the remarks.

Enterprize Project

default

Tag

Q1| Create Enterprise Project (4

TMS's predefined tags are recommended for adding the same fag to different cloud resources. Create predefined tags (7 Q

+ Add Tag

Tags you can still add: 5

Table 2-3 Database audit parameters

Parameter

Description

VPC

You can select an existing VPC, or click View VPC to create
one on the VPC console.
NOTE

e Select the VPC of the node (application or database side)
where you plan to install the agent. For more information, see
How Do | Determine Where to Install an Agent?

e To change the VPC of a DBSS instance, unsubscribe from it and
purchase a new one.

For more information about VPC, see Virtual Private Cloud
User Guide.
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Parameter

Description

Security Group

You can select an existing security group in the region or
create a security group on the VPC console. Once a
security group is selected for an instance, the instance is
protected by the access rules of this security group.

For more information about security groups, see Virtual
Private Cloud User Guide.

Subnet You can select a subnet configured in the VPC or create a
subnet on the VPC console.

Name Instance name

Remarks You can add instance remarks.

Enterprise Project

This parameter is provided for enterprise users.

An enterprise project groups cloud resources, so you can
manage resources and members by project. The default
project is default.

Select an enterprise project from the drop-down list. For
more information about enterprise project, see Enterprise
Management User Guide.

Tag

(Optional) Identifier of the database audit instance.
Adding tags helps you better identify and manage your
database instances. A maximum of 50 tags for each
instance

If you have configured tag policies for DBSS, you need to

add tags to your DBSS instances based on the tag policies.

If a tag does not comply with the policies, DBSS instance
may fail to be created. Contact your organization
administrator to learn more about tag policies.

Step 6 Set Required Duration. See Figure 2-5.

Figure 2-5 Setting the required duration

Required Duration

After you select Auto-renew, the system automatically renews the instance upon
expiry if your account balance is sufficient. You can continue to use the instance.
Table 2-4 describes the auto-renewal period.

Table 2-4 Auto-renewal period description

Required Duration

Auto-renewal Period

1/2/3/4/5/6/7/8/9 months 1 month

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Required Duration Auto-renewal Period

1/2/3 years 1 year

Step 7 Confirm the configuration and click Next.
For any doubt about the pricing, click Pricing details to understand more.

Step 8 On the Details page, read the Database Security Service Statement, select | have
read and agree to the Database Security Service Statement, and click Submit.

Step 9 On the displayed page, select a payment method.
Step 10 After you pay for your order, you can view the creation status of your instances.

--—-End

Follow-Up Procedure

e If the Status of the instance is Running, you have successfully purchased the
database audit instance.

e If the instance status is Creation failed, you will be automatically refunded.
You can click More in the Operation column and view details in the Failure
Details dialog box.
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Database Audit

3.1 Viewing the Database Audit Overview

After the added database is connected to the database audit instance, you can
enable scheduled database audit update on the overview page to view the audit
information of each instance and the audit information about statements, risks,
and sessions of all instances.

Prerequisites

e This function is supported by database instance of 23.05.23.193055 and later
versions.

e The database audit instance is in the Running state.

e For details about how to enable database audit, see Enable Database Audit.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 View audit information, single instance information, and data analysis charts.
e Audit information

Displays the audit duration, total number of statements, total number of
risks, and the statements, risks, and sessions today of all database audit
instances.

Figure 3-1 Viewing audit summary

19 days 18 hours 346,053,327 345,591,333 42,097,412 42,039,487 568
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Click in the upper right corner to enable regular information summary
refreshing. Refresh the dashboard every hour. Click Refresh in the upper right
corner to refresh the audit information immediately.

e Single instance information

Click ~ to view the audit duration, total number of statements, total number
of risks, and the statements, risks, and sessions today of all database audit
instances.

Figure 3-2 Viewing single instance information

Instance Audit Details

DBSS- ~ DBSS-

Audit Duration Total Statements Total Risks ~ DBss.

Today's Statements Today's Risks Today's Sessions ~ DBSS-

e Data analysis charts

Click or to display audit information about all instances by total
number of statements, total number of risks, today's statements, today's risks,
and today's sessions in pie charts or bar charts. In addition, top 5 data records
are displayed.

Figure 3-3 Viewing the data analysis chart

nnnnn

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Step 4 Click Total Risks. The Total Risks page is displayed. Click = and select a time
range to view the risk analysis of all database audit instances in the specified time
range.

e  Overall risk analysis

Click or . You can view the statistics of High Risk Hits, Medium Risk
Hits, and Low Risk Hits among all databases in a pie chart or bar chart. In
addition, the top 3 risk hits of databases are displayed.

Figure 3-4 Overall risk analysis

ot Risks

(2] 103 Dutbass ith Most Risk 1

Databiases with Mo
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e  Overall risk rule analysis
Displays the number of risk rule hits of all databases and top 5 risk rule hits.

Figure 3-5 Overall risk rule analysis

11 Risk Rule Anaysis

Risk Rule Hits TOPS Ruls His
@ g - 3

.0 1 e

o Da g detectionHi 1 Dotsoase o cetecion

e Risk analysis by level

- Risk level: displays the high-risk hit analysis, medium-risk hit analysis,
and low-risk hit analysis of each database.

Figure 3-6 Risk level analysis

Risk Analysis by Level

- Risk rule: displays the analysis when a database is hit by a risk rule.

Figure 3-7 Risk rule analysis

Risk Analysis by Level

O

- Database statistics: displays the analysis of each database that is hit by a
risk rule.

Rk Rules

Figure 3-8 Database statistics analysis

O

Risk Analysis by Level

--—-End

Related Operations

e If SSL is enabled for a database, the database cannot be audited. To use
database audit, disable SSL first. For details, see How Do | Disable SSL for a
Database?

e If the audit function is unavailable, rectify the fault by following the
instructions provided in Database Audit Is Unavailable.

e You can configure database audit rules. For details, see Configuring Audit
Rules.
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3.2 Configuring and Enabling Database Audit

3.2.1 Process Overview

This section describes how to quickly enable database audit.

Background

Database audit supports auditing user-installed databases on ECS/BMS as well as
RDS databases on Huawei Cloud.

NOTICE

e Database audit cannot be used across regions. The database to be audited and
the database audit instance to be purchased must be in the same region.

e If SSL is enabled for a database, the database cannot be audited. To use
database audit, disable SSL first. For details, see How Do | Disable SSL for a
Database?

e For details about audit data storage, see How Long Is the Audit Data of
Database Audit Stored by Default?

Configuring Database Audit

Create a database audit instance, connect the instance with the target database,
and enable database audit.
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Figure 3-9 Configuring database audit without installing agent

Start

Add a database.

Enable database

audit.

View the audit
resulis.

End

Figure 3-10 Process

Start

Add a database.

Add an agent.

Add a security group rule.

Install an agent.

Enable database audit.

View the audit results.
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Table 3-1 Procedure of configuring database audit without installing agent

Step

Configuration

Description

1

Step 1: Add a
Database

After purchasing DBSS, you need to add the
database to be audited to the instance.

Step 5: Enable
Database Audit

Enable database audit and connect the added
database to the database audit instance.

Viewing Audit Data

By default, database audit complies with a
full audit rule, which is used to audit all
databases that are connected to the database
audit instance. You can view the audit result
on the database audit page.
NOTICE

You can set database audit rules as required. For

details about how to configure an audit rule, see
Configuring an Audit Scope Rule.

Table 3-2 Procedure of configuring database audit by installing the agent

Step

Configuration

Description

1

Step 1: Add a
Database

Purchase database audit. Add a database to
the database audit instance and enable audit
for the database.

Step 2: Add an Agent

Select an agent add mode.

Database audit supports auditing databases
built on ECS, BMS, and RDS on Huawei Cloud.
Select an agent add mode based on your
database deployed on Huawei Cloud.

Step 4: Add a
Security Group Rule

Configure TCP (port 8000) and UDP (ports
7000 to 7100) in the security group inbound
rule of the database audit instance to allow
the agent to communicate with the audit
instance.

e Installing an
Agent (Linux OS)

e Installing an
Agent (Windows
0S)

Download and then install the agent on the
database or application based on the add
mode you chose.

Step 5: Enable
Database Audit

Enable database audit and connect the added
database to the database audit instance.
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Step Configuration Description

6 Viewing Audit Data By default, database audit complies with a
full audit rule, which is used to audit all
databases that are connected to the database
audit instance. You can view the audit result
on the database audit page.
NOTICE

You can set database audit rules as required. For

details about how to configure an audit rule, see
Configuring an Audit Scope Rule.

Deploying the Database Audit Agent in a Container

For a database of any types and versions, you can deploy the agent using a
container to enable database audit.

For details, see Deploying the Database Audit Agent in a Container

Helpful Links

e Choose the way to add an agent and the node to install it. For details, see
How Do I Install a Database Audit Agent?

e If the audit function is unavailable, rectify the fault by following the
instructions provided in Database Audit Is Unavailable.

Verifying the Result

When you connect the added database to the database audit instance, database
audit records all operations performed on the database. You can view the audit
result on the database audit page.

3.2.2 Step 1: Add a Database

Database audit supports databases built on ECS, BMS, and RDS on Huawei Cloud.
After purchasing a database audit instance, you need to add the database to be
audited to the instance.

For details about the types and versions of databases that can be audited by
database audit, see Supported Database Types and Versions.
Prerequisites

The database audit instance is in the Running state.

Supported Database Types and Versions in Agent Installation-Free Mode

Databases of some types and versions can be audited without using agents, as
shown in Table 3-3.
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Table 3-3 Agent-free relational databases

Database Type

Supported Edition

TaurusDB

All editions are supported by default.

RDS for SQL Server

All editions are supported by default.

RDS for MySQL

5.6 (5.6.51.1 or later)
5.7 (5.7.29.2 or later)
8.0 (8.0.20.3 or later)

If the size of an SQL statement exceeds 4 KB, the
SQL statement will be truncated during auditing.
As a result, the SQL statement is incomplete.

GaussDB(DWS) e 8.2.0.100 or later
PostgreSQL e 14 (14.4 or later)
NOTICE e 13 (13.6 or later)

12 (12.10 or later)
11 (11.15 or later)
9.6 (9.6.24 or later)
9.5 (9.5.25 or later)

RDS for MariaDB

All editions are supported by default.

(10 NOTE

e DBSS without agents is easy to configure and use, but the following functions are not

supported:

e  Successful and failed login sessions cannot be counted.

e  The port number of the client for accessing the database cannot be obtained.

e GaussDB(DWS) has the permission control policy for the log audit function. Only
Huawei Cloud accounts and users with the Security Administrator permission can
enable or disable the DWS database audit function.

Supported Database Types and Versions in Agent Installation Mode

For a database whose type and version are listed in Table 3-4, you need to install
an agent to enable the database audit.
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Table 3-4 Database types and editions supported by database audit

Database Type Version
MySQL e 50,5.1,55,56,and 5.7
NOTICE e 8.0 (8.0.11 and earlier)

The database versions supported by the
agent-free mode are different from those e 8.0.30
supported by the agent mode. For details, e 8033
see Constraints.

e 80.35

e 8.1.0
e 820

Oracle e 11g
11.1.0.6.0, 11.2.0.1.0, 11.2.0.2.0,
11.2.0.3.0, and 11.2.0.4.0

o 12c
12.1.0.2.0, 12.2.0.1.0

e 19c

PostgreSQL o 74

e 80,8.1,82, 83, and 84

e 90,9.1,92,93,94,95,and 9.6

e 10.0,10.1,10.2, 10.3, 10.4, and 10.5

o 11
o 12
e 13
e 14
SQL Server e 2008
e 2012
e 2014
e 2016
e 2017
TaurusDB 8.0
DWS e 15
e 8.1
DAMENG DM8
KINGBASE V8
SHENTONG V7.0
GBase 8a V8.5
GBase 8s V8.8
Gbase XDM Cluster V8.0

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 20


https://support.huaweicloud.com/intl/en-us/productdesc-dbss/dbss_01_0313.html

Database Security Service (DBSS)

User Guide 3 Database Audit
Database Type Version
Greenplum V6.0
HighGo V6.0
GaussDB e 1.3 Enterprise Edition
e 1.4 Enterprise Edition
e 2.8 Enterprise Edition
e 3.223 Enterprise Edition
MongoDB V5.0
DDS 4.0
Hbase e 1.3.1
(Supported by CTS instance e 223
23.02.27.182148 and later versions)
Hive e 122
e 239
e 312
e 313
MariaDB 10.6
TDSQL 10.3.17.3.0
Vastbase G100 v2.2
TiDB e V4
e \5
e V6
o V7
o V8
Adding a Database
Step 1 Log in to the management console.
Step 2 Select a region, click —, and choose Security & Compliance > Database

Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Databases.

Step 4 In the Instance drop-down list, select the instance whose database is to be added.

Step 5 Click Add Database.
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Figure 3-11 Adding a database

Databases Iﬂstance[ " ]

{x [ Add Database

) [ Add Security Group Rule )

e i

Step 6 In the displayed dialog box, configure the database information.

Table 3-5 Parameters

Parameter Description Example
Value
Database Type | Type of the database to be added. You can Self-built
select RDS database or Self-built database. database
NOTE
If you select RDS database, you can directly select
the databases that you want to add to DBSS.
Name Custom name of the database to be added test1
IP Address IP address of the database to be added. [Pv4:
The IP address must be an internal IP address in | 192.168.1.1
IPv4 or IPv6 format. IPv6:
fe80:0000:0
000:0000:00
00:0000:000
0:0000
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Parameter

Description

Example
Value

Type

Supported database type. The options are as
follows:

e MYSQL

e ORACLE

e PostgreSQL
e SQLServer
e DWS

e TaurusDB
e GaussDB
e DAMENG
e KINGBASE
e MongoDB
e Hbase

e SHENTONG
e GBase 8a
e GBase XDM Cluster
e Greenplum
e HighGo

e MariaDB
e Hive

e DDS

e GBase 8s
e TDSQL

e Vastbase
e TiDB
NOTE

e |f ORACLE is selected, to make the audit settings
take effect, restart the applications to be audited
and log in to the database again.

e To use the Hive database to audit an MRS cluster,
you need to disable SSL encryption on the server
(for details, see SSL Encryption Function Used by
a Client) and disable Kerberos authentication on
the cluster purchase page.

MYSQL

Port

Port number of the database to be added

3306
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Parameter Description Example
Value
Version Supported database versions 5.0
NOTICE

The database versions supported by the agent-free
mode are different from those supported by the
agent mode. For details, see Constraints.

e When Type is set to MySQL, the following
versions are available:

- 5.0,5.1,55,56, and 5.7
- 8.0 (8.0.11 and earlier)
- 8.0.30

- 8.0.35

- 81.0

- 820

e When Type is set to ORACLE, the following
versions are available:

- T11g
- 12c
- 19c

e When Type is set to PostgreSQL, the
following versions are available:

- 74

- 8.0,8.1,82,83,and 84

- 9.0,9.1,9.2,93,94,95, and 9.6

- 10.0, 10.1, 10.2, 10.3, 10.4, and 10.5
- 110

- 120

- 130

- 140

e When Type is set to SQLServer, the
following versions are available:

- 2008
- 2012
- 2014
- 2016
- 2017

e When Type is set to DWS, the following
versions are available:

- 15
- 8.1
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Parameter Description Example
Value

e When Type is set to GaussDB(for MySQL),
the following versions are available:

- When Database Type is set to Self-built
database, you can select the Mysql 8.0
version.

- If RDS database is selected, a list of
database instances will be displayed for
you to choose from. You do not need to
install the agent.

e When Type is set to TaurusDB, the following
edition is available:

- When Database Type is set to Self-built
database, you can select the Mysql 8.0
version.

- |f RDS database is selected, a list of
database instances will be displayed for
you to choose from. You do not need to
install the agent.

e When Type is set to GaussDB, the following
version is available:

1.4 Enterprise Edition

1.3 Enterprise Edition

2.8 Enterprise Edition
3.223 Enterprise Edition

e When Type is set to DAMENG, the following
version is available:

- DMS8

e When Type is set to KINGBASE, the
following version is available:

- V8

e When Type is set to HBase, the following
versions are available:

- 1.31
- 223

e When Type is set to SHENTONG, the
following version is available:

- 70

e When Type is set to GBase 8a, the following
version is available:

- 85

e When Type is set to GBase XDM Cluster,
the following version is available:
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Parameter Description Example
Value
- 80

e When Type is set to GBase 8s, the following
version is available:

- v8.8

e When Type is set to Greenplum, the
following version is available:

- v6.0

e When Type is set to HighGo, the following
version is available:

- v6.0

e When Type is set to MongoDB, the
following version is available:

- v5.0

e When Type is set to MariaDB, the following
version is available:

- 10.6

e When Type is set to Hive, the following
versions are available:

- 122
- 239
- 312
- 313

e When Type is set to TDSQL, the following
version is available:

- 10.3.17.3.0

e When Type is set to Vastbase, the following
edition is available:

- G100 V2.2

e When Type is set to TiDB, the following
editions are available:

- V4
- V5
- V6
- V7
- V8
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Parameter Description Example
Value
Instance Instance name of the database to be audited -
NOTE

e If you do not configure the Instance field,
database audit will audit all instances in the
database.

e If you enter an instance name, database audit will
audit the entered instance. Enter a maximum of
five instance names and use semicolons (;) to
separate instance names.

Character Set | Encoding format of the database character set. | UTF-8
The options are as follows:

e UTF-8
e GBK

oS OS of the added database. The options are as LINUX64
follows:

o LINUX64
e WINDOWS64

Step 7 Click OK. A database whose Audit Status is Disabled is added to the database
list.

Figure 3-12 Successfully adding a database

Character Set © Operation

UNUXB4 Disabled

(11 NOTE

e After adding the database, confirm that the database information is correct. If the
database information is incorrect, locate the target database and click Delete in the
Operation column, and add the database again.

--—-End

3.2.3 Step 2: Add an Agent

Add a new agent or choose an existing agent for the database to be audited,
depending on your database type. The agent will obtain database access traffic,
upload traffic statistics to the audit system, receive audit system configuration
commands, and report database monitoring data.
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(11 NOTE

Currently, only the following types of databases support agent-free installation: After the
database is added, you do not need to install the agent and can directly go to Step 4: Add
a Security Group Rule.

e TaurusDB
e RDS for SQLServer
e RDS for MySQL
° 5.6 (5.6.51.1 or later)
° 5.7 (5.7.29.2 or later)
° 8.0 (8.0.20.3 or later)
e GaussDB(DWS): 8.2.0.100 or later
e PostgreSQL
° 14 (14.4 or later)
° 13 (13.6 or later)
° 12 (12.10 or later)
° 11 (11.15 or later)
e 9.6 (9.6.24 or later)
e 9.5 (9.5.25 or later)
e RDS for MariaDB

Prerequisites

The database audit instance is in the Running state.

Scenarios

Determine where to add the agent based on how your database is deployed.
Common database deployment modes are as follows:

e Deploy DBSS for databases built on ECS/BMS. For details, see Figure 3-13 and
Figure 3-14.

Figure 3-13 One application connecting to multiple databases built on
ECS/BMS

Self-built databases on ECS/EMS

Application
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Figure 3-14 Multiple applications connecting to one database built on
ECS/BMS

Application 1

i Application 2

Self-built database
on ECS/BMS

|

|

I

Application 3 i

I

I

e

e Deploy DBSS for RDS databases. For details, see Figure 3-15 and Figure 3-16.
Figure 3-15 One application connecting to multiple RDS databases

Application on the cloud '

| RDS databases E
S — N -
lication off the cloud Pm o T s s s
ApP RDS databases

Application Proxy s S & & &
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Figure 3-16 Multiple applications connecting to one RDS database

Applications on the cloud

Applications connecting to one RDS database

R '

RDS database

= z

Table 3-6 provides more details.

NOTICE

e |f your applications and databases (databases built on ECS/BMS) are deployed
on the same node, add the agent on the database side.

e For easier O&M, you can deploy the database audit agent in a large number of
containerized applications or databases in batches. This makes configuration
quicker and easier. For details, see Container-based database audit agent

Table 3-6 Agent locations

Scenario Where to | Audit Scope Description
Add the
Agent
Databases | Database | All access records of e Add the agent on the
built on or applications that have database side.
ECS/BMS applicatio | accessed the e If an application connects
n database

to multiple databases built
on ECS/BMS, the agent
must be added on all
these databases.
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Scenario Where to | Audit Scope Description
Add the
Agent
RDS Applicatio | Access records of all e Add the agent on the
database n (if the databases application side.
applicatio | connected to the If an application connects
ns are application to multiple RDS
deployed databases, add an agent
on the on each of the databases.
cloud) Set Create an agent for
one of them and select
Select an existing agent
for the rest of them. For
details, see Selecting an
existing agent.
If multiple applications
connect to the same RDS
database, add an agent on
each of the databases.
Proxy side | Only the access Add the agent on the
(if records between the application side.
applicatio | proxy and database. Installing Node IP
ns are Those between the Address must be set to
deployed | applications and the IP address of the
off the database cannot be proxy.
cloud) audited.
Adding an Agent (User-built Databases on ECS/BMS)
Step 1 For details, see Step 1.
Step 2 Log in to the management console.
Step 3 Select a region, click =, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.
Step 4 In the navigation tree on the left, choose Databases.
Step 5 In the Instance drop-down list, select the instance whose agent is to be added.
Step 6 In the Agent column of the desired database, click Add.

Step 7

Figure 3-17 Adding an agent

In the displayed dialog box, select an add mode, as shown in Figure 3-18. For
details about related parameters, see Table 3-7.
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Figure 3-18 Adding an agent to a database

Add

Add Mode
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Installing Node Type
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(@) Database
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Table 3-7 Parameters for adding an agent (user-built databases on ECS/BMS)

Parameter

Description

Example
Value

Add Mode

Mode for adding an agent

e Select an existing agent
If an agent has been installed on a database
connected to the same application as the
desired database, select Select an existing
agent.

e Create an agent
If no agent is available, select Create an
agent to create one.

Create an
agent

Database
Name

Optional. If you select Select an existing agent
for Add Mode, you need to select a database
that already has an agent.

test1

Agent ID

This parameter is mandatory when Add Mode
is set to Select an existing agent.

Select an added agent ID of the instance. The
agent ID is automatically generated by the
system.

Installing
Node Type

This parameter is mandatory when Add Mode
is set to Create an agent.

When auditing user-installed databases on ECS/
BMS, select Database or Application for
Installing Node Type.

Database
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Parameter Description Example
Value
Installing This parameter is mandatory if Installing Node | 192.168.1.1
Node IP Type is set to Application. IP address of the
Address application node to be audited. You can enter

only one IP address.

The IP address must be the internal IP address
of the application node. IPv4 and IPv6 formats
are both supported.

oS This parameter is mandatory when Add Mode LINUX64 X8
is set to Create an agent. 6

OS of the database to be audited. The value
can be LINUX64_x86 , LINUX64_Arm, or
WINDOWS64.

NOTE
Select an OS version based on the server architecture.

CPU Threshold | Optional. CPU threshold of the application node | 80
(%) to be audited. The default value is 80.

Memory Optional. Memory threshold of the application | 80
Threshold (%) | node to be audited. The default value is 80.

Step 8 Click OK.

Step 9 In the Agent column of the desired database, click View Agent. In the Agents
area, view information about the added agent.

Figure 3-19 Successfully adding an agent

Database nformation € Crarecter Set § P Address(Dam., & Instance & 05§ Auti Status § Agent Operation

® Twe urRe = = LNUX64 0 Enaled
52

AgentiD § insalivgNode... § | Instaling Node PA.. § 08 & At § | CPUT. O | Memo. § Generd §  Slas @

FHEDRBAOALPIRS D Datibsse UINUKG4 35 [0 8 No Disadled  SIR1TZOETTOH0GME..  Dowloashgen Discble Dekle

L] NOTE
After adding the agent, confirm that the agent information is correct. If the agent is
incorrectly added, click Delete in the Operation column of the row to delete it, and add an

agent again.

--—-End

Adding an Agent (RDS Databases)

If an application connects to multiple RDS databases, be sure to:

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 33



Database Security Service (DBSS)
User Guide 3 Database Audit

e Add an agent to each of the RDS databases.

e Select Select an existing agent if one of the databases already has an agent.
Add that agent for the rest of the databases.

Step 1 For details, see Step 1.

Step 2 Log in to the management console.

Step 3 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 4 In the navigation tree on the left, choose Databases.
Step 5 In the Instance drop-down list, select the instance whose agent is to be added.

Step 6 In the Agent column of the desired database, click Add.

Figure 3-20 Adding an agent

os 6 Aua sats & Agont
\\\\\ ot Dessis |

Step 7 In the displayed dialog box, select an add mode, as shown in Figure 3-21 and
Figure 3-22. For details about related parameters, see Table 3-8.

e Select Select an existing agent for Add Mode.

For details about when you should select this option, see When Should |
Select an Existing Agent?

(10 NOTE

If an agent has been installed on the application, you can select it to audit the desired
database.

Figure 3-21 Selecting an existing agent

Add
Add Mode -ZEZ- Select an exisling agent Create an agent
Database Name [ test ~

* Agent ID Sh1_TY0BhKuhspeE_t=5 ~

CPU Threshold (%)

Memeory Threshold (%)

Fa Y
| Cancel |
h s -

e Set Add Mode to Create an agent.
If no agent is available, select Create an agent to create one.

Select Installing Node Type to Application, and set Installing Node IP
Address to the intranet IP address of the application.
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Figure 3-22 Adding an agent to an application

Add
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Table 3-8 Parameters for adding an agent (RDS databases)

Parameter

Description

Example
Value

Add Mode

Mode for adding an agent

e Selecting an existing agent
If an agent has been installed on a database
connected to the same application as the
desired database, select Select an existing
agent.

e Create an agent
If no agent is available, select Create an
agent to create one.

Create an
agent

Database
Name

Optional. If you select Select an existing agent
for Add Mode, you need to select a database
that already has an agent.

tesT

Agent ID

This parameter is mandatory when Add Mode
is set to Select an existing agent.

Select an added agent ID of the instance. The
agent ID is automatically generated by the
system.

Installing
Node Type

This parameter is mandatory when Add Mode
is set to Create an agent.

To audit the RDS databases, select Application.

Application
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Parameter

Description

Example
Value

Installing
Node IP
Address

This parameter is mandatory when Installing
Node Type is set to Application. IP address of
the application node to be audited. You can
enter only one IP address.

The IP address must be the internal IP address
of the application node. IPv4 and IPv6 formats
are both supported.
NOTICE

To audit an RDS database connected to an off-cloud

application, set this parameter to the IP address of
the proxy.

192.168.1.1

Audited NIC
Name

Optional. This parameter is configurable if
Installing Node Type is set to Application.

Name of the network interface card (NIC) of
the application node to be audited

CPU Threshold
(%)

Optional. This parameter is configurable if
Installing Node Type is set to Application.

CPU threshold of the application node to be
audited. The default value is 80.

NOTICE
If the CPU usage of a server exceeds the threshold,
the agent on the server will stop running.

80

Memory
Threshold (%)

Optional. This parameter is configurable if
Installing Node Type is set to Application.

Memory threshold of the application node to be
audited. The default value is 80.

NOTICE
If the memory usage of your server exceeds the
threshold, the agent will stop running.

80

(ON)

Optional. This parameter is configurable if
Installing Node Type is set to Application.

OS of the application node to be audited. The
value can be LINUX64_X86, LINUX64_ARM, or
WINDOWS64.

LINUX64_X
86

Step 8 Click OK.

Step 9 In the Agent column of the desired database, click View Agent. In the Agents
area, view information about the added agent.
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Figure 3-23 Successfully adding an agent

Datatase hfomaton § Crarecter St § P AddressiDom.. §  Instace § 05§ AuitSatus & Agent Operaion

Ne:
® e Ut - - [ 0 Enaded
521

AgentID § instalingNode .. §  Instzling Node PAdd... § 08 & Audit.. §  CPUT..§  Memo..$ Generd § Sl & SHAZ565um ¢ Operation

FKEpOBICSLPZRS D Datibase LINUKE4 3% o 8 o Dised  SR1GTZIGGSTOH0ME..  Dowsalhgen Dissble Delle

L] NOTE
After adding the agent, confirm that the agent information is correct. If the agent is
incorrectly added, click Delete in the Operation column of the row to delete it, and add an

agent again.

--—-End

Follow-Up Procedure

Configure TCP (port 8000) and UDP (ports 7000 to 7100) in the security group
inbound rule of the agent node to allow the agent to communicate with the audit
instance. For details about how to add a security group rule, see Adding a
Security Group Rule.

3.2.4 Step 3: Download and Install the Agent

3.2.4.1 Downloading an Agent

Download and then install the agent on the database or application, as required
by the add mode you chose.

(11 NOTE

Each agent has a unique ID, which is used as the key for connecting to a database audit
instance. If you delete an agent and add it back, you need to download the agent again.

Prerequisites

The database audit instance is in the Running state.

Procedure

Step 1 For details about how to add an agent, see Step 2.

Step 2 Log in to the management console.

Step 3 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 4 In the navigation tree on the left, choose Databases.
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Step 5

Step 6

In the Instance drop-down list, select the instance whose agent is to be
downloaded.

Locate the row that contains the target database, and click View Agent in the
Agent column. In the Agents area, locate the row that contains the target agent
and click Download Agent in the Operation column to download the agent
installation package.

Figure 3-24 Downloading an Agent
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Download the agent installation package suitable for your OS.

e Linux OS
Download the agent whose OS is LINUX64.
e  Windows OS
Download the agent whose OS is WINDOWS64.

--—-End

3.2.4.2 Installing an Agent (Linux OS)

Prerequisites

Scenarios

You can enable database audit only after the agent is installed. This topic
describes how to install the agent on a node running a Linux OS. For details about
how to install an agent on the Windows OS, see Installing an Agent (Windows
0S).

e The Linux OS version of the target node is supported by the agent. For details
about the supported Linux versions, see On What Linux OSs Can | Install the
Agent?

You can install the agent on the database or application side, depending on your
database type and deployment scenario. Common database scenarios are as
follows:

e Deploy DBSS for databases built on ECS/BMS. For details, see Figure 3-25 and
Figure 3-26.
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Figure 3-25 One application connecting to multiple databases built on
ECS/BMS

Self-built databases on ECS/EMS

Application

0 O

Figure 3-26 Multiple applications connecting to one database built on
ECS/BMS

Application 1

i Application 2 :—@

Self-built database
on ECS/BMS

Application 3

e Deploy DBSS for RDS databases. For details, see Figure 3-27 and Figure 3-28.
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Figure 3-27 One application connecting to multiple RDS databases

Application on the cloud

RDS databases
— c% &0 - c%
lication off the cloud
ApP i RDS databases

Figure 3-28 Multiple applications connecting to one RDS database

Applications on the cloud
Applications connecting to one RDS database

Application Agent

Application Agent L &)

Application Agent

Table 3-9 describes where to install the agent in the preceding scenarios.

NOTICE

If your applications and databases (databases built on ECS/BMS) are deployed on
the same node, install the agent on the database side.
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Table 3-9 Agent installation scenarios

Scenario Where to | Audit Scope Description
Install
Agent
Self-built Database | All access records of | e Install the agent on the
database applications that database side.
on have accessed the e If an application connects
ECS/BMS database to multiple databases
built on ECS/BMS, the
agent must be installed
on all these databases.
RDS Applicatio | Access records of all e Install the agent on the
database n side (if | the databases application side.
applicatio | connected to the e If multiple applications
ns are application are connected to the
deployed same RDS database, the
on the agent must be installed
cloud) on all these applications.
RDS Proxy side | Only the access Install the agent on the
database (if records between the | proxy side.
applicatio | proxy and database.
ns are Those between the
deployed | applications and
off the database cannot be
cloud) audited.

Installing an Agent
{11 NOTE
When installing a new agent, you need to customize a password for it.
Install the agent on the node suitable for your service scenario.
Step 1 For details about how to add an agent, see Step 2.

Step 2 For details about how to obtain the agent installation package of the Linux, see
Downloading an Agent.

Step 3 Upload the downloaded agent installation package xxx.tar.gz to the node (for
example, using WinSCP).

Step 4 Log in to the node as user root using SSH through a cross-platform remote access
tool (for example, PuTTY).

Step 5 Run the following command to access the directory where the agent installation
package xxx.tar.gz is stored:

cd Directory _containing_agent_installation_package
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~1# cd Jagent
test agentl# LL

1 root root 5199159 Oct 25 09:47 AhEFgE_hhD.tar.gz
[root@ecs-test agent]# lI

Step 6 Run the following command to decompress the installation package xxx.tar.gz:

tar -xvf xxx.targz

[root@ecs-test agent]# -
[root@ecs-test agent]# tar -xv 9syBZIsBbeAhEFQE hhD.tar.gz

Step 7 Run the following command to switch to the directory containing the
decompressed files:

cd Decompressed _package_directory

béAhEFqE_th]#
beAhEFQE_hhD]# chmod +x install.sh

rwxr-xr-x

prwxr-xr-x

Arwxr-xr-x

Orwxr-xr-x . 40 Oct
Orwxr-xr-x . 46 Oct
MWXr-xr-x 5 Oct
Hrwxr-xr-x .

rMw-r--r--

prwxr-xr-x

root@ecs-test

Step 8 Run the following command to check whether you have the permission for
executing the install.sh script:

w
e If you do, go to Step 9.
e If you do not, perform the following operations:

a. Run the following command to get the script execution permission:
chmod +x install.sh
b. Verify you have the required permissions.
Step 9 Run the following command to install the agent:
sh install.sh
[root@ecs-test sBbeAhEFQE_hhD J#

ZIsBbeAhEFgE_hhD]# sh install.sh

exist m-release fil

Linux version 1
dbss user not exists, create dbss user now. Please set user password!
Enter password

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 42



Database Security Service (DBSS)
User Guide 3 Database Audit

(11 NOTE

e In Ubuntu, run the bash install.sh command to install the agent.

e The agent program is run by common DBSS users. When installing the agent for the
first time, you need to create an agent user. After running the sh install.sh command,
you need to set a password for the DBSS user.

If the following information is displayed, the agent has been installed. Otherwise,

the installation fails.
start agent

starting audit agent

audit agent started

start success

install dbss audit agent done!

NOTICE

If the agent installation failed, ensure the OS version of the target node is
supported and try again.

Step 10 Run the following command to view the running status of the agent program:
service audit_agent status
If the following information is displayed, the agent is running properly:

[root@ecs-test _9syBZIsBbeAhEFgE_hhD]#
[root@ecs-test _9syBZIsBbeAhEFgE_hhD]# service audit_agent status

audit agent is running.
root@ecs-test

audit agent is running.

--—-End

Helpful Links

e If SSL is enabled for a database, the database cannot be audited. To use
database audit, disable SSL first. For details, see How Do | Disable SSL for a
Database?

e  For details about how to add an agent, see Step 2: Add an Agent.
e  For details about how to uninstall an agent, see Agent Management.

3.2.4.3 Installing an Agent (Windows OS)

You can enable database audit only after the agent is installed. This topic
describes how to install the agent on a node running a Windows OS. For details
about how to install an agent on the Linux OS, see Installing an Agent (Linux
0S).

Prerequisites

e The Windows OS version of the target node is supported by the agent. For
details about the supported Windows versions, see On What Windows OSs
Can | Install the Agent?
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Scenarios

You can install the agent on the database or application side, depending on your
database type and deployment scenario. Common database scenarios are as
follows:

e Deploy DBSS for databases built on ECS/BMS. For details, see Figure 3-29 and
Figure 3-30.

Figure 3-29 One application connecting to multiple databases built on
ECS/BMS

Self-built databases on ECS/BMS

Application

¥ O

Figure 3-30 Multiple applications connecting to one database built on
ECS/BMS

Application 1

Application 2

Self-built database
on ECS/BMS

E Application 3 E

I
o

e Deploy DBSS for RDS databases. For details, see Figure 3-31 and Figure 3-32.
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Figure 3-31 One application connecting to multiple RDS databases

Application on the cloud

RDS databases
— c% &0 - c%
lication off the cloud
ApP i RDS databases

Figure 3-32 Multiple applications connecting to one RDS database

Applications on the cloud
Applications connecting to one RDS database

Application Agent

Application Agent L &)

Application Agent

Table 3-10 describes where to install the agent in the preceding scenarios.

NOTICE

If your applications and databases (databases built on ECS/BMS) are deployed on
the same node, install the agent on the database side.
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Table 3-10 Agent installation scenarios

Scenario Node Audit Scope Precautions
Self-built Database | All access records of | e Install the agent on the
database applications that database side.
on have accessed the e If an application connects
ECS/BMS database to multiple databases
built on ECS/BMS, the
agent must be installed
on all these databases.
RDS Applicatio | Access records of all | e Install the agent on the
database n side (if | the databases application side.
applicatio | connected to the e If multiple applications
ns are application are connected to the
deployed same RDS database, the
on the agent must be installed
cloud) on all these applications.
RDS Proxy side | Only the access Install the agent on the
database (if records between the | proxy side.
applicatio | proxy and database.
ns are Those between the
deployed | applications and
off the database cannot be
cloud) audited.

Installing an Agent

Step 1 For details about how to add an agent, see Step 2.

Step 2 Install Npcap on the Windows server.

If Npcap has been installed on the Windows OS, go to Step 4.

If the Npcap has not been installed on the Windows server, perform the
following steps:

a.

Download Npcap to obtain the latest software installation package.

Figure 3-33 Downloading Npcap
_| Downloading and Installing Free Edition ‘_

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may

als il systems where it is only used with Nmap and/or Wireshark. Simply run the executable installer.
Th ch release is available, and developers can build their apps against the SDK. The improvements
for each release are documented in the Npcap Changelog.

* |Npcap 0.9994 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 (x86 and xb4).

* Npcap SDK 1.05 (ZIP).
* Npcap 0.9994 debug symbols (ZIP).
* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repositery. Windows XP and earlier are not supported; you can use
WinPcap for these versions.

Upload the npcap-xxxx.exe software installation package to the VM
where the agent is to be installed.
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c. Double-click the Npcap installation package.
d. In the displayed dialog box, click | Agree, as shown in Figure 3-34.

Figure 3-34 Agreeing to install Npcap

5. Npcap 0.9984 Setup -lel x|

Licenze Agreement
Please review the license terms before installing Mpcap 0.9954,

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT [ EMD USER, LICEMSE AGREEMEMT

Mpcap is a windows packet sniffing driver and library and is copyright
() 2013-2019 by Insecure.Com LLZ ("The Mmap Project™). all rights
reserved,

Evven though Mpcap source code is publichy available For review, it is

not open source sofbware and may not be redistributed without special

permission from the Mmap Project, The skandard wersion is also

lirmited ko installation on five systems, We Fund the Mpcap project by W

If wou accept the terms of the agreement, click I Agree ko continue. You must accept the
agreement ta install Mpcap 0.9954.

| I Agree | | Cancel |

e. In the displayed dialog box, leave all the check boxes unselected and click
Install, as shown in Figure 3-35.

Figure 3-35 Installing Npcap

{57 Npcap 0.9984 Setup - ol x|

Inztallation Options

Please review the following options before installing Mpcap
HMAF, ORG 0.9954

[]Legacy loopback support For Mmap 7.80 and older. Mot needed For Wireshark,
[ ] restrick Mpcap driver's access ko Administrators only
[]support raw 802,11 traffic {and monitar made) For wireless adapters

[]tnstall Mpcap in WwinPcap API-compatible Mode

| < Back ” Inskall | | Cancel
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f.  In the displayed dialog box, click Next.

% Npcap 0.9984 Setup -

Installation Complete
Setup was completed successFully.,

NMAF. ORG

Completed

Showe details

< Back Cancel

g. Click Finish.
%) Npcap 0.9984 Setup =

Finizhed
Thank vou For installing Mpcap

HMAP. ORG

Mpcap has been installed on wour compuker,

Click. Finish ko close this wizard.

< Back Cancel

Step 3 For details about how to obtain the agent installation package of the Windows,
see Downloading an Agent.

Step 4 Log in to the Windows host as the Administrator user and copy the downloaded
agent installation package xxx.zip to any directory on the host.
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Figure 3-36 Agent installation package

Fhagent

~

B wiK2k)IBgZ2X)BFwhi-O.zip

Step 5 Decompress the package.
Step 6 Double-click the install.bat file in the package directory.

Figure 3-37 Double-click install.bat
bin
conf
log
script

| install.bat Mindows -

= uninstall.bat

Step 7 Press any key to complete installation after the output shown in Figure 3-38 is
displayed.

Figure 3-38 Installation completed

DBSS Servcie Audit Agent Install

install DBSS audit agent start...
heck npcap existed success
heck main process file succes
heck
heck dll file success
heck dll file success
hqcklstartup file success
skt 1
1
1
heck dbhss agent config file success
heck log folder success
install DBSS awdit agent success
tart DBSS audit agent success

Step 8 Check the installation result. If the dbss_audit_agent process can be found in the
Windows Task Manager, the installation succeeded, as shown in the Figure 3-39.

Figure 3-39 Checking the dbss_audit_agent process

25% 6% 2% 0%
[a] dasmonProcess.exe (32 0% 0.4 MEB 0 ME 0 Mbps ™
I [¥°] dbss_audit_agent.exe (32 | | 0% 1.7 MB 0,1 ME 0 Mbps
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If it is not found, install the agent again.

--—-End

3.2.5 Step 4: Add a Security Group Rule

Configure TCP (port 8000) and UDP (ports 7000 to 7100) in the security group
inbound rule of the database audit instance to allow the agent to communicate
with the audit instance.

This section describes how to configure TCP (port 8000) and UDP (ports 7000 to
7100) for a security group.

(11 NOTE

You can configure security group rules before installing an agent.

Prerequisites

The database audit instance is in the Running state.

Adding a Security Group Rule

Step 1 For details about how to add an agent, see Step 2.

Step 2 Log in to the management console.

Step 3 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 4 In the navigation tree on the left, choose Databases.

Step 5 In the Instance drop-down list, select the instance whose security group rule is to
be added.

Step 6 Record the IP address of the agent node.
Locate the row that contains the target database, and click View Agent in the

Agent column. In the Agents area, record the Installing Node IP Address.

Figure 3-40 Installing Node IP Address

Seldtapiopaty o erlralkeho

Crarctr et § PAddessDon.. §  starce § 04 At St Agnt Opertion

@ Tpe D¢ utrg - LINUX4 Diszhled \iewhgen: Add Enatle Celele

Selected: FOFD X

Agts

AgatD § salingNodeTyce § sl hode PAdress § 05§ M. §  OUT. §  Wemo.§ Gl 9 Seusd Y

IAWpMBEZIUZHY. Aopication I:] LNUkGS X6 TESTI El o Mo Hiber. £

Step 7 Click Add Security Group Rule.

Opeaion

hifezari(dt, Downloac Azen! Cicatle Dzlete

Step 8 In the displayed dialog box, record the security group name (for example, default)
of the database audit instance, as shown in Figure 3-41.
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Figure 3-41 Adding a security group rule

Add Security Group Rule

Go to VPC and configure the following secunty group. Incorrect settings may lead to connection failures.

Security Group  dws-1est33-8000

Procedure

1. Go to VPC.

2. Search for and select this security group.

3. Click Inbound Rules and click Add Rule

4. Add TCP port 3000 and UDP ports 7000 to 7100,

5. Set the Source of the ports to the agent IP address. Click OK
View details

l;/ Cancel \j Go fo VPC
M A

Step 9 Click Go to VPC.

Step 10 In the search box above the list, select an attribute or enter a keyword to search
for a security group. Click the security group name.

Figure 3-42 Security group

Security Groups &

Step 11 Click the Inbound Rules tab.

Check whether TCP (port number 8000) and UDP protocols (port number from
7000 to 7100) are configured in the inbound rules of the security group for the IP
address of the installing node.

If the inbound rules of the security group have been configured for the
installing node, go to Enabling database audit.

If no inbound rules of the security group have been configured for the
installing node, go to 20.

Step 12 Add an inbound rule for the installing node.

1.

2.

On the Inbound Rules tab, click Add Rule.

Figure 3-43 Adding rules

Sumvary  nbowdRules  CubouncRues  Associgas Instances  Teg

) Somesearh rupres vl el ECSs vl e st Lam o %
s s 3o 110001, endl ol 0 i g ) ton s oDy s s ) oSOt 5 1612 ot 2 348,036 R 1 s ey s v gt et
s, e gl 4o, ook Yo shoudrs o brun P s e sy oup s

(| aore 1 ( Facherre ) { AowtemronPus | burtRuze 0 VenSetySoup beriprnErpes

In the Add Inbound Rule dialog box, add TCP (port number 8000) and UDP
protocols (port number from 7000 to 7100).
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(11 NOTE

The source can be an IP address, an IP address segment, or a security group. Examples:
IP address: 192.168.10.10/32

IP address segment: 192.168.52.0/24

All IP addresses: 0.0.0.0/0

Security group: sg-abc

Figure 3-44 Add Inbound Rule dialog box

Add Inbound Rule  tearn more abou

t security group configuration. (3

Protocols / UDP ~ Replicate  Delete

7000-7100 192 x

@ Add Rule

3. Click OK.
--—-End

3.2.6 Step 5: Enable Database Audit

Prerequisites

By default, database audit complies with a full audit rule, which is used to audit
all databases that are connected to the database audit instance. You can enable
audit and check audit results. For details, see Viewing Audit Data.

The status of the agent is Running.

Enabling Database Audit

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

For details about how to install agents, see Step 3.
For details about how to add a security group rule, see Step 4.

Log in to the management console.

Select a region, click — , and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Databases.
Select a database audit instance from the Instance drop-down list.

In the database list, click Enable in the Operation column of the database you
want to audit.
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The Audit Status of the database is Enabled. You do not need to restart the
database.

Figure 3-45 Enabling database audit

AAAAA

--—-End

Verifying Audit Results

Step 1 Run an SQL statement (for example, show databases) in the target database.

Step 2 Log in to the management console.

Step 3 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 4 In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

Step 5 In the Instance drop-down list, select the instance that audits the target database.
Step 6 Click the Statements tab.
Step 7 Locate the row that contains the target time, click I: , select the start time and

end time, and click Submit. In the upper part of the list, select All time, Last 30
minutes, Last hour, Today, Last week, Last month, or Custom.

Figure 3-46 Viewing SQL statements

SQL Statements Client IP Address  Database IP Ad. DatabaseU.. Risk Sev. Rule OperationT..  Generated Operation

FULL A SELECT 2020/03/26 23:59:59 GMT+08: Details

e If the entered SQL statement is not displayed, the connection between the
agent and the database audit instance is abnormal. Rectify the fault by
following the instructions in What Do | Do If the Communication Between
the Agent and Database Audit Instance Is Abnormal?

--—-End

3.3 Managing Database Audit Instances

3.3.1 Viewing Database Instance Details

This section describes how to view the instance overview, including the basic
information, network settings and associated databases.
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Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.
e For details about how to enable database audit, see Enable Database Audit.
e Set alarm notification by referring to Configuring Alarm Notifications.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.

Step 4 Click the name of the instance whose information you want to view. The
Overview page is displayed.

--—-End

Viewing the Instance Overview

Click the Overview tab to view instance information. For details about the
parameters, see Table 3-11.

Table 3-11 Parameters of the instance overview

Categor | Parameter Description
y
Instance | ID Instance ID, which is automatically generated
informati )
on Status Status of the instance.
Basic Name Name of an instance. You can click £ next to
Info Name to change it.
ID Instance ID, which is automatically generated
Remarks Remarks about an instance. You can click £ next

to Remarks to modify it.

Version Version of the DBSS instance when you create the
DBSS instance. The version of the DBSS instance
created at different time may be different.

Impact scope of DBSS instance versions:
e Supported database types
e Supported database versions

Billing Mode The billing mode is yearly/monthly.
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Categor | Parameter Description
y
Order No. Order number of the instance. Click the order
number to view the order details.
Upon Policy used after an instance expires. The options
Expiration are as follows:
e Auto-renewal
e Enter grace period
Edition Edition of an instance
AZ Availability Zone (AZ) where an instance resides
Enterprise Enterprise project name of the instance
Project
Created Time when an instance is created
Expiration Time when an instance expires
Remaining Remaining days before the instance expires.
Period (day)
Network | VPC VPC where an instance resides
Settings - - - -
Security Group | Security group where an instance resides
Subnet Subnet where an instance resides
Private IP IP address of an instance
Address
Associate | - Database information associated with an instance
d Click Manage Database, and the Databases page
Databas is displayed. For details about how to add a
€ database, see Step 1: Add a Database.

Viewing System Monitoring Information of an Instance

Step 1 Click the System Monitoring tab. The System Monitoring page is displayed.

Step 2 Select Last 30 minutes, 1 hour, Today, 7 days, or 30 days, or click =] to
customize start time and end time to view the system monitoring information of
the specified time range.
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Figure 3-47 Viewing the system monitoring
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--—-End

Viewing the Alarm Monitoring Information of an Instance
Step 1 Choose Monitoring. The alarm monitoring page is displayed.

Step 2 View alarm information. For details about related parameters, see Table 3-12.

Figure 3-48 Viewing alarms

22221

Table 3-12 Parameters of alarms

Parameter | Description

Time Time when an alarm occurred.

Type Alarm type. The options are as follows:
e Audit traffic exceeds threshold

e CPU exceptions

e Memory exceptions

e Disk exceptions

e Insufficient audit log storage

e Log backup to OBS failed

e Agent exceptions

e Risky operations
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Parameter | Description

Alarm Risk | Risk severity of an alarm. The options are as follows:

Severity e High
e Moderate
e Low
Cleared Time when an alarm is cleared

Confirmed | Confirmation status of an alarm.
Or Not

Description | Description of an alarm

Operation | Operations supported by alarms, including:
e Confirm
e Deleting

e Database backup

To query specified alarms, perform the following steps:
e Select Last 30 minutes, 1 hour, 24 hours, 7 days, or 30 days from the drop-
down list, and click Q to view alarms of the specified time range.

e Select All, High, Moderate, or Low for Risk Severity. Alarms of specified
severity are displayed in the list.

e Select an alarm type, and alarms of specified alarm type is displayed in the
list.

e Set the confirmation status (Unconfirmed or Confirmed). Alarms in this
status are displayed in the list.

--—-End

Viewing Operation Logs of an Instance

Step 1 Click the Logs tab. The log list page is displayed.
Step 2 View operation logs. For details about related parameters, see Table 3-13.

Above the list, you can select All, 30 minutes, 1 hour, 24 hours, 7 days, or 30
days, or a custom time range to view the operation logs. You can also select an
attribute from the search box above the list or enter a keyword to search for
specified operation logs.

Figure 3-49 Viewing Operation Logs

peration Logs
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Table 3-13 Parameters

Parameter

Description

Username

User who performs the operation

Time

Time when the operation was performed

Function

Function of the operation

Action

Action of the operation

Objects

Object of the operation

Description

Description of the operation

Result

Result of the operation

--—-End

3.3.2 Starting an Instance

You can manually enable an instance.

Prerequisites

The Status of the target audit instance is Disabled.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.

Step 4 Click More > Enable in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the information and click Yes. After the
instance is enabled, check whether Status of the target instance is Running. If
yes, the instance is running properly.

--—-End

3.3.3 Disabling an Instance

You can manually disable an instance.

Prerequisites

The Status of the target audit instance is Running.
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Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Click More > Disable in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the information and click Yes. After the
instance is disabled, check that Status of the target instance is Disabled,
indicating that the instance has stopped running.

(10 NOTE

e Audit will be disabled for the database.

e A stopped instance still incurs changes. You are advised to keep it running or delete it to
save costs.

--—-End

3.3.4 Restarting an Instance

You can manually restart an instance.

Prerequisites

The Status of the target audit instance is Running.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Click More > Restart in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the restart information. If the information is
correct, click Yes. After the instance is restarted, check whether Status of the
target instance is Running. If yes, the instance is restarted successfully.

] NOTE
It takes 1 to 3 minutes to restart an instance. During this period, database audit is stopped.

--—-End

3.3.5 Enabling or Modifying Auto Renewal

You can manually enable or modify auto-renewal for database audit instances.
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Constraints and Limitations

e The Pay-per-use mode is not supported. The Billing Mode of the target audit
instance must be Yearly/Monthly.

e Auto-renewal can be enabled only for instances that have not enabled auto-
renewal.

e Auto-renewal can be modified only for instances that have enabled auto-
renewal.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Renewal operations
e Auto-renewal is not enabled.

a. Click More > Enable Auto-Renewal in the Operation column of the
target DB instance.

b. In the displayed dialog box, confirm the instance information and click
Yes.

e Auto-renewal enabled.

a. Click More > Modify Auto-Renewal in the Operation column of the
target DB instance.

b. On the displayed page, confirm the instance information and select a
renewal mode.

= Auto-renewal: You need to select the renewal duration and set the
number of renewal cycles.

®  Manual renewal: Disable auto-renewal. You need to manually renew
the subscription every month.

c. Confirm the information and click OK.

----End

3.3.6 Unsubscribing from an Instance

You can manually unsubscribe from an instance.

Constraints and Limitations

The Status of the target audit instance is Running and the Billing Mode is
Yearly/Monthly.

Procedure

Step 1 Log in to the management console.
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Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Click More > Unsubscribe in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the unsubscription information and click Yes
to initiate the unsubscription process. After unsubscription, the target instance will
not be displayed in the database audit instance list.

L] NOTE
After the instance is unsubscribed, the database information, audit configuration
information, and audit data added to the target instance will be cleared and cannot be

restored.

--—-End

3.3.7 Releasing an Instance

You can manually release an instance.

Constraints and Limitations
The Status of the target instance must be Frozen or Billing Mode must be
Expired.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Choose More > Release in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the release information. If the information is
correct, click Yes to initiate the release process. After the release is complete, the
target instance is not displayed in the database audit instance list.

(1 NOTE

After the instance is released, the database information, audit configuration information,
and audit data added to the target instance will be cleared and cannot be restored.

--—-End

3.3.8 Deleting an Instance

You can delete idle instances.

Deleted audit instances cannot be restored. After an audit instance is deleted, the
database audit configuration and audit data added to the instance are also
deleted.
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Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Choose More > Delete in the Operation column of the target instance.

Step 5 In the displayed dialog box, confirm the instance information, enter DELETE, and
click OK.

L] NOTE
Before deleting an instance, ensure that the instance is idle. After the instance is deleted,

the database information, audit configuration information, and audit data added to the
instance will be cleared and cannot be restored.

--—-End

3.3.9 Upgrading the Database Audit Instance Version

This section describes how to upgrade your database instance version.

Prerequisites
e The database audit instance is in the Running state.
e The database instance version is earlier than the latest version.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Click Upgrade in the Version column.

Figure 3-50 Upgrading the instance version

Step 5 In the dialog box that is displayed, click OK.

--—-End

3.3.10 Managing Instance Tags

You can add tags to database audit instances for easy management.
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Prerequisites

The database audit instance is in the Running state.

Adding Tags to an Instance

Step 1 Log in to the management console.

Step 2 Select a region, click :, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.
Step 4 Click the name of an instance. On the displayed page, click the Tag tab.

Step 5 Click Add Tag in the upper left corner. In the dialog box that is displayed, enter
the tag key and tag value.

(11 NOTE

Up to 10 tags can be added to each DB instance.

Step 6 Click OK.

In the Operation column of the target tag, click Edit or Delete to manage the
tag.

--—-End

3.3.11 Handling Instance Alarm Information

This section describes how to view and confirm alarms of database audit.

Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.
e Set alarm notification by referring to Configuring Alarm Notifications.
Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Instances.

Step 4 Click the name of an instance, click the Alarm Monitoring tab.

e To confirm an alarm, click Confirm in the Operation column of the alarm.
The alarm status changes to Confirmed.
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Figure 3-51 Confirming an alarm
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You can select multiple alarms to be confirmed and click Batch Confirm to
batch confirm alarms.

Figure 3-52 Confirming alarms in batches
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e If an alarm has been handled, you can click Delete in the Operation column
of the row that contains the alarm. In the dialog box that is displayed, click
OK.

Figure 3-53 Deleting an alarm
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e If the alarm type of an alarm is ransomware protection rule, locate the row
that contains the alarm and click database backup in the Operation column.
For details, see Creating a Manual Backup.

--—-End

3.4 Configuring Audit Rules

3.4.1 Configuring an Audit Scope Rule

By default, database audit complies with a full audit rule, which is used to audit
all databases that are connected to the database audit instance. You can also add
audit scope and specify the databases to be audited.
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NOTICE

By default, the full audit rule takes effect even if other rules exist. To make
another audit rule take effect, disable the full audit rule first.

Prerequisites
e The database audit instance is in the Running state.

e Before enabling, editing, or deleting the audit scope, ensure that the status of
audit scope is Disabled.

e Before disabling the audit scope, ensure that the status of audit scope is
Enabled.

Adding an Audit Scope Rule

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Rules.
Step 4 In the Instance drop-down list, select an instance to add audit scope.
Step 5 Add Audit Scope above the audit scope list.

{1 NOTE

e By default, database audit complies with a full audit rule, which is used to audit all
databases that are connected to the database audit instance. This audit rule is enabled
by default. You can disable it but cannot delete it.

e By default, the full audit rule takes effect even if other rules exist. To make another
audit rule take effect, disable the full audit rule first.

Step 6 In the displayed dialog box, set the audit scope, as shown in Figure 3-54. For
details about related parameters, see Table 3-14.
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Figure 3-54 Add Audit Scope dialog box

Add Audit Scope

# Name

+ Database Mame

Operations

Database Account

Exception IP Address

Source |P Address

Source Port

Login Operalion

Enter one or multiple IP addresses or segments, with each value on a separate line. Duplicate
values are not allowed. (By default, all IP addresses and IP address segments are audifed )

Enter the IP address or IP address range

4

Enter one or more IP addresses or IP address segments. Each valug must be unique and put on
a separate line. All of them will be audited by default.

Enter the IP address or IP address range

A

Enter a port number. Put multiple port numbers in separaie lines. Each port number is unique. (All
are audited by default. )

Enter the port number.

I:‘ Cancel ':I m

Table 3-14 Parameters

Parameter Description Example
Value

Name Name of the custom audit scope audit00
Database Select a database or ALL. db03
Name
Database Optional. Username of the database. -
Account You can specify multiple accounts, separated by

commas (,).
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Parameter Description Example
Value
Operations Audited operation type. It can be Login or Login
Operation.
When you select the Operation check box, you
can select All operations or the operations in
DDL, DML, and DCL.
Database (Optional) Database username. -
Account You can specify multiple accounts, separated by
commas (,).
Exception IP (Optional) IP addresses that do not need to be | -
Address audited.
NOTE
If an IP address is set as both a source and an
exception IP address, the IP address will not be
audited.
Source IP (Optional) IP address or IP address range used | -
Address for accessing the database to be audited
The IP address must be an internal IP address in
IPv4 or IPv6 format.
Source Port (Optional) Port number used for accessing the | -
database to be audited
Step 7 Click OK.

When the audit scope is added successfully, it is displayed in the audit scope list in
the state of Enabled.

--—-End

Managing Audit Rules

Step 1 Log in to the management console.

Step 2

Step 3
Step 4

Step 5

Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Rules.

In the Instance drop-down list, select an instance to view audit scope.

View the audit scope information. For details about related parameters, see Table

3-15.

You can select an attribute from the search box above the list or enter a keyword
to search for the specified audit scope.
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Figure 3-55 Viewing the audit scope

Table 3-15 Parameters

Parameter Description

Name Name of the audit scope

Exception IP Whitelisted IP addresses within the audit scope

Address

Source IP Address | IP address or IP address range used for accessing the
database

Source Port Port number of the IP address to be audited

Database Name Database in the audit scope

Database Account | Database username

Status Status of the audit scope. The options are as follows:
e Enabled
e Disabled

{10 NOTE

You can perform the following operations on audit scopes as required:

Enable

Locate the row that contains the audit scope to be enabled, and click Enable in the
Operation column. Databases within the scope will be audited.

Edit (supported in customized audit scopes only)

Locate the row that contains the audit scope to be edited, click Edit in the Operation
column, and modify the scope in the displayed dialog box.

Disable

Locate the row that contains the audit scope to be disabled, click Disable in the
Operation column, and click OK in the displayed dialog box. When the audit scope is
disabled, the audit scope rule will not be executed in the audit.

Delete (supported in customized audit scopes only)

Locate the row that contains the audit scope to be deleted, click Delete in the
Operation column, and click OK in the displayed dialog box. You need to add the audit
scope again if it is deleted and you want to audit it.

--—-End

3.4.2 Configuring SQL Injection Rules
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3.4.2.1 Adding an SQL Injection Rule

You can add SQL injection rules to audit your databases.

Prerequisites

The database audit instance is in the Running state.

Constraints and Limitations

e Before enabling an SQL injection rule, ensure that the rule is in the Disabled
state.

e Before disabling an SQL injection rule, ensure that the rule is in the Enabled
state.

Adding an SQL Injection Rule

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Audit Rules.
Step 4 In the Instance drop-down list, select an instance to add audit scope.
Step 5 Click the SQL Injection tab.

(110 NOTE

Only user-defined rules can be edited and deleted. Default rules can only be enabled and
disabled.

Step 6 Click Add SQL Injection Rule and configure parameters.

Figure 3-56 Adding an SQL injection rule
Add SQL Injection Rule

+ Rule Nams
# Risk Level m Medium Low Mo risk
+ Status

+ Regular Expressicn

Test Regular Expression
Raw Data ( est )

Result
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|  Cancel
. A
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Table 3-16 SQL injection rule parameters

Paramet | Description Example Value
er
Rule Name of an SQL rule. Postal Code SQL
Name injection Rule
Risk Level of risks matching a SQL rule. Its Medium
Level value can be:

e High

¢ Medium

e Low

e No risk
Status Enables or disables an SQL injection

rule. (:}

° (): enabled

° : disabled
Regular Regular expression that checks for AN\d{6}$
Expressio | content in certain pattern.
n
Raw Content that matches the regular 628307
Data expression.

Enter content and click Test to verify

that the regular expression works

properly.
Result Test result. It can be: Hit

e Hit

o Miss

NOTE
- If the test result is Hit, the regular
expression is correct.
- If the test result is Miss, the regular
expression is incorrect.

Step 7 Confirm the information and click OK.
----End

Viewing SQL Injection Rules

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.
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Step 3 In the navigation tree, choose Audit Rules.

Step 4 In the Instance drop-down list, select the instance for which you want to view
SQL injection detection. Click the SQL Injection tab.

Step 5 View information about SQL injection detection. For details about related
parameters, see Table 3-17.

You can select an attribute from the search box above the list or enter a keyword
to search for a specified SQL injection rule.

Click Set Priority in the Operation column of an SQL injection rule to change its
priority.

Figure 3-57 Viewing information about the SQL injection detection

\\\\\\\\\

‘‘‘‘‘‘‘

.....

Table 3-17 Parameters

Parameter Description

Name Name of the SQL injection detection

Command Feature | Command features of the SQL injection detection

Risk Severity Risk level of the SQL injection detection. The options are as
follows:

e High
e Medium
e Low
e No risks

Status Status of the SQL injection detection. The options are as
follows:

e Enabled
e Disabled

Operation Operations on an SQL injection rule. The options are as
follows:

e Set Priority
e Disable

e Edit

e Delete
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--—-End

3.4.2.2 Managing SQL Injection Rules

Prerequisites

SQL injection rules of database audit are enabled by default. You can disable,
enable, edit, and set priorities for SQL injection rules.

NOTICE

One piece of audited data can match only one SQL injection rule.

e The database audit instance is in the Running state.

e Before enabling an SQL injection rule, ensure that the rule is in the Disabled
state.

e Before disabling an SQL injection rule, ensure that the rule is in the Enabled

state.

Disabling SQL Injection Rules

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

SQL injection rules are enabled by default. You can disable the injection rules as
required. When an SQL injection rule is disabled, the audit rule does not take
effect.

Log in to the management console.

Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree, choose Rules.

In the Instance drop-down list, select the instance for which you want to disable
SQL injection rule.

Click the SQL Injection tab.

Locate the SQL injection rule you want to disable, and click Disable in the
Operation column.

Figure 3-58 Disabling an SQL injection rule

( Add SOL Injection Rule |

1 test240403 Disabled

2 MYSOL error type SOL njection O Enabled
3 HAVING ermor SOL injection O Enabled

UNION joint query SQL injection

O Enabled
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When the status of an SQL injection rule is Disabled, SQL injection rule is disabled
successfully.

--—-End

Enabling SQL Injection Rules

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Instance drop-down list, select the instance for which you want to enable
SQL injection rule.

Step 5 Click the SQL Injection tab.

Step 6 In the Operation column of the row containing the SQL injection rule, click
Enable to enable the rule.

Figure 3-59 Enabling an SQL injection rule

Risk Level © Status ©

Step 7 The SQL injection rule is enabled and its status changes to Enabled.
----End

Setting the Priority of SQL Injection Rules

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Select Instance drop-down list, select the instance for which you want to
set the priority for the SQL injection rule.

Step 5 Click the SQL Injection tab.

Step 6 In the Operation column of a rule, click Set Priority. In the displayed dialog box,
select a priority. The smallest number indicates the highest priority. Click OK.
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Figure 3-60 Configuring the priority
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--—-End

Editing an SQL Injection Rule

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Instance drop-down list, select the instance for which you want to edit SQL
injection rule.

Step 5 Click the SQL Injection tab.
(0 NOTE

Only user-defined SQL injection rules can be edited. Default rules can only be enabled and
disabled.

Step 6 Click Edit in the Operation column to edit the parameters of the target rule. For
details about the parameters, see Table 3-18.
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Figure 3-61 Editing an SQL injection rule
Edit SQL Injection Rule

#* Rule Name test240403
# Risk Level High Medium n Mo risk
* Status
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Table 3-18 SQL injection rule parameters

Paramet | Description Example Value
er
Name Name of an SQL rule. Postal Code SQL
injection Rule

Risk Level of risks matching a SQL rule. Its Moderate
Level value can be:

e High

e Moderate

e Low

e No risk
Status Enables or disables an SQL injection

rule. .3

° (): enabled

° : disabled
Test Regular expression that checks for AN\d{6}$
Regular content in certain pattern.
Expressio
n
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Paramet | Description Example Value
er
Data Content that matches the regular 628307
expression.

Enter content and click Test to verify
that the regular expression works

properly.

Result Test result. It can be: Hit

e Hit

e Miss
NOTE

- If the test result is Hit, the regular
expression is correct.

- If the test result is Miss, the regular
expression is incorrect.

Step 7 Confirm the information and click OK.
----End

Deleting an SQL Injection Rule

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Instance drop-down list, select the instance for which you want to delete
SQL injection rule.

Step 5 Click the SQL Injection tab.
(11 NOTE

Only user-defined SQL injection rules can be deleted. Default rules can only be enabled or
disabled.

Step 6 In the Operation column, click Delete.

Figure 3-62 Deleting SQL injection

----End

3.4.3 Configuring Risky Operation Rules

Database audit has four built-in detection rules, including database reduction
detection, slow SQL statements detection, batch data tampering detection, and
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batch data deletion detection, helping you detect database security risks in a
timely manner. You can also add risky operations and customize detection rules.

NOTICE

One piece of audited data can match only one risky operation rule.

Prerequisites

The database audit instance is in the Running state.

Constraints and Limitations
e Before enabling the risky operation, ensure that its status is Disabled.
e Before disabling the risky operation, ensure that its status is Enabled.
e If the risky operation is a system rule, setting priorities, editing, or deleting

operations are not supported.
Adding a Risky Operation Rule

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Instance drop-down list, select an instance to add risky operations.
Step 5 Click the Risky Operation tab.

Step 6 Click Add above the risky operation list.

Step 7 On the Add Risky Operation page, set the basic information and IP address or IP

range. For details about related parameters, see Table 3-19.
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Figure 3-63 Configuring basic information and IP addresses or IP address
segments

Add

Basic Info
Name(Optional)
(1

Risk Level

m Medium Low Mo risk

Slatus
o«

Select Database(Oplional)

ALL ecs-mysql-57 oracle-11g rds-mysql-2.0
IP Address/Address Segments

Exceplion Client IP Address/IP Address Segment (Optional)

Enter the IP address or IP address range

rm h e alue o eparate line. D ate values are owed. (By default P
Client IP Address or IP Range(Optional)
Enter the IP address or IP address range
Ent multiple --:-:’":' szes of IP ranges, put one IP address or IP rang e line. Each IP address o range
Table 3-19 Parameters
Parameter Description Example
Value
Name Custom name of a risky operation test
Risk Severity Severity of a risky operation. The options are as | High
follows:
e High
e Moderate
e Low
e No risks
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Parameter Description Example
Value
Status Status of a risky operation ()
° (): enabled
° : disabled
Select Database that the risky operation will be -
Database applied to
You can select ALL or a specific database.
Exception To report risky operation alarms set by users, 192.168.xx.X
Client IP configure the client IP address or IP address X
Address or IP range that is not in the trusted client IP address
Range or IP address range.
The IP address can be an IPv4 address (for
example, 192.168.1.2) or an IPv6 address (for
example,
fe80:0000:0000:0000:0000:0000:0000:0000).
Client IP IP address or IP address range of the client 192.168.xx.x
Address or IP X

Range

The IP address can be an IPv4 address (for
example, 192.168.1.1) or an IPv6 address (for
example,
fe80:0000:0000:0000:0000:0000:0000:0000).

related parameters, see Table 3-20.

Step 8 Set the operation type, operation object, and execution result. For details about
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Figure 3-64 Setting the operation type, operation object, and execution result

Operations(Optional)
Login Operation
All operafions

CREATE TABLE

DDL TRUNCATE
UPDATE

DML SELECT FOR UPDATE
CREATE USER

DCL ROLLBACK

Other database operation types

Objects(Optional)

CREATE TABLESPACE
COMMENT

DROP TABLE

INSERT
MERGE

DELETE

DROP USER GRANT

Case Insensitive

No. Destination Database

1 fest

Results

Affected Rows{Optional)

Operation Duration{Optional)

Table 3-20 Parameters for adding a risk rule

Target Table Field

0 rows

DROP TABLESPAGE

SELECT

REVOKE

Operation

OK Cance!

Parameter

Description

Example
Value

Operations

Type of a risky operation, including Login and

Operation

When you select the Operation check box, you
can select All operations or the operations in

DDL, DML, and DCL.

Operation

Objects

Enter the target database, target table, and
field information after clicking Add Operation
Object. Click OK to add an operation object.

Results

Set Affected Rows and Operation Duration.
The operation conditions are as follows:

e Greater than
e Less than
e Equal To

e Greater than or equal to

e Less than or equal to

Step 9 Click Save.
----End
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Viewing Risk Operation Rules

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Log in to the management console.

Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree, choose Rules.
In the Instance drop-down list, select an instance to view risky operations.
Click the Risky Operations tab.

View the risky operation information. For details about related parameters, see
Table 3-21.

You can select an attribute from the search box above the list or enter a keyword
to search for a specified risky operation.

Figure 3-65 Viewing the risky operation
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Table 3-21 Parameters

Parameter Description
Name Name of the risky operation
Rule Category Risky operation type. The options are as follows:

e Custom rules
e System rules

Priority Priority of a risky operation.
Category Category of the risky operation
Feature Feature of the risky operation
Risk Level Risk level of a risky operation. The options are as follows:
e High
e Medium
e Low
e No risks
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Parameter Description
Status Status of the risky operation. The options are as follows:
e Enabled
e Disabled
1O NOTE

You can perform the following operations on risky operations as required:

Enable

Locate the row that contains the risky operation to be enabled, and click Enable in the
Operation column. The operation will be audited.

Edit

Locate the row that contains the risky operation to be edited, click Edit in the
Operation column, and modify the operation in the displayed dialog box.

Disable

Locate the row that contains the risky operation to be disabled, click Disable in the

Operation column, and click OK in the displayed dialog box. When a risky operation is
disabled, the risky operation rule will not be executed in the audit.

Deleting

Locate the row that contains the risky operation to be deleted, click Delete in the
Operation column, and click OK in the displayed dialog box. You need to add the risky
operation again if a risky operation is deleted and you need to audit its rule.

--—-End

Setting the Risk Rule Priority

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree, choose Rules.

Step 4 In the Instance drop-down list, select an instance to set risky operation priority.
Click the Risky Operations tab.

Step 5 In the row containing the risky operation for which you want to set a priority, click
2 in the Priority column.

Figure 3-66 Setting the priority
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Step 6 Click OK.
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Figure 3-67 Setting the priority
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--—-End

3.4.4 Configuring Privacy Data Protection Rules

To mask sensitive information in entered SQL statements, you can enable the
function of masking privacy data and configure masking rules to prevent sensitive
information leakage.

Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Viewing Privacy Data Protection Rules

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Audit Rules.

Step 4 In the Instance drop-down list, select an instance to view its privacy data
protection rule.

Step 5 Click the Privacy Data Protection tab.
{11 NOTE

Only user-defined rules can be edited and deleted. Default rules can only be enabled and
disabled.

Step 6 View the rules. For details about related parameters, see Table 3-22.

(11 NOTE

e Store result set.

You are advised to disable . After this function is disabled, database audit will
not store the result sets of user SQL statements.

Do not enable this function if you want to prepare for PCI DSS/PCI 3DS CSS certification.
Note: The result set storage supports only the database audit in agent mode.
e Mask privacy data.

You are advised to enable ‘:) After this function is enabled, you can configure
masking rules to prevent privacy data leakage.
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Figure 3-68 Masking rule information

Store Result set

Stats
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Default

........

Default
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Table 3-22 Masking rule parameters

Parameter | Description

Rule Name | Rule name.

Rule Type Rule type.
e Default
e User-defined

Regular Regular expression that specifies the sensitive data pattern
Expression
Substitutio | Value used to replace sensitive data specified by the regular
n Value expression
Status Status of a rule. Its value can be:

e Enabled

e Disabled
{10 NOTE

You can perform the following operations on a rule:

e Disable

Locate the row that contains the rule to be disabled and click Disable in the Operation

column. A disabled rule cannot be used.

e Edit

Locate the row that contains the rule to be modified, click Edit in the Operation

column, and modify the rule in the displayed dialog box.

e Deleting

Locate the row that contains the rule to be deleted, click Delete in the Operation

column, and click OK in the displayed dialog box.

----End
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Adding a Custom Privacy Data Rule

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Log in to the management console.

Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree, choose Rules.

In the Instance drop-down list, select the instance whose privacy data protection
rule is to be configured.

Click the Privacy Data Protection tab.
(1] NOTE

Only user-defined rules can be edited and deleted. Default rules can only be enabled and
disabled.

Enable or disable Store Result Set and Mask Privacy Data.
e Store Result Set

You are advised to disable . After this function is disabled, database
audit will not store the result sets of user SQL statements.

Do not enable this function if you want to prepare for PCl DSS/PCI 3DS CSS
certification.

Note: The result set storage supports only the database audit in agent mode.
e Mask Privacy Data

You are advised to enable (} After this function is enabled, you can
configure masking rules to prevent privacy data leakage.

Click Add Rule. In the displayed Add Rule dialog box, set the data masking rule,
as shown in Figure 3-69. For details about related parameters, see Table 3-23.

Figure 3-69 Adding a user-defined rule
Add Rule

# Rule Mame
+ Regular Expression
+ Substitution Value

The original audit log is alter user dba with

f the regular expression and the
replacement value set to |
a masked log will be displayed as alter user dba with password **=

./. .\.
|  Cancel )
L Ly
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Table 3-23 Rule parameters
Parameter Description Example
Value
Rule Name Name of a rule test
Regular Regular expression that specifies the sensitive -
Expression data pattern
Substitution Value used to replace sensitive data specified by | ###
Value the regular expression
Step 8 Click OK.

A masking rule in the Enabled status is added to the rule list.

--—-End

Verifying a Rule

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Perform the following steps to check whether a rule takes effect. The audit
information about passport No. in a MySQL database is used as an example.

Enable Mask Privacy Data, and ensure the "Passport NO." masking rule is
enabled, as shown in Figure 3-70.

Figure 3-70 Enabled rule

Log in to the database as user root through the MySQL database client.
On the database client, enter an SQL statement.

select * from db where HOST="Passport NO.";

In the navigation pane, choose Dashboard.

In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

In the Instance drop-down list, select the instance whose SQL statement
information you want to view. Click the Statements tab.

Set filtering conditions to find the entered SQL statement.

Click the SQL statement. On the Statement Details page, view the SQL statement
information. The privacy data masking function is normal, and the masked
information is displayed in SQL Statement.
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Figure 3-71 Masking privacy data

Inctance
Data Reports Statement Details
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SELECT
coLuMN

Response Resu
EXECUT_SUCCESS

--—-End

Common Operations

After adding a user-defined masking rule, you can perform the following
operations on it:

e Disable

Locate the row that contains the rule to be disabled and click Disable in the
Operation column. A disabled rule cannot be used.

e Edit

Locate the row that contains the rule to be modified, click Edit in the
Operation column, and modify the rule in the displayed dialog box.

Operstion

e Delete

Locate the row that contains the rule to be deleted, click Delete in the
Operation column, and click OK in the displayed dialog box.
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Figure 3-74 Deleting a custom masking rule

3.4.5 Configuring SQL Whitelist Rules

3.4.5.1 Adding an SQL Whitelist

You can add risky SQL statements to the whitelist. The SQL statements in the
whitelist will be ignored during the audit.

Constraints and Limitations

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

The risky SQL statements can be added to the whitelist in data reports.

Log in to the management console.

Select a region, click — , and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

In the Instance drop-down list, select the instance whose session information you
want to view.

Click the Statements tab to view risky SQL statements.
Add SQL statements to the whitelist.
e Add a single SQL statement.

a. Click Add to Whitelist in the Operation column of the target SQL
statement.

b. In the displayed dialog box, select the database and description of the
target SQL statement.

Figure 3-75 Adding an SQL whitelist

Add an SQL Whitelist
SaL Statement Applied fo the Database Description

SELECT * FROM siudent test limit 10 Applied to the Database - Description

c. Click OK.
e Add SQL statements in batches.
a. Select the target SQL statement and click One-Clink Whitelisting.
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Figure 3-76 One-click whitelisting

Statements Sessions Trends

o
One-Click Whitelisting ]
A

b. In the displayed dialog box, select the database and description of the
target SQL statement.

Figure 3-77 Adding an SQL whitelist

Add an SQL Whitelist
saL statement Applied fo the Database

SELECT * FROM siudent test limit 10 Applied o the Database ~ Description

c. Click OK.

--—-End

3.4.5.2 Managing an SQL Whitelist

You can edit, disable, and delete the added SQL statement whitelist.

Prerequisites

The SQL statements to be associated have been added to the whitelist.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Audit Rules.

Step 4 In the Instance drop-down list, select the instance whose session information you
want to view.

Step 5 Click the SQL Whitelist tab to view all SQL statement whitelists.

Step 6 Manage the whitelist.

e Click Edit in the Operation column of the target SQL statement to modify
the description and applied database.

e C(lick Disable in the Operation column of the target SQL statement. The
disabled statement does not execute the rule in the audit.

(10 NOTE

After the SQL statement is disabled, there is a delay of about 1 minute.
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e Click Delete in the Operation column of the target SQL statement. The
deleted SQL statement cannot be restored. You can only add the SQL
statement to the whitelist again. The SQL statement will be scanned again.

To delete multiple SQL statements from the whitelist, select the SQL
statements to be deleted, click Delete All and confirm the deletion.

(10 NOTE

After the SQL whitelist is modified, the modification does not take effect on the
audited data.

--—-End

3.5 Viewing Audit Data

3.5.1 Viewing SQL Statement Details

After connecting the database to the database audit instance, view SQL
statements of the database.

Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click =, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

Step 4 In the Instance drop-down list, select the instance whose SQL statement
information you want to view.

Step 5 Click the Statements tab.

Step 6 View SQL statement information.

Figure 3-78 Querying SQL statement

Silswmens  CiePAdrss | DombesePAd.  DsbwsoUser. | Name | Raklew | Rue  Opmo. | Rest | Genera

To query a specified SQL statement, perform the following steps:

e Select the time range ( All time, Last 30 minutes, 1 hour, Today, 7 days, or

30 days ), or customize the start time and end time. Click Q , the SQL
statements in the time period are displayed in the list.
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e Select All, High, Moderate, Low, or No risk for Risk Level and click Q. SQL
statements of specified severity are displayed in the list.

L] NOTE
A maximum of 10,000 records can be retrieved in a query.
Step 7 Click the SQL statement.

Step 8 View the SQL statement information in the StatementDetails dialog box. For
details about related parameters, see Table 3-24.

NOTICE

The maximum length of an audit statement or result set is 10,240 bytes. Excessive
parts are not recorded in audit logs.
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Figure 3-79 Statement dialog box

Statement Details

Session |D

acd3fb23-5122-477e-942c-11d8bdaabbsg

Database Instance

mysql

Dalabase Type

MySQL 5.7.18

Dafabase User

root

Client MAC Address

Dafabase MAC Address

Client IP Address

Database IP Address/Domain Name

Client Port
39106

Dafabase Pori
3306

Client Name

Operation Type
SET

Operation Object Type

Response Result
SUCCESS

Affected Rows

Starfed
10-49:35 GMT+08:00

Response Received
10:49:35 GMT+08:00

S0L Statement
SET characier_set_results = NULL

Request Result

OK
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Helpful Links

Table 3-24 Parameters for details of SQL statements

Parameter

Description

Session ID

ID of an SQL statement, which is automatically generated

Database Instance

Database where an SQL statement is executed

Database Type

Type of the database where an SQL statement is executed

Database User

Database user for executing an SQL statement

Client MAC
Address

MAC address of the client where an SQL statement is
executed

Database MAC
Address

MAC address of the database where an SQL statement is
executed

Client IP Address

IP address of the client where an SQL statement is
executed

Database IP
Address/Domain
Name

IP address or the domain name of the database where an
SQL statement is executed

Client Port

Port of the client where an SQL statement is executed

Database Port

Port of the database where the SQL statement is executed

Client Name

Name of the client where an SQL statement is executed

Operation Type

Type of an SQL statement operation

Operation Object
Type

Type of an SQL statement operation object

Response Result

Response by executing an SQL statement

Affected Rows

Number of rows affected by executing an SQL statement

Started

Time when an SQL statement starts to be executed

Ended

Time when the SQL statement execution ends

SQL Statement

Name of an SQL statement

Request Result

Result of requesting for executing an SQL statement

--—-End

If the entered SQL statement is not displayed, the connection between the

agent and the database audit instance is abnormal. Rectify the fault by
following the instructions in What Do | Do If the Communication Between
the Agent and Database Audit Instance Is Abnormal?
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e If SSL is enabled for a database, the database cannot be audited. To use
database audit, disable SSL first. For details, see How Do | Disable SSL for a
Database?

3.5.2 Viewing Session Distribution

After connecting the database to the database audit instance, view session
distribution of the database.

Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

Step 4 In the Instance drop-down list, select the instance whose session information you
want to view.

Step 5 Click the Sessions tab.

Step 6 View the session distribution chart.

e Select All databases or a specified database from the Database drop-down
list to view the sessions about all databases in the instance or a specified
database.

e Select Last 30 minutes, 1 hour, 24 hours, 7 days, or 30 days, or click =] to
set start time and end time to view the sessions of the specified time range.

Figure 3-80 Viewing session distribution

Sttements  Sessions  Trend

--—-End

3.5.3 Viewing Trend Analysis

After connecting the database to the database audit instance, you can view the
statement trend analysis (including statement quantity, session statistics, and SQL
distribution) and risk trend analysis (including risk distribution, SQL injections, and
risky operations).
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Prerequisites

e This function is supported by database instance of 23.05.23.193055 and later
versions.

e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Data Reports. The Data Reports page is
displayed.

Step 4 Click the Trends tab. The trend analysis page is displayed.

Step 5 In the Instance drop-down list, select the instance whose audit information you
want to view.

Step 6 View the overall trend of the database.
e Click Re-analyze on the right of the console.

Figure 3-81 Re-analyze

ot s ,
Anal
b ot g oy anane (]

Dt A1 datoases

Statement Quantty

e Select All databases or a specified database from the Database drop-down
list to view the statement and risk trend analysis of all databases or a
specified database in the instance.

e Select Last 30 minutes, 1 hour, Today, 7 days, or 30 days, or click E to
customize start time and end time to view the statement and risk trend
analysis in a specified period.

Figure 3-82 Statement quantity

< e

Statement Quanity

Figure 3-83 Session statistics
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Figure 3-84 SQL distribution

SQL Distribution

Figure 3-85 Risk distribution

-

K Distribution

Figure 3-86 SQL injections

SQL Injections
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--—-End

3.6 Report Center

3.6.1 Viewing Audit Reports

By default, database audit complies with a full audit rule, which is used to audit
all databases that are connected to the database audit instance. After connecting
the database to the database audit instance, generate an audit report and preview
online or download it.

Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Report Types

Database audit provides eight types of report templates. Table 3-25 lists the
report names. You can generate reports and set report tasks as needed.
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Step 1: Generating a Report

Step 1

Step 2

Step 3
Step 4

Table 3-25 Description

Security General
Report

Template Report Type Description
Name
Database Overview report | Provides the overall audit status of the

database, including risks, sessions, and
login status to better manage databases.

Database Compliance This report helps database administrators

Security report and auditors detect abnormal behaviors,

Compliance locate problems, and manage

Report information.

SOX Report Compliance Complies with the Sarbanes-Oxley Act
report (SOX) to provide statics on and evaluate

database operations. This report helps
database administrators and auditors
detect abnormal behaviors, locate
problems, and manage information.

Database Server
Analysis Report

Database report

Provides statistics and analysis on active
users, user IP addresses, database logins
and requests, database usage duration,
and database performance.

Client IP Address
Analysis Report

Client report

Provides statistics on client applications,
database users, and SQL statements
collected from user IP addresses.

DML Command
Report

Database
operation report

Analyzes user and privileged operations
based on DML commands.

DDL Command
Report

Database
operation report

Analyzes user and privileged operations
based on DDL commands.

DCL Command
Report

Database
operation report

Analyzes user and privileged operations
based on DCL commands.

You can generate reports immediately or periodically. You can also customize the
generation time, frequency, and format of reports.

e Method 1: Generating a Report Immediately

Log in to the management console.

Select a region, click — , and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Reports.

In the Instance drop-down list, select the instance whose instance report you

want to generate.
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Step 5 Click the Report Management tab.

Step 6 In the Operation column of a report template, click Generate Report.

Figure 3-88 Report template list

s ReportManagement

Step 7 In the displayed dialog box, click =] to set the start time and end time of the
report, and select the database for which you want to generate a report.

Figure 3-89 Generate Report

Generate Report

+ Time Range Maov 25, 2024 00:00:00 — Moy 25, 2024 15.56:02 B

# Database All databases ~

[j Cancel l:]
Step 8 Click OK.
----End

e Method 2: Setting Periodic Report Release

Step 1 Log in to the management console.

Step 2 Select a region, click — , and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Reports.

Step 4 In the Instance drop-down list, select the instance for which you want to set a
report task.

Step 5 Click the Report Management tab.

Step 6 Locate the target template and click Schedule Task in the Operation column, as
shown in Figure 3-90.
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Figure 3-90 Setting a task

Statements Sessions Trends.

Today v ‘Select a property or enter a keyword.

SQL Statements Client IPA... | Databasel.. Database..  Name RiskLevel  Rule Operation ... | Result Generated & Operation
~ femporary varizbledeciare .. - 1921600142 0 MSSALTC..  Netisk Full audi ues - - Feb 26,2024 080647 GMT...  View Defais
~ temporary varizbledeciare .. - (AL LTI MSSQLTC..  Norisk Full audi ules - - Feb 26,2024 000131 GMT...  View Defails
~ femporary varizbledeciare .. - (AL LRI MSSQLTC..  Noisk Full audi uies - - Feb 27, 2024 234703 GMT. .. View Defals
O ~temporary varizbledeciare .. - 1921630142 0 MSSQLTC..  Nortisk Full audit ues - - Feb 27,2024 20:45:01 GMT...  View Defails
INSERTINTO [DaabaseTest... -~ 192.160.0.142  rdsuser DalabaseTest  Norisk Full audi ues INSERT - Feb 27, 2024 202648 GMT...  View Defais
INSERT INTO [DaabaseTest.. -~ 1921860142 rdsuser DalabaseTest  Norisk Full audi ules INSERT - Feb 27, 2024 202544 GMT...  View Defais
INSERTINTO [DatabaseTest . - 1921680142 rdsuser DatsbaseTest  Norisk Full audit ues INSERT - Feb 27,2024 202640 GNT...  View Defails

Step 7 In the displayed dialog box, set the parameters of the scheduled task, as shown in
Figure 3-91. For details about related parameters, see Table 3-26.

Figure 3-91 Setting a scheduled task
Schedule Task

© vou will not be charged for the basic alarm function. Alarm nofifications sent by
SMHN will incur fees.

+ Enable Task

Meszsage Notificafions ()

*
* SMMN Topic —Seleci—- w Q View
Only SMH topics whose status is confirmed are
?'l.'.a.ila?le. . i
* Report Type Weekly e
* Execution Mode Periodically ~
Time Zone GMT+08:00
* Time 17:00 w
* Database All databases L

-"-—-\u
M e
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Table 3-26 Parameters for setting a task

Parameter

Description

Example
Value

Enable Task

Status of a scheduled task.

° (): enabled

° : disabled

«@

Message
Notifications

Enables or disables notifications.

Notifications are sent and billed by SMN in pay-
per-use mode. Fees vary depending on regions
and billing items. For details, see SMN Pricing
Details.

° (): enabled

° : disabled

SMN Topic

e Select an existing topic from the drop-down
list or click View to create a topic. For
details, see Creating a Topic.

e You can add multiple subscriptions to a topic
and select multiple subscription endpoints
(such as SMS messages and emails). For
details, see Adding a Subscription.

For details about topics and subscriptions, see
Simple Message Notification User Guide.

Report Type

Type of a report. The options are as follows:
e Daily

e Weekly

e Monthly

Weekly

Execution
Mode

Execution mode of the report. The options are
as follows:

e Once
e Periodically

Periodically

Time

Time when the report is executed

10:00

Database

Database for which you want to execute the
report task

Step 8 Click OK.

----End
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Step 2: Previewing and Downloading Audit Reports

Step 1

Step 2

Step 3
Step 4

Step 5

Helpful Links

Before previewing or downloading an audit report, ensure that its Status is 100%.

NOTICE

To preview a report online, use Google Chrome or Mozilla FireFox.

Log in to the management console.

Select a region, click =, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Reports.

In the Instance drop-down list, select the instance whose report you want to
preview or download.

Locate the target template, and click Preview or Download in the Operation
column to preview or download the report. See Figure 3-92..

Figure 3-92 Previewing or downloading an audit report

Reporis |  Report Management

--—-End

Why | Cannot Preview the Database Security Audit Report Online?

3.6.2 Managing Audit Reports

Prerequisites

By default, database audit complies with a full audit rule, which is used to audit
all databases that are successfully connected to the database audit instance. After
connecting the database to the database audit instance, view report templates
and report results.

e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

e  For details about how to generate an audit report, see Step 1: Generating a
Report.
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Viewing a Report

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Reports.

Step 4 In the Instance drop-down list, select the instance whose report information you
want to view.

Step 5 Viewing reports

Figure 3-93 Viewing a report

Repors  Repor Hznagement

ssiciated Databese ©

(11 NOTE

e You can select an attribute from the search box above the list or enter a keyword to
search for a specified report.

e A real-time report is automatically generated in PDF format.

e Locate the row that contains the report to be deleted, click Delete in the Operation
column, and click OK in the displayed dialog box. When a report is deleted, you need to
manually generate a report if you want to view the report result.

--—-End

Viewing a Report Template

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Reports.

Step 4 In the Instance drop-down list, select the instance whose report template you
want to view.

Step 5 Click the Report Management tab.

Step 6 View the report template.
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Figure 3-94 Viewing the template list

Repor's Report Management

(1 NOTE

e Report types include Compliance report, Overview report, Database report, Client
report, and Database operation report.

e You can enable or disable scheduled tasks, or set their frequency to daily, weekly, or
monthly.

e To modify the scheduled task of a report template, click Schedule Task in the
Operation column. Modify and save the settings, click Generate Report, and you can
check the reports.

----End
3.7 Audit System Management

3.7.1 Configuring Alarm Notifications

After configuring alarm notifications, you can receive DBSS alarms on database
risks. If this function is not enabled, you have to log in to the management
console to view alarms.

e Alarm notifications may be mistakenly blocked. If you have enabled
notifications but not received any, check whether they have been blocked as
spam.

e The system collects alarm statistics every 5 minutes and sends alarm
notifications (if any).

e Database audit alarm notifications are sent by SMN and will incur fees. See
SMN Pricing Details.

Prerequisites

The database audit instance is in the Running state.

Procedure

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Settings.
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Step 4 In the Instance drop-down list, select an instance to configure alarm notifications.
Step 5 Click the Alarm Notifications tab.

Step 6 Set alarm notifications. For details about related parameters, see Table 3-27.

Figure 3-95 Configuring alarm notifications

Alarm Notifications Backup and Restoration Risk Data Export

@ ou will not be charged for the basic alarm function. Alarm notifications sent by SMN will incur fees
Global Settings

Messzage Notifications ()

* SMN Topic test v | Q View
Only SMN topics whose status is are
available.
Daily Alarm Notifications
Alarm Settings for Risky Operations
Alarm Risk Level High Medium Low
Alarm Settings for System Resources
CPU Alarm Threshold (%) 80
Memory Alarm Threshold (%) 80
Disk Alarm Threshold (%) 80
-( Apply
Table 3-27 Alarm notification parameters
Parameter Description Example
Value
Message Enables or disables notifications. Database ()
Notifications audit alarm notifications are sent by SMN and

will probably incur a small fee. See SMN
Pricing Details.

° : disabled

° ‘3: enabled
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Parameter

Description

Example
Value

SMN Topic

e Select an existing topic from the drop-down
list or click View to create a topic. For
details, see Creating a Topic.

e You can add multiple subscriptions to a topic
and select multiple subscription endpoints
(such as SMS messages and emails). For
details, see Adding a Subscription.

NOTE

Before selecting a topic, ensure that the subscription

status of the topic is Confirmed. Otherwise, alarm
notifications may not be received.

For details about topics and subscriptions, see
Simple Message Notification User Guide.

Daily Alarm
Notifications

Total number of alarms allowed to be sent
every day

NOTICE

e |f the number of alarms exceeds this value on a
day, no more notification will be sent on that day.

e There is no fixed time point for sending alarm
notifications. The system collects statistics every 5
minutes and sends alarm notifications (if any).

30

Alarm Risk
Severity

Risk severity of the risk log. The options are as
follows:

e High
e Moderate
e Low

High

CPU Alarm
Threshold (%)

CPU alarm threshold of an audit instance.
When the threshold is exceeded, an alarm
notification is generated.

80

Memory Alarm
Threshold (%)

Memory alarm threshold of an audit instance.
When the threshold is exceeded, an alarm
notification is generated.

80

Disk Alarm
Threshold (%)

Disk alarm threshold of an audit instance.
When the threshold is exceeded, an alarm
notification is generated.

80

Step 7 Click Apply.

--—-End

3.7.2 Managing Backup and Restoration

Database audit logs can be backed up to OBS buckets to achieve high availability
for disaster recovery. You can back up or restore database audit logs as required.
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Prerequisites
e The database audit instance is in the Running state.
e For details about how to enable database audit, see Enable Database Audit.

Precautions

e Audit logs are backed up to OBS. Buckets are automatically created for you
and billed per use.

Viewing Backup Audit Logs

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Settings.

Step 4 In the Instance drop-down list, select the instance whose log template you want
to view.

Step 5 Click the Backup and Restoration tab.

Step 6 View the backup audit log information. For details about related parameters, see
Table 3-28.

You can select All, 1 hour, 24 hours, 7 days, 30 days, or a custom time range
above the list to view backup logs. You can also select an attribute from the
search box above the list or enter a keyword to search for specified backup logs.

Figure 3-96 Viewing backup audit logs

Backup Logs

Table 3-28 Parameters of audit logs

Parameter Description

Log Name Name of a log, which is automatically generated
Backup Time Time when a log is backed up

File Size Log file size

Backup Mode Log backup mode.
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Parameter Description
sha256 Verification value of the backup log
Backup Scope Backup time window
Task Status Backup status of a log
{0 NOTE

Locate the row that contains the log to be deleted, click Delete in the Operation column,
and click OK in the displayed dialog box.

--—-End

OBS Fine-grained Authorization

DBSS backup and restoration require OBS permissions. Users without IAM
authorization permissions must be manually authorized by a user having the
Security Administrator permission.

Step 1 Log in to the management console.

Step 2 Select a region, click — in the upper left corner, and choose Management &
Governance > Ildentity and Access Management.

Step 3 In the navigation pane, choose Permissions > Authorization. Click Create
Custom Policy.

Step 4 Configure policy parameters. Set Policy Name to DBSS OBS Agency Access. Set
Policy View to JSON. The policy content is as follows:

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"obs:object:PutObjectVersionAcl",
"obs:object:PutObjectAcl”,
"obs:object:GetObjectVersion",
"obs:object:GetObject",
"obs:object:GetObjectVersionAcl",
"obs:bucket:HeadBucket",
"obs:object:GetObjectAcl",
"obs:bucket:CreateBucket",
"obs:bucket:ListBucket",
"obs:object:PutObject"

]

n

Resource": [
"OBS:**:0bject:*",
"OBS:**:bucket: OBS Bucket Name_T",
"OBS:**:bucket: OBS_bucket 2' //You can add multiple buckets.
1
}
1
}

See Figure 3-97. Click OK.
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Figure 3-97 Creating a custom policy

Policies/Roles / Create Custom Policy

o You can use custom policies to supplement system-defined policies for fine-grained permissions management @

# Policy Name DBSS OBS Agency Access
Policy View Visual editor m
# Policy Content
Select Existing Policy/Role
Description Enter a brief description.
0256
Scope

OK ( Cancel )

Step 5 In the navigation pane, choose Agencies and then click Create Agency in the
upper right corner.

Step 6 Configure agency parameters. Set Agency Name to dbss_depend_obs_trust. Set
Agency Type to Cloud service. Set Cloud Service to DBSS. See Figure 3-98.
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Figure 3-98 Creating an agency

Agencies / Create Agency

# Agency Name dbzs_depend_obs_trusti

# Agency Type Account

Delegate another Huawei Cloud account to perform operations on your resources.
(® Cloud service

Delegate a cloud service to access your resources in other cloud services.

# Cloud Service DBSS e
# Validity Period Unlimited v
Description Enter a brief description
01255

o[ ON (  Concel

I
4

Step 7 Click Next. Select the custom policy created in Step 4, and add the permission
DBSS OBS Agency Access to the agency dbss_depend_obs_trust, as shown in
Figure 3-99. Click Next in the lower right corner.

Figure 3-99 Selecting a policy

< | Authorize Agency

o Select PolicyR ole 2)) select Scope 3) Finish

Assign selected permissions to dbss_depend_obs_trust1

View Selected (1 ¥
o Policy/Role Name Type
DBSS 0BS Agency Access

Q-

Step 8 Set Scope to All resources and click OK. If the message in Figure 3-100 is

displayed, the authorization is successful. Click Finish. The authorization will take
effect in about 15 minutes.
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Figure 3-100 Authorization completed

< | Authorize Agency

@SE\SEI Poicy/Role @SE\EE‘SCODE eFmsh
Authorization successful.
Pemi ithoriza
Policy/Role Name € Scope. Description §
DBSS OES Agency Access All resources Custom policy

Automatically Backing Up Database Audit Logs

Step 1

Step 2

Step 3
Step 4

Step 5

Log in to the management console.

Select a region, click —, and choose Security & Compliance > Database

Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Settings.

In the Instance drop-down list, select the required instance and click the Backup

and Restoration tab.

Click Modify Automated Backup Settings. In the displayed dialog box, set the

auto backup parameters. Table 3-29 describes the parameters.

Figure 3-101 Configure Automatic Backup dialog box

Configure

© 1. Audit logs are backed up fo OBS buckets. You will be charged by OBS for the bucket storage usage
2 To enable automated backup, select an OBS bucket to store audit logs. DBSS will be granted the read and write permissions for the bucket.

Automatic Backup (3'

Backup Period Daily v
Start Time Apr 02,2024 19:43:53 &
Bucket Name v | C v Create Default Bucket

ng items. Pricing Details

Export Dirsctory Enter a folder name

Authorize Automated Backup Grant DBSS the read and write permissions for the OBS bucket to export audit log backup.

e
(| Ganeel )
S vy
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Table 3-29 Parameters

Parameter Description Example
Value
Automatic Status of automatic backup
Backup
° (}: enabled ()
° : disabled
Backup Period | Automatic backup period. Its options are as Daily
follows:
e Daily
e Hourly
Started . o [E) . 2020/01/14
Start time of the backup. Click to configure. 202708
Bucket Name | Name of the OBS bucket used for backup. Its 20f18-7a5a-
options are as follows: 4042
e Create Default Bucket
e Select Bucket
NOTE
e If you click Create Default Bucket, you will be
prompted to authorize OBS for exporting audit
log backups.
e Audit logs can be exported only to the bucket
created by DBSS.
Export Directory for storing backup files in the OBS test
Directory bucket.
Authorize Authorize automatic backup before setting an Selected
Automated automatic backup task. If you select this option,
Backup DBSS can read and write the OBS bucket for

audit log backup and export.

CAUTION
Automated backup takes effect about 15 minutes
after authorization is completed.

Step 6 Click OK.

(1 NOTE

After the automatic backup function is configured, new data in the database will be backed
up one hour later. Then you can view the backup information.

--—-End

Restoring Database Audit Logs

After backing up database audit logs, you can restore the audit logs as required.
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NOTICE

Restoring logs is risky. Therefore before restoring logs, ensure that the backup log
data is correct or complete.

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Settings.

Step 4 In the Instance drop-down list, select the required instance and click the Backup
and Restoration tab.

Step 5 In the Operation column of the backup log to be restored, click Restore Log.

Figure 3-102 Restoring logs

Log Name & Backu. § | FikSze §  Backu. &  Backup Scope § shadsé & Tasi Status &

aufo_baciup 202411240000, Nov25,2D ey Audomaiiz Nov 24,2024, Nov 24, 2024 23 0300 @ Mubrmeich,

alfo_bacup 202411230000 Nov24, 2D ey Automalic Nov 2, 2024 3Nov 23, 2024 235959 @ sutmetch, Reslore Log Delete

Step 6 In the displayed dialog box, click OK.

Figure 3-103 Confirming the restoration of audit logs

Are you sure you want to restore the audit log
auto_backup_20241124-00_00~23_597

Log restoration is risky. Check whether the backup is accurate or
complete. Exercise caution when performing this operation.

r” -\\l

--—-End

Exporting Risk Data

You can export the logs that record high-risk operations to OBS. An OBS bucket
will be automatically created to store these logs and will charge per use.

L] NOTE
Before you enable risk export, perform operations in OBS Fine-grained Authorization.

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Settings.
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Step 4 In the Instance drop-down list, select the required instance and click the Risk
Export tab.

Step 5 Click in the row of a database to export risk data.

Figure 3-104 Enabling risk export

Risk Export Settings

Selecta

1PAddress/Port € Risk Data Export ©

Step 6 An OBS bucket will be automatically created to store risk logs.
e Bucket Name:Click Create Default Bucket or Select Bucket.

e File Export Directory: Create a directory for storing risk files in the OBS
bucket.

e Risk export authorization: Authorize risk export before setting the risk export
bucket. After the risk export authorization is selected, DBSS can obtain the
read and write permissions of the OBS bucket for exporting risk logs.

/A CAUTION

The risk export takes effect about 15 minutes after the authorization is
successful.

Figure 3-105 Automatically creating an OBS bucket
Set Risk Export Bucket

0O 1 Risklogs are exported to OBS buckefs. You will be charged by OBS for the bucket storage usage
2. To enable risk export, select an OBS bucket to store risk logs. DBSS will be granted the read and write permissions for the bucket.

Bucket Name No bucket selecied v | C viewBucket | Create Default Bucket
Pricing Details

Export Directory Enter a folder name

Authorize Risk Export Grant DBSS the read and wrile permissions for the OBS bucket to export risk logs.

- -
[ Cancel |
\ /

----End

3.7.3 Managing Database Assets and Agents
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3.7.3.1 Agent Management

Prerequisites

You can uninstall an agent from the database or application if you do not need to

audit the database.

You have installed an agent on the desired node.

Viewing an Agent

Step 1 Log in to the management console.

Step 2

Step 3
Step 4

Step 5

Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

In the navigation tree on the left, choose Databases.

In the Instance drop-down list, select the instance whose agent you want to view.

Click » on the left of the database to expand the agent details. For details about
related parameters, see Table 3-30.

Table 3-30 Parameters of an agent

Parameter

Description

Agent ID

Agent ID, which is automatically generated

Installing Node
Type

Type of the installing node. The options are Database and
Application.

Installing node IP
address

IP address of the node where an agent is installed

(O

Agent OS

Audited NIC Name

NIC name of an installing node

CPU Threshold
(%)

CPU threshold of the installing node. The default value is
80.

NOTE
The agent on a node will stop working if the CPU usage of the
node exceeds this threshold. You can scale up CPU resources to
avoid this problem.

Memory Threshold | Memory threshold of the installing node. The default value
(%) is 80.
NOTE
The agent on a node will stop working if the memory usage of the
node exceeds this threshold. You can scale up memory resources
to avoid this problem.
General Whether an agent is a general-purpose agent.
SHA256Sum Verification value of the agent installation package.
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Parameter Description
Status Running status of the installing node
{0 NOTE

You can perform the following operations on an agent you added:
e Disable

- Locate the row that contains the agent to be disabled, click Disable in the
Operation column, and click OK in the displayed dialog box. The status of the
agent will change to Disabled.

- When an agent is disabled, database audit is disabled for the associated database.
e Delete

- Locate the row that contains the agent to be deleted, click Delete in the
Operation column, and click OK in the displayed dialog box.

- After an agent is deleted, add another agent again if you want to audit the
database.

--—-End

Uninstalling the Agent from a Linux OS

Step 1

Step 2

Step 3

Step 4

Log in to the node where the agent is installed as user root using SSH through a
cross-platform remote access tool (such as PuTTY).

Run the following command to access the directory where the decompressed
xxx.tar.gz agent installation package is stored:

cd directory containing the decompressed agent installation package

Run the following command to check whether you have the permission for
executing the uninstall.sh script:

u

e If you do, go to Step 4.
e If you do not, perform the following operations:
a. Run the following command to get the script execution permission:
chmod +x uninstall.sh
b. Verify you have the required permissions.

Run the following command to uninstall the agent:
sh uninstall.sh

If the following information is displayed, the agent has been uninstalled
successfully:

uninstall audit agent...
exist os-release file
stopping audit agent
audit agent stopped
stop audit_agent success
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service audit_agent does not support chkconfig
uninstall audit agent completed!

--—-End

Uninstalling the Agent from a Windows OS

Step 1 Enter the directory where the agent installation file is stored.

Step 2 Double-click the uninstall.bat file to uninstall the agent.

Step 3 Verify the agent has been uninstalled.

1. Open the Task Manager and verify the dbss_audit_agent process is stopped.

2. Verify the entire agent installation directory has been deleted.

--—-End

3.7.3.2 Asset Management

After a database is added, you can view, close, and delete the database.

Prerequisites

e The database audit instance is in the Running state.

e Add a database by referring to Adding Databases.
e Before disabling a database, ensure that Audit Status of the database is

Enabled.

Viewing the Database Information

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the navigation tree on the left, choose Databases.

Step 4 In the Instance drop-down list, select the instance whose database you want to

view.

Step 5 View the database information. For details about related parameters, see Table

3-31.

You can select an attribute from the search box above the list or enter a keyword
to search for a specified database.

Table 3-31 Parameters

Parameter

Description

Database
Information

Name, type, and version of a database

Character Set

Encoding character set of the database
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Parameter

Description

IP Address/Port

The IP address and port number of the database.

Instance

Database instance name

0osS

Operating system of the database

Audit Status

Audit status of the database. The options are as follows:

e Enabled
e Disabled

Agent

Click Add to add an agent for the database.

(10 NOTE

You can perform the following operations on a database you added:

e Disable

- Locate the row that contains the database to be disabled, click Disable in the
Operation column, and click OK in the displayed dialog box. The Audit Status of
the database will change to Disabled.

- When a database is disabled, database audit is disabled for the database.

e Delete

- Locate the row that contains the database to be deleted, click Delete in the
Operation column, and click OK in the displayed dialog box.

- You need to add the database again if a database is deleted and you want to audit
the database.

--—-End

3.8 Key Operations Recorded by CTS

3.8.1 Viewing Tracing Logs

After you enable CTS, the system starts recording operations on DBSS. Operation
records for the last seven days can be viewed on the CTS console.

Viewing a DBSS Trace on the CTS Console

Step 1 Log in to the management console.

Step 2 In the navigation pane on the left, click — and choose Management &
Governance > Cloud Trace Service. The CTS console is displayed.

Step 3 Choose Trace List in the navigation pane.

Step 4 You can select Last 1 hour, Last 1 day, Last 1 week, or customize a time range

above the list to view the events generated in the selected time range. You can

also select an attribute from the search box above the list or enter a keyword to
search for specified events.
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Figure 3-106 Trace list

Step 5 Click the name of an event to view its details.

Figure 3-107 Viewing traces

ace List ©

Trace Overview
Basic nformation

----End

3.8.2 Auditable Operations

Cloud Trace Service (CTS) records all cloud service operations on DBSS, including
requests initiated from the management console or open APIs and responses to
the requests, for tenants to query, audit, and trace.

Table 3-32 lists DBSS operations recorded by CTS.

Table 3-32 DBSS operations that can be recorded by CTS

Operation Resource Type Trace Name

Creating an instance dbss createlnstance

Deleting an instance dbss deletelnstance

Starting an instance dbss startInstance

Stopping an instance dbss stoplnstance

Restarting an instance dbss rebootInstance

Changing the instance dbss cloudServicelnstanceStatus
status

Creating a yearly/monthly | dbss cloudServicelnstanceCreate
instance

Changing the instance dbss updateMetaData
metadata
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Database Encryption

4.1 Introduction to Database Encryption and Access

Control

Database encryption and access control is a security solution that safeguards
sensitive data through encryption, utilizing gateway proxy technology.

As a proxy encryption gateway, the system is deployed between the database and
client applications. Any access must pass through the gateway to implement data
encryption and access control. Figure 4-1 shows the system networking scenario.

Figure 4-1 Network Mode
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Encrypting Data

The system supports data encryption and integrity verification, meeting the
evaluation requirements of graded protection and sub-protection as well as the
evaluation requirements of storage data integrity and confidentiality assurance in
the application and security evaluation of commercial cryptographic systems.

e  Encryption algorithm: AES
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e Integrity check algorithm: AES-GCM

Access control

The system has an access authorization mechanism independent of the database.
Authorized users can access encrypted data, but unauthorized users cannot access
encrypted data. This effectively prevents administrators from accessing the
database without authorization and hackers from dragging the database.

The system allows system administrators, security administrators, and audit
administrators to manage separation of permissions, enhancing database security
and compliance.

Application Scenarios

Functions

Database encryption and access control can meet compliance requirements as
well as sensitive database data protection requirements.

Meet the compliance requirements of national assessment.

The application system processes data based on user permissions. For legacy
systems (the old system cannot be upgraded or reconstructed) and personal
privacy protection issues required by the Cybersecurity Law are not considered
during development, it is too complex to change the code, data privacy protection
depends on external technologies.

Database encryption and access control can implement database encryption and
comply with various laws and regulations.

Meets the requirements for protecting sensitive database data.

Database encryption and access control can effectively prevent data leakage
caused by the leakage of high-privilege accounts and passwords of database
administrators, such as DBAs. In addition, the system can prevent database files
from being downloaded or copied due to external APT attacks or improper
internal management, meeting sensitive data protection requirements of
databases.

This section describes the main functions and related sections of database
encryption and access control.

Table 4-1 Functions

Feature/ Function Related Chapters
Update

Asset Allows users to add, delete, modify, Adding Data Assets
Managemen | and query database assets, test data

t source connectivity, and configure

database read/write isolation,
encryption mode, return value, and
account permission detection.
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Feature/ Function Related Chapters
Update
Sensitive Supports sensitive data scanning, Sensitive Data
Data sensitive data type management, and | Discovery
Discovery sensitive data industry template
management.
Business Supports service simulation tests to Simulated Encryption
test simulate whether encryption and Test, Simulated
decryption can be performed properly. | Decryption Test,
Supports service SQL traffic analysis Service Test and
by accessing the network before Analysis
encryption, locates SQL statements
that may be executed abnormally
after encryption, and generates
analysis reports.
Encrypting The data encryption module manages | Data Encryption and
Data encryption and decryption tasks, Decryption
authorizes client and database users
to restrict user access, views and
downloads encryption logs, rolls back
table structures, manages encryption
tables, and downloads bypass plug-
ins.
Dynamic A masking algorithm can be Dynamic Data Masking
data configured for sensitive data to
masking dynamically mask plaintext data.
Key Supports three-level key algorithms, Initializing a Key, Key
managemen | key source configuration, key (DSK) Management
t periodic rotation update, KMS
interconnection configuration, key
record query, and key search.
Platform On the platform management Platform Management
managemen | module, you can configure basic
t network adapters and routes, upgrade

the system, back up and restore
configuration data, view application
access records, and configure security
passwords.
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Feature/ Function Related Chapters
Update
System e Maintains platform users, including | System Management
managemen account management,
t organizational structure

management, role management,
and account review; and allows
users to view and manage various
system messages.

e Displays the device status,
manages devices, diagnoses the
usage of the system kernel, CPU,
and hard disk, upgrades the
system, and manages system
security configurations.

Log Allows users to view and search for Viewing System
managemen | logs of all operations in the system. Operation Logs
t

4.2 Logging In to the Instance Web Console

The system administrator can use a web browser to log in to the console of
database encryption and access control to manage and maintain it.

Table 4-2 describes the default user names. Obtain the actual user names and
passwords from technical support engineers.

Table 4-2 Default system account information

Default Default Description

Role Account

System sysadmin | Responsible for system configuration and routine
administrato system operation and maintenance. The default
r password is the password set during instance

purchase. Reset the password upon the first login.
For details, see System Administrator Operation

Guide.
Safety secadmin | Manages system users and system security. The
manager default password is the same as the password of the

sysadmin user set during instance purchase. Reset
the password upon the first login.

For details, see Security Administrator Operation
Guide.

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 122



Database Security Service (DBSS)

User Guide 4 Database Encryption
Default Default Description
Role Account
Audit audadmin | Audits, traces, analyzes, supervises, and checks the
administrato operations of system administrators and security
r administrators. The default password is the same as
the password of the sysadmin user set during
instance purchase. Reset the password upon the first
login.
For details, see Operation Guide for Audit
Administrators.
Prerequisites
e You have obtained the username and password from technical support
engineers.
e  Supporting Browsers
- Chrome 77 or later.
- Secret Message Browser 1.0.0.7.
Procedure
Step 1 Log in to an instance.

Method 1: Log in to the service management console, go to the database
encryption and access control page, and click in the Operation column of the
target instance.

Method 2: Obtain EIP from the database encryption and access control page
displayed in method 1. Enter the address in the address box of the browser
and press Enter. The login page is displayed.

Address: https:// <server-EIP>.<port-number>, for example, https://
100.xx.xx.54:9595.

Step 2 On the security warning page, click Advanced.
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Figure 4-2 Security warning

<« c @ MNotsecure  BEps//1 b+ S| )

A

Your connection is not private
Attackers might be trying to steal your information from 1 = (for example, passwords, messages,

or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome’s highest level of security

EEESIn ey

Step 3 Click Proceed to xx.xx.xx.xx (unsafe).

Figure 4-3 Continue

Hide advanced Back to safety

This server could not prove thatitis 1 ; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

| Proceed to 1 {unsafe)

Step 4 (Optional) Click the drop-down arrow in the upper right corner and select a
language.

Step 5 Enter the username, password, and verification code, and click Log In.

Step 6 After the first login, you need to change the default password. For details, see
Changing the Login Password.

You are advised to change the password periodically to ensure login security.

--—-End

Changing the Login Password

Step 1 On the web console, move the cursor to the username in the upper right corner.
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Figure 4-4 Changing a password

. sysadmin

& Change Password

=

& Log out

Step 2 Select Change Password from the drop-down list.

Step 3 In the dialog box, enter the old password and new password, and click OK. Table
4-3 describes the new password rules.

After the password is changed, you need to log out of the web console and use

the new password to log in again.

Table 4-3 Changing a password

Parameter

Description

Old Password

Enter the original login password.

New Password

Enter the new password.
The password must:

Contains 8 to 32 characters.

Contains at least three of the following types:
uppercase letters, lowercase letters, digits, and
special characters (!@%$%A-_=+[{}]:,./2~#%).

Cannot contain the username or the username
spelled backwards.

Confirm Password

Enter the new password again.

--—-End

4.3 System Function Configuration and Application

Scenario Examples
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4.3.1 Scenario 1: Encryption Process and Typical Encryption
Configuration

Encryption Process

The following figure shows the encryption process of database encryption and
access control.

Figure 4-5 Encryption process

(First time) Intialize Key

L

Add Data Source

(Optional) Configure Industry

(Optional) Scan Sensitive Data Templates and Sensitive Data Types

(Optional) View the Results of
Task Execution

(Optional) Simulation Test
Add Encryption Task

Manage Authorization

Authorized Access Unauthorized Access

1. Initialize the key for the first time.

When you use the system for the first time, initialize the key based on the key
source. For details, see Initializing a Key.

2. Add a data source.

Before using the data masking function, you need to add data assets to the
system. For details, see Adding Data Assets.

3. (Optional) Configure the industry template and sensitive data type.

The system has built-in sensitive data types and common industry templates
that meet most requirements. If you have special requirements, you can also
customize sensitive data types and industry templates. For details, see Adding
an Industry Template and Adding a User-Defined Data Type.
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(Optional) Discover sensitive data.

Automatically scans and identifies sensitive data in data assets through
sensitive data discovery tasks. For details, see Scanning Sensitive Data in
Assets.

(Optional) View the task execution result.

You can view the task execution result to check whether the result meets the
sensitive data requirements. For details, see Viewing the Execution Result of
a Scan Task.

(Optional) Perform an emulation encryption test.

Perform a simulation encryption test to check whether the target supports
encryption. For details, see Simulated Encryption Test.

Create an encryption task.

You can create an encryption task based on sensitive data information in the
result of a sensitive data discovery task. For details, see Creating an
Encryption Task in the Result .

Encryption tasks can also be directly created in the data encryption module.
For details, see Configuring an Encryption Task.

Manage authorizations.

After encryption is configured, you can view only the encrypted data when
accessing the database by default. To ensure the normal running of the
application system, you need to obtain the data before encryption. In this
case, you need to authorize the application system. For details, see Managing
Authorization.

After the configuration is complete, you can verify the configuration in the
following ways:

- Use the authorized client address and user to access the database in
proxy mode. In this case, you can view the plaintext data before
encryption.

- Use an unauthorized client address or user to access the database in
proxy mode. In this case, only encrypted data can be viewed.

Typical Configuration of the Encryption Function

Database encryption and access control encrypt sensitive data in the database to
ensure data security. This example shows how to encrypt the database.

Networking description:

Database encryption and access control use the reverse proxy mode. The following
figure shows the typical networking.
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Figure 4-6 Networking

© W

Internet

Prerequisite

———————————————————————————

A - 3‘ Database i
Firewall Egress Switch _Encryption Gateway |

-
S—
S—
—

Database

e The route between the device and the application system is reachable.
e The route between the device and the database is reachable.

Step 1: Adding a Data Source

Before using the, you need to add the target database on the Asset Management

page.

1. Log in to the instance web console as user sysadmin.

2. In the navigation pane, choose Assets Management > Data Source
Management.

3. Click Add Data Source in the upper right corner.
4. In the Add Data Source dialog box, configure asset information.

Host information and log information are optional. The SSH service must be
enabled on the database server.

Figure 4-7 Adding a data source

Add Data Source

# Data Source Name:

* Data Source Type:

Read/Write Separation/RAC:

* Data Source Address:

* Proxy Address:

Account Management v

* Database/Instance/SID/

doc_demo

Encryption Configuration >

demo

MysQL

Enable

172,

eth1:172;

/Service/Sd

Cancel

* Data Source Version: = 5.7

* Data Source Port:

* Proxy Port: = 14099 Auto Assign

hema * Database Account * Database Password

root

Test Database Connection Test Account Permission Test Host Connection
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7.

After the configuration is complete, click Test Database Connection to check
whether the database can be connected.

Click Test Account Permission to check whether the database account
permission meets the encryption requirements.

Click Save.

Step 2: Executing a Sensitive Data Discovery Task

5.
6.

Log in to the web console of the instance as user sysadmin.

In the navigation tree on the left, choose Sensitive Data Discovery >
Sensitive Data Scan.

Find the target data asset and click Task Configuration.
In the Task Configuration dialog box, set a sensitive data discovery task.

Figure 4-8 Configuring a sensitive data discovery task
Task Configuration
Sample Count: | 1000

Maximum Number of Threads o]
1

Select Schemas:

1 items Available Schemas 1 item Selected Schemas
demo
demo doc_demo
0 item Available Tables 1item Selected Tables
Table Table

Sys_user

1 /1

Cancel Save

Click Save.

Find the target data asset and click (® to execute the sensitive data discovery
task.

After the execution starts, the system automatically scans and identifies sensitive
data. The scan duration depends on the amount of data to be scanned. The larger
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the amount of data, the longer the scan duration. You can view the scan progress
on the page.

Step 3: Performing a Simulated Encryption Test

Before encrypting a database table, perform a simulation encryption test to check
whether the database meets the encryption requirements.

1. Log in to the web console of the instance as user sysadmin.
1. In the navigation tree, choose Service Test > Simulation Test.
2. Click Add Encryption Test.
3. In the Add Encryption Test dialog box, configure the test target.
Figure 4-9 Adding an encryption test
Add Encryption Test
+ Data Source: | demo m dens
#Schema:  doc demo Data Source Type: MySQL
Data Source Version: 5.7
#Table:  sys_user
Data Source Address: 1
+ Encryption Algorithm (); | AES_128 Data Source Port:
Host IP:
* Verification Algorithm (0: | AES_GCM_16
Host Port:
CPU:
Select  Column DataType  Enable Fuzzy Query  Remark Information Memory:
dept.id bigint(20) Department D
user_name varchar(168) User account Network:
nick_name varchar(168) User's nickname 0:
user type varchar(56) user type(00system user) Operating System:
4. Click Save.

After the test is complete, you can view the test result in the list and click
Details to view the completion status of each node in the encryption process.

After the test is complete, click Delete to delete it.
(110 NOTE

e If a fault occurs during the simulation test, rectify the fault as prompted.

e If an encryption task needs to be configured after the test, delete the stimulated
encryption test first.

Step 4: Creating an Encryption Task in the Discovery Result

1. Log in to the web console of the instance as user sysadmin.

2. In the navigation tree on the left, choose Sensitive Data Discovery >
Sensitive Data Scanning.
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7.
8.
9.

On the scan task list page, locate the target data asset and click View.

On the scan result page, locate the target database table and click Add
Encryption Task.

In the Add Encryption Task dialog box, configure encryption information.

Figure 4-10 Adding an encrypted task

Add Encryption Task
v o
* Data Source:  demo “ eme
#Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
*Table:  sys_user
Data Source Address: 172.
* Encryption Algorithm (0:  AES_128 Data Source Port:
Host IP:
* Verification Algorithm (0):  AES_GCM_16
Host Port:
* Batch Size: 8191 * Number of Threads 16 CPU:
Memory:
Start Task: [
* Encryption List Network:
Select Column Data Type Remark Information 10:
dept_id bigint(20) Department ID Operating System:

user_name varchar(720) User account

Initialize Table

Select an encryption algorithm from the Encryption Algorithm drop-down list
box.

Click the Encryption List tab and select the columns to be encrypted.
Click Initialize Table to initialize the data table.
Click Complete.

After the encryption task is executed, the encryption results of data will be
retrieved when the database is accessed. In this case, you need to authorize the
application system (or client) to access the application system (or client) to ensure
that the application system (or client) can be used properly.

Step 5: Setting Access Authorization

The authorization management module supports client authorization and user
authorization. The intersection of the two authorization modes is used.

Log in to the web console of the instance as user sysadmin.

In the navigation pane, choose Data Encryption > Authorization
Management.

In the data source list, click a data source.
Locate the target encrypted database table and click Client Authorization.

Issue 01 (2025-12-19)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 131



Database Security Service (DBSS)
User Guide 4 Database Encryption

5. In the Client Authorization dialog box, set the client IP address range, time
range, and week range, and then click Save.

Figure 4-11 Client authorization

Client Authorization by
IP Range
196.168.0.100-196.168.0.120 (S
196.168.1.100-196.168.1.120 o®

Time Range:

(o] - 23
Week Range:
Monday - Sunday

Cancel Clear Save

You can set the start IP address and end IP address for an IP address range.

You can click @ to add multiple IP address ranges. A maximum of 10 IP
address ranges can be set.

Locate the target encrypted database table and click User Authorization.

In the User Authorization dialog box, set permissions for the database user
and click Save.

Figure 4-12 User authorization

User Authorization X
Q

User Permission

root Search Add [ Edit Delete

root Search

mysql.session Search

mysql.sys Search

Cancel Clear Save

Step 6: Connecting to the Database Through a Proxy
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/A\ CAUTION

The DBeaver tool is used as an example. In practice, you need to modify the
information about the connection between the application system and the

database.

This section uses the DBeaver tool as an example to describe how to connect to
the database through a proxy.

Figure 4-13 Connecting to the database through a proxy

(@) Connect to a database o x

File Edit Navigate

ol

Select your database

Create new database connection. Find your database driver in the list below.

Type part of database/driver name to filter e d by: O Title @ Score

~
S

ORACLE

< Popular a0 My saL

saL
3 NoSQL Db2 for LUW MariaDB MysQL MySQL 5 {Legacy) Oracle
£ Analytical
[0 Timeseries = y Acrisase /
£ Embedded & H ‘
3 Hadoop / BigData S server <P

PostgresQl SQL Server sQite Altibase

3 Full-text search
3 Graph databases

Apache Calcite
Avatiea

A B
SGLserver

Azure Datsbricks  Azure SQL Server  Babelfishuia TDS Cache

(eta)

Apache Kyfin

T MySQL 5 (Legacy) connection settings

Main| Driver properties| SSH| SSL

B =1 o1
@ Project - General - -
Scripts S o [Theas |1 e Cancel
1. click ¥
2.
3. Click Next.
4,

Connection Settings \

N
MysqL: |

+ Network configurations...

| server

Connect by: ® Host O URL
URL: jdbcmysqli//172.16.49.127:14099 /mysq

[mysal |

Server Host: [1 |Port: [12000 |

Database:

Authentication (Database Native)
Password: |esssss Save password
s

Advanced =

Server Time
(i) Connected (838 ms)
Local Client
Server: MySQL 5.7.26
MySQL Connector Java mysql-cannectorjava-

5.1.44 ( Revision:
@ Connectil )

letails (name, type, ..)

Driver name:

ettings | | Driver license

CST | en

In the Select your database dialog box, select MySQL.

In the Connection Settings dialog box, configure the connection information.

The connection information is described as follows:

- Address: IP address of database encryption and access control. For
example, 192.xx.xx.54.

- Port: Use the proxy port, that is, the proxy port (14099) set during asset

creation.

5. Click Test Connection to check whether the database can be connected.

6. After the test is passed, click Next and perform operations as prompted.

Step 7: Verifying the Encryption Result

Connect to the database by referring to Step 6 (Connecting to the Database
Through a Proxy) to check whether the authorization is successfully configured.

1. A user whose IP address is 192.168.0.105 (authorized address) can view
plaintext data when accessing the database as an authorized user (for
example, user root) in proxy mode.
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Figure 4-14 Plaintext data

® | 1gfuserid ¥ | 123deptid - | REC user_name ¥ | REC nick_name ¥ | REC user_type ¥ | FEC email - | Rsc phonenumber ¥ ‘ RECsex ¥ ‘
1 103 adminl aa 00 1 163.com 1 1
2 2 105 admin2 aa 00 1 163.com 13 1

2. A user whose IP address is 192.168.0.105 (authorized address) accesses the
database as an unauthorized user (for example, user01) in proxy mode. Only
encrypted data can be viewed.

Figure 4-15 Encrypted data

® | 1gjuserid ‘ 123deptid - ‘ REC user_name ¥ ‘ REC nick_name ¥ ‘ ABCuser type ¥ |ABCemail | ABC phonenumber ¥ ‘ RBCsex ¥
1 I 103 adminl aa 00 1
2 2 105 admin2 aa 00 1

The encryption result is displayed based on the default display parameter of
no permission configured during asset adding.

3. The IP address of the user is 192.168.3.105 (an unauthorized address). When
the user accesses the database in proxy mode as an authorized user (for
example, user root), only encrypted data can be viewed.

Figure 4-16 Encrypted data

| i userid v ‘123 deptid ‘Rﬂtuser_name A ‘aat nick_name ¥ ‘natu;er_type ¥ |fBCemaill ¥ ‘nac phonenumber ¥ ‘nal:sex -

1 I 103 adminl aa 00 1
2 2 105 admin2 aa 00 1

4. In this case, use the original database address to access the database and
view the ciphertext data.

Figure 4-17 Encrypted data

2]

AECuser name ¥ | AiCnick name ¥

Huserd ¥ deptid v REC user_type ¥ | AGC email v‘aal:phonenumber vncsex v

103 admin? a 0 JAAVYmbTORPShYBeHIgNAm3GEIGEB4He INRvaNFvBFuf JAAVYWDVPK/9Y+ YHOEI0 IKkEEex fygBtiZe=
2 105 admin? a 0 JAAYmbTORPShYBeHlaNAm35EIGEBAHe I NRyaNFvBFuf JAAVZIDVPX/OY+ YHOX/VAOa6TcHnF ID08n c=

o

4.3.2 Scenario 2: Decryption Process and Typical Decryption
Configuration

Decryption Process

Figure 4-18 shows the decryption process of database encryption and access
control.
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Figure 4-18 Decryption process

(Optional)
Decryption Test

Add Decryption Task

1.  (Optional) Perform an emulation decryption test.

Perform the simulation decryption test to check whether the target supports
decryption. For details, see Simulated Decryption Test.

2. Create a decryption task.
Create a decryption task. For details, see Configuring a Decryption Task.

Typical Configuration of the Decryption Function

After database assets are encrypted, they do not need to be encrypted if services
are changed. In this case, you need to restore the database table by using the
decryption function and the table structure rollback function. This example shows
how to decrypt database tables.

Prerequisite

Database tables have been encrypted. For details, see Scenario 1: Encryption
Process and Typical Encryption Configuration.

Step 1: Performing a Simulated Decryption Test

Before decrypting a database table, perform a simulation decryption test to check
whether the database meets the decryption requirements.

Log in to the web console of the instance as user sysadmin.

In the navigation tree, choose Service Test > Simulation Test.

Click Add Decryption Test.

In the Add Decryption Test dialog box, configure the test target.

A w N =
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Figure 4-19 The decryption test is added.

Add Decryption Test X
) d
# Data Source: ~ demo m e
#Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
*Table:  sys_user
Data Source Address: 1
* Encryption Algorithm (0: ~ AES_128 Data Source Port:
Host IP:
* Verification Algorithm (0: ~ AES_GCM_16
Host Port:
Select Column Data Type Remark Information Memory:
dept_id bigint(20) Department D
5.  Click Save.

After the test is complete, you can view the test result in the list and click
Details to view the completion status of each node in the decryption process.

If a fault occurs during the simulation test, rectify the fault as prompted.

6. After the test is complete, click Delete to delete the simulated decryption
test.

If a decryption task needs to be configured after the test, delete the simulated
decryption test first.
Step 2: Creating a Decryption Task

1. Log in to the web console of the instance as user sysadmin.

2. In the navigation tree on the left, choose Data Encryption > Decryption Task
Management.

3. Click Add Decryption Task in the upper right corner.

4. In the Add Decryption Task dialog box, set and encrypt the corresponding
data information, including the asset name, schema name, and table name.
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Figure 4-20 Adding a decryption task

Add Decryption Task
v o
* Data Source: | demo i \ emo
*Schema: | doc_demo Data Source Type: MySQL

Data Source Version: 5.7
*#Table: | sys_user
Data Source Addrass: 1

* Encryption Algorithm (O: | AES_128 Data Source Port:
Host IP:

* Verification Algorithm (D: | AES_GCM_16
Host Port:

# Batch Size: 1000 * Number of Threads 1 CPU:
Memory:
Start Task: [
Select Column Data Type Remark Information 10:
dept_id bigint(20) Department ID Operating System:

Complete

5. Select Start Task. After the creation is complete, the decryption task is
automatically started.

6. Click Complete.
Step 3: Verifying the Configuration

After decryption, use the original database address or proxy address to query the
database table content. If the following information is displayed, the database
table has been restored:

Figure 4-21 Querying the result through the proxy

® | 1gfuserid ¥ | 123deptid - | FEC user_name ¥ | FEC nick_name ¥ | REC user_type ¥ | RBC email w | Aec phonenumber ¥ | RECsex v
1 103 adminl aa 00 1 163.com 1 1
2 2 105 admin2 aa 00 1 163.com 13000000000 1

4.3.3 Scenario 3: Typical Configuration Examples for Service
Tests

Database encryption and access control support initial analysis on database assets
by using the service analysis function to eliminate service errors that may be
caused by encryption. Figure 4-22 shows the service test process.
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Figure 4-22 Service test process

Add Data Source

Create Service Analysis Task

Execute SQL through the Proxy

View Service Analysis Results

Networking Description

Database encryption and access control uses the reverse proxy mode. The
following figure shows the typical networking.

Figure 4-23 Networking

----------------------------

gé’?) 'W_ ::_l-r ~~~~~~~~~ m _______ __

Internet Firewall Egress Switch

¢l

1
'

Traffic Data

=4

Database

Prerequisites

e The route between the device and the application system is reachable.
e The route between the device and the database is reachable.

Step 1: Adding a Data Source

Add a database on the Assets Management page.
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Log in to the web console of the instance as user sysadmin.

2. In the navigation pane, choose Assets Management > Data Source
Management.

3. Click Add Data Source in the upper right corner.
4. In the Add Data Source dialog box, configure asset information.

Figure 4-24 Adding a data source
Add Data Source

* Data Source Name: = demo

* Data Source Type:  MySQL *+ Data Source Version: 5.7

Read,/Write Separation/RAC: Enable
* Data Source Address: | 172 * Data Source Port:
* Proxy Address: | eth1:172 * Proxy Port: | 14099

Account Management v

Database/Instance/SID/Service/Schema * Database Account * Database Password

doc_demo root
Encryption Configuration >

Cancel Test Database Connection Test Account Permission Test Host Connection

Host information and log information are optional. The SSH service must be
enabled on the database server.

5. After the configuration is complete, click Test Database Connection to check
whether the database can be connected.

6. Click Test Account Permission to check whether the database account
permission meets the encryption requirements.

7. Click Save.
Step 2: Creating a Service Analysis Task

Before encryption, create a service analysis task to test whether the service SQL is
supported.

1. Log in to the web console of the instance as user sysadmin.

2. In the navigation tree on the left, choose Service Test > Service Analysis.

3. In the data source area on the left, click a data source.
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Figure 4-25 Adding a service analysis task

-—
Data Source 0
a MysQL 57 doc_demo
e root l

- MysaL

- dema Al Eulk Actions Analysis Report Parse Exception SQL Add Anclysis Table c @ I

» Kingkase Schema Table Analysis Columns Status Exception Records Analysis Actions

+ PostgreSQL

4. Click Add Analysis Table, configure a table, and click Confirm.

Figure 4-26 Configuring a table for analysis

Add Analysis Table

* Schema: | doc_demo m demo

# Table:  sys_user Data Source Type: MySQL

Data Source Version: 5.7

Whole-Table Analysis () Specified Column Analysis
Data Source Address:

Select Column Data Type Remark Information Data Source Port:
dept_id bigint(20) Department ID Host IP:
user_name varchar(168) User account Host Port:
nick_name varchar(168) User's nickname CPU:
user_type varchar(58) user type(00system user) Memory:

email varchar(168) email

phonenumber varchar(168) phone number Network:
5ex% varchar(56) gender 10:

Operating System:

Cancel Confirm

Locate the target table and click the start button ®.
Step 3: Running SQL Statements Through the Proxy

Use the proxy address to access the database and run service SQL statements to
check whether services are affected after database tables and fields are encrypted.

1. Log in to the web console of the instance as user sysadmin.

2. In the navigation pane on the left, choose Assets Management > Data
Source Management, locate the target database, and click Edit to view the
database proxy IP address and port number.
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Figure 4-27 Viewing the proxy IP address and port number

Edit Data Source

* Data Source Name: | demo
* Data Source Type: | MySQL # Data Source Version: = 5.7
Read/Write Separation/RAC: | | Enable
* Data Source Address: | 172 * Data Source Port:

* Proxy Address:

eth1:172. o

* Proxy Port: | 14099

Account Management v

* Database/Instance/SID/Service/Schema * Database Account * Database Password

doc_demo root

Encryption Configuration >

Cancel Test Database Connection Test Account Permission Test Host Connection

Save

3.  On the database connection tool, use the proxy IP address and port to access
the database.

Figure 4-28 Accessing a database

General Advanced Databases SSL  SSH  HTTP

MNavicat Database

Connection Name: ‘Encryption Proxy ‘

Host: 17 = ‘
Port 14099 |
User Name: root
Password: ssssssssssse (o]
Save password
] Test Connection Cancel

Set the IP address and port number to the proxy IP address and port number
obtained in the previous step. Set the username and password to the original
username and password of the database.

4. Execute the SQL statement used by the service.

The preceding SQL statements are only examples. In practice, you need to run
the SQL statements used in services to facilitate service analysis.
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Table 4-4 SQL statement examples

SQL type.

Example

Normal Statement

SELECT * FROM “sys_user;

Exception
statements:

SELECT * FROMM “sys_user’;

Blocking Statement

RENAME TABLE sys_user to abcg;

Step 4: Viewing the Service Analysis Result

After service SQL statements are executed, the system records abnormal and
blocked SQL statements and analyzes the blocking causes.

A w N =

In the data source area on the left, click a data source.
Click Parse Exception SQL to view the abnormal SQL statements.

Figure 4-29 Abnormal SQL statements

Parse Exception SQL

Log in to the web console of the instance as user sysadmin.
In the navigation tree on the left, choose Service Test > Service Analysis.

Exception Found Detection Time Associated Column Exception Details

3QL cannot be parsed. 2024-07-26 13:17:12

5QL cannot be parsed. 2024-07-26 13:17:23

Total 2 itams

5. View blocked SQL statements and system suggestions.

Figure 4-30 Blocked SQL statements

Schema Table Analysis Columns Status Exception Records

docdemo  sysuser  emauphonenumser  anavamg 5] @

/* ApplicationName=DBeaver ...

/* ApplicationName=DBeaver ...

15/ page

Parse Exception SQL Add Analysis Table

(& = T

6. In the Exception Records column, view the number of blocked SQL

statements.

7. Click View Logs to view the specific blocked SQL statement and error

message.
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Figure 4-31 SQL statement blocking log

Table: sys_user

Exception Details

View Analysis Logs

Schema: doc_demo

Associated Column

Exception Found Detection Time

/* ApplicationMame=DEBeaver ...

illegal operation 2024-07-25 11:44:00 /

/* ApplicationName=DBeaver ...

illegal operation 2024-07-25 11:44:15 /

Total 2 items n 15/ page

8. Click Analysis Report to view the encryption suggestions of the table.

Figure 4-32 Analysis and suggestions

Analysis Report

Policy Recommendation Suggested Reasons Schema Table Column Excepti
. ) doc_dem
This table cannot be encrypted. illegal operation o Sys_user / /* Appl

L ___________________________________________]
n 15/ page

Total 1 items

The service test result shows that if the database table is encrypted, the SQL
statement running of the service is affected. Therefore, you are not advised to

encrypt the database table.

4.3.4 Scenario 4: Typical Dynamic Data Masking Configuration

Dynamic Data Masking Flowchart
With database encryption and access control, you can configure dynamic masking
policies to mask plaintext data in database assets. Figure 4-33 shows the dynamic

masking process.

143
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Figure 4-33 Dynamic masking process

Add Data Source

(Optional) Configure Industry

SCall SENSIIvE Data Templates and Sensitive Data Types

{Optional) View the
Results of Task Execution

Add Masking Rule

(Optional) Add Masking
Allowlist

View the Results of Masking

Add a data source.

Before using the data masking function, you need to add data assets to the
system. For details, see Adding Data Assets.

(Optional) Configure the industry template and sensitive data type.

The system has built-in sensitive data types and common industry templates
that meet most requirements. If you have special requirements, you can also
customize sensitive data types and industry templates. For details, see Adding
an Industry Template and Adding a User-Defined Data Type.

Perform sensitive data discovery.

A sensitive data discovery task automatically scans and identifies sensitive
data in data assets. For details, see Scanning Sensitive Data in Assets.

(Optional) View the task execution result.

You can view the matched sensitive data in task execution results. For details,
see Viewing the Execution Result of a Scan Task.

Create a data masking rule.

You can create an encryption task based on sensitive data information in the
result of a sensitive data discovery task. For details, see Creating a Masking
Rule in the Result.

You can also directly create masking rules in the dynamic masking module.
For details, see Creating a Data Masking Rule.

(Optional) Configure a masking allowlist.

After a masking rule is configured and enabled, when you access the plaintext
data in the database, you can only view the masking results of data by
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default. Users in the allowlist can view plaintext data when accessing the
database. For details, see Configuring a Data Masking Allowlist.

After the configuration is complete, you can use a proxy to access the
masking rule to verify the configuration effect.

Typical Dynamic Masking Configuration

Database encryption and access control support dynamic masking of sensitive
plaintext data in the database. This example shows how to dynamically mask
plaintext data in the database.

Step 1: Adding a Data Source

Add a database on the Assets Management page.

7.

Log in to the web console of the instance as user sysadmin.

In the navigation pane, choose Assets Management > Data Source
Management.

Click Add Data Source in the upper right corner.
In the Add Data Source dialog box, configure asset information.

Host information and log information are optional. The SSH service must be
enabled on the database server.

Figure 4-34 Adding a data source
Add Data Source
* Data Source Name: = demo
* Data Source Type:  MySQL *+ Data Source Version: 5.7
Read/Write Separation/RAC: Enable
* Data Source Address: | 172 * Data Source Port:

* Proxy Address: | ethT:172: * Proxy Port: | 14099

Account Management v

Database/Instance/SID/Service/Schema * Database Account * Database Password

doc_demo root

Encryption Configuration >

Cancel Test Database Connection Test Account Permission Test Host Connection
After the configuration is complete, click Test Database Connection to check
whether the database can be connected.

Click Test Account Permission to check whether the database account
permission meets the encryption requirements.

Click Save.

Step 2: Executing a Sensitive Data Discovery Task

1.

Log in to the web console of the instance as user sysadmin.
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2. In the navigation tree on the left, choose Sensitive Data Discovery >
Sensitive Data Scanning.

3. Find the target data asset and click Task Configuration.
In the Task Configuration dialog box, set a sensitive data discovery task.

Figure 4-35 Configuring a sensitive data discovery task
Task Configuration
Sample Count: | 1000

Maximum Number of Threads o]
1

Select Schemas:

1 items Available Schemas 1 item Selected Schemas
demo
demo doc_demo
0 item Available Tables 1item Selected Tables
Table Table

Sys_user

1 /1

Cancel Save

5. Click Save.
6. Find the target data asset and click & to execute the sensitive data discovery
task.

After the execution starts, the system automatically scans and identifies sensitive
data. The scan duration depends on the amount of data to be scanned. The larger
the amount of data, the longer the scan duration. You can view the scan progress
on the page.

Step 3: Creating a Masking Rule in the Discovery Result

Log in to the web console of the instance as user sysadmin.

2. In the navigation tree on the left, choose Sensitive Data Discovery >
Sensitive Data Scanning.

3. On the scan task list page, locate the target data asset and click View.
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4. On the scan result page, locate the target database table and click Add
Masking Rule.

5. In the Add Masking Rule dialog box, configure the masking information.

Figure 4-36 Adding a masking rule

Add Masking Rule

# Rule Name: = masking_demo
* Schema: doc_demo

* Table: = sys_user

* Masking List

Column Data Type Match Rate Masking Algorithm
email Email 100% Partial Masking
phonenumber Mobile Phone Number  100% Partial Masking

Cancel Save

6. Configure the rule name and select the masking algorithm corresponding to
the data type from the masking list.

7. Click Save.
The masking rule is automatically enabled after being saved. If plaintext data is
queried during database access, the masking results of the data will be retrieved.

In this case, you can configure a masking allowlist. If data matching the allowlist
will not be masked.

Step 4: Configuring the Masking Allowlist

Log in to the web console of the instance as user sysadmin.

2. In the navigation pane on the left, choose Dynamic Data Mask > Data
Masking Policy.

3. In the data source list, click a data source.

4. Locate the masking rule list of the target data source and click Allowlist
Rule.

5. On the allowlist page, click Add Allowlist.
6. In the Add Allowlist dialog box, set the allowlist range and click Save.
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Figure 4-37 Adding an allowlist

Add Allowlist b

Data Source:

demao

Database Username:

root

IPF Range:

Start Time:

2024-07-25 00:00:00

End Date:

2024-05-25 00:00:00

Allowlist Rule:

@) All Rules Specify Rules

Cancel Save

The allowlist parameters include the database username, IP address range,
start time, and end time. The relationship between the parameters is AND. If
multiple parameters are configured, the allowlist takes effect only when all
the parameters are matched.

Step 5: Connecting to the Database Through a Proxy

/A\ CAUTION

The DBeaver tool is used as an example. In practice, you need to modify the
information about the connection between the application system and the
database.

This section uses the DBeaver tool as an example to describe how to connect to
the database through a proxy.
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Figure 4-38 Connecting to the database through a proxy

 Comnect to a database o x

Select your database Connection Settings m
Create new database connection. Find your database driver in the list below. T MySQL 5 (Legacy) connection settings MysQL |

ke d by: OTitle @ Score Main| Driver properties| SSH  SSL| + Network configurations.

Server
S

Connect by: @Host O URL
£ Popular

- URL: jdlbeimysal//172.16.49.127:14089/mysal
B sl Server Host: |11 44 | Port: 12008
3 Analytical Database: | mysal ]
3 Timeseries

3 Embedded

3 Hadoop / BigData
3 Full-text search
3 Graph databases

Server Tim¢
Connected (888 ms)
[l oot ien| @
ccccc Server: MySQL57.26

Driver: MySQL Connector Java mysl-connector-java-

am 1.4 (Revision: 5
- © Connedtil bacda4f864002ffdde405b0cf03037c3e20000be ) Ietals (name, type, .. )
B | i | B e

Test gack [ Neas ]| Fnish Cancel Test Connection Back v Cancel

Click ¥

In the Select your database dialog box, select MySQL.

Click Next.

In the Connection Settings dialog box, configure the connection information.

A w N =

The connection information is described as follows:

- Address: IP address of database encryption and access control Example:
192.xx.xx.54

- Port: Use the proxy port, that is, the proxy port (14099) set during asset
creation.

5. Click Test Connection to check whether the database can be connected.
6. After the test is passed, click Next and perform operations as prompted.

Step 6: Verifying the Masking Result

Connect to the database by referring to Step 5 (Connecting to the Database
Through a Proxy) and check whether the masking rule and masking allowlist are
successfully configured.

1. If the IP address of a user is 172.16.215.108 (not in the masking allowlist) and
the user accesses the database through a proxy, only the masking results of
data will be displayed.

Figure 4-39 Masked data

Zjuserid v | 1Z3deptid ¥ | RBC user_name ¥ | A nick_name ¥ ‘ RBC user_type ¥ [ ABC email ~ | Asc phonenumber ‘ RBCsex W
103 adminl aa 00 16*66@163.com | 15000000000 1
2 105 adminZ aa 00 167*66@163.com | 13000000000 1

2. If the IP address of a user is 172.16.215.107 (in the masking allowlist) and the
user accesses the database through a proxy, the plaintext data will be
displayed.

Figure 4-40 Plaintext data

(0] lﬁ user_id v ‘ 123 dept_id - ‘ ABC user_name ¥ | RBC nick_name ¥ | AECuser type  [|RBC email w | ABC phonenumber || RBC cex hd
1 103 adminl aa 00 1666666@163.com 15000000000 1
2 2 105 admin2 aa 00 1666666@163.com 13000000000 1
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4.4 Instance Management

4.4.1 Enabling an Instance

The instance needs to be started in the following scenarios:

e When the running status of an instance is Disabled, you need to start the
instance if you want to log in to the instance using database encryption and
access control.

e If the running status of an instance is Abnormal, you can start the instance
if you need to log in to the instance using database encryption and access
control.

Procedure

Step 1 Log in to the DSC console.

Step 2 Click E in the upper left corner and select a region or project.
Step 3 Locate the target instance, and choose in the Operation column.

--—-End

4.4.2 Disabling an Instance

You can stop an instance when its running status is Running. After the instance is
stopped, you cannot log in to the database encryption and access control instance.

Procedure

Step 1 Log in to the DSC console.

Step 2 Click E in the upper left corner and select a region or project.
Step 3 Locate the target instance and choose in the Operation column.

Step 4 In the displayed dialog box, click OK. After the instance is stopped, its status
changes to Disabled.

L] NOTE
To forcibly stop an instance, select Force Stop in the Stop Instance dialog box. Forcibly
stopping an instance may cause data loss. Ensure that all data files have been saved before
performing this operation.

--—-End

4.4.3 Restarting an Instance

For maintenance purposes, if the system is abnormal, you can reboot a DB
instance to restore it to the Available state.

e You can restart a database encryption and access control instance only when
it is running.
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e Restarting an instance will interrupt system services for about 5 minutes.
During this period, the status of the instance is Restarting.

e During the restart, the DB encryption and access control instance is
unavailable.

Procedure

Step 1 Log in to the DSC console.

Step 2 Click H in the upper left corner and select a region or project.
Step 3 Locate the target instance and choose in the Operation column.
Step 4 In the displayed dialog box, click OK.

Step 5 The restart takes about 5 to 10 minutes, and the instance status changes to
Restarting.

If the instance status changes to Running, the restart is complete and the system
can be used properly.

L] NOTE
To forcibly restart an instance, select Force Restart in the Restart Instance dialog box.

Forcibly stopping an instance may cause data loss. Ensure that all data files have been
saved before performing this operation and no operations are performed in the system.

--—-End

4.4.4 Unbinding an EIP

To rebind or release an EIP, you need to unbind the EIP from the instance first.
After an EIP is unbound from an instance, you cannot use the EIP to log in to
database encryption and access control.

Procedure

Step 1 Log in to the DSC console.

Step 2 Click E in the upper left corner and select a region or project.

Step 3 Locate the target instance and choose More > Unbind EIP in the Operation
column.

Step 4 In the displayed Unbind EIP dialog box, click OK.
----End

4.5 Database Security Encryption Instance
Management

On the management console, you can restart, disable, and unbind EIP from
database instances.
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Step 1 Log in to the management console.

Step 2 Select a region, click — , and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 Choose Database Security Encryption to view the database security encryption
instances.

Figure 4-41 Database security encryption instance

Database Security Encryption

sssssss

--—-End

Remote Login

Step 1 Locate the target instance and click Remote Login in the Operation column.

Figure 4-42 Remotely logging in to a database encryption instance
Database Security Encryption © Feomack 0 Usage Guide W

Staus ©

Step 2 On the displayed login page, enter the username and password of the instance
and click Log In. The database encryption console is displayed.

--—-End

Restarting an Instance

Step 1 In the Operation column of the target instance, choose More > Restart.

Figure 4-43 Restarting a database encryption instance

Database Security Encryption

Vitual 1P Adiress

PrimaryStandoy

TotlRecords ¢

xxxxx

Step 2 In the displayed dialog box, click OK. The instance automatically restarts.
----End

Stopping an Instance

Step 1 In the Operation column of the target instance, choose More > Disable.
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Figure 4-44 Disabling a database encryption instance
Database Security Encryption © Fescback 0 Usage Guide

X3

© Rming

nnnnnnnn

aaaaaaaaaaaaaaaaaaaaa

© Ruming PrmaryStand

Step 2 In the displayed dialog box, click OK. The instance is automatically disabled.
----End

Modifying a Security Group

Step 1 In the Operation column of the target instance, choose More > Change Security
Group.

Figure 4-45 Modifying the security group

Database Security Encryption @ restoack 2 Usagecuce (RS

Staus &

‘‘‘‘‘‘‘‘‘

Step 2 In the displayed dialog box, select a security group and click OK.
{0 NOTE

Only existing security groups can be selected.

--—-End

Unbinding an EIP

Step 1 In the Operation column of the target instance, choose More > Unbind EIP.

Figure 4-46 Unbinding an EIP
Database Security Encryption @ Fescoscc 0 Usage Guide

Name &

Step 2 In the displayed dialog box, click OK. The EIP will be unbound from the instance.
----End
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Resetting a Password

Step 1 In the Operation column of the target instance, choose More > Reset Password.
Figure 4-47 Resetting the password
Database Security Encryption © Foovack T Usage Guide @
Step 2 In the dialog box that is displayed, enter the new password and click OK.
----End
Unsubscribing
Step 1 In the Operation column of the target instance, choose More > Unsubscribe.
Figure 4-48 Unsubscribing from an instance
Step 2 Confirm the unsubscription and click Yes.
----End
Deleting
Step 1 In the Operation column of the target instance, choose More > Delete.
Figure 4-49 Deleting an instance
Database Security Encryption © Feetvack 2 Usage Guide
Step 2 In the displayed dialog box, confirm the deletion information and click OK.

--—-End
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4.6 System Administrator Operation Guide

4.6.1 Platform Management

Before using database encryption and access control for the first time, you need to
complete the basic configurations described in this section.

4.6.1.1 Configuring the Network

Configure the network interface card (NIC), DNS server, and routing policy
information.

NIC information: Configure the network IP address and gateway address. NIC
information needs to be configured during initial installation or network
environment change.

DNS Server: Configure a DNS server address. If the asset is a domain name,
the DNS server must be configured.

Routing policy information: If a device has multiple NICs, configure the
routing policy information based on the network plan.

/A\ CAUTION

Configure the network information of a device based on the network
environment plan. If the network configuration is incorrect, the device may fail
to be accessed through a web browser. In this case, you need to directly
connect to the device and reconfigure the network information.

Before modifying route information, ensure that you understand the impact of
the route modifications on the network. To avoid network disconnection,
exercise caution when performing this operation.

The NIC IP address can only be configured on this page. Do not directly modify
the NIC configuration file in the background. Otherwise, the IP address of the
SSH service (port 22) will be incorrectly bound.

Prerequisites

You have obtained the network information such as the IP address to be
configured for the device.

Configuring NIC Information

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > Network
Management. Go to the network port management page.

Step 3 Click Edit in the Actions column of an NIC. The Edit Network Port dialog box is
displayed, as shown in Figure 4-50.
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Figure 4-50 Editing a network port
Edit Network Port
Network Port Name: eth’
* Network Port Type: | Business Port
Network Port Description:

* Address Type:  IPwvd

IPv4 Configuration

* |P Address and Subnet Mask: | 172
+ Add(1/10

Gateway: 172,

DNS:

Step 4 Configure NIC information. For details, see Table 4-5.

Table 4-5 Configuring NIC Information

Parameter | Description

e Business Port

Network Default network port name, which cannot be changed.
Port Name
Network Select a network port type. The network port types are as follows:

Port Type | ¢ Management Port

Port
Description

Network Enter the description as required.
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Parameter | Description

Address Select an address type. Its value can be:
Type e Unconfigured Address

e |Pv4

e |Pv6

e |Pv4 & IPV6

IP Address | IP Address: IP address of a device. Set it based on your network
and Subnet | plan. It needs to communicate with data assets such as databases.

Mask Subnet Mask: A subnet mask. Set this parameter based on your
network plan.

Gateway Gateway address.

DNS Set the domain name server to be used.

Step 5 Click Confirm.
----End

Configuring Route Information

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > Network
Management. Go to the route management page.

Step 3 Choose Add Route.
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Figure 4-51 Adding a route

Add Route

Before modifying routing information, please make sure you understand the impact of the

routing on the network. Operate with caution to avoid disconnection

* Address Type: (@) IPvd IPv6

* Destination Address: | 17¢

* Subnet Mask: 24y

MNext Hop Address: | 19

* Sglect Interface: | ethi

Cance Confirm

Step 4 Configure route information. For details, see Table 4-6.

Table 4-6 Configuring route information

Parameter

Description

Address Type

The options are as follows:
e |PV4
e |Pv6

Destination
Address

IP address of the destination network.

Subnet Mask
(IPv4)

Subnet mask of the destination IP address.

Prefix Length
(IPv6)

Prefix length of the destination address.

Next Hop
Address

Next hop address, which is usually the gateway address.

Select
Interface

Manually select a NIC for sending traffic.

Step 5 Click Confirm.

--—-End
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4.6.1.2 Upgrading the System
You can upgrade the system to a later version.
Common upgrade scenarios include:
e The old version has functionality and security issues. You need to upgrade the

version to fix the issues.
e You need to upgrade to a new version to use new functions.

(1 NOTE

To perform upgrade in the two-node HA scenario, choose System Management > HA
Management, disable data synchronization, disable HA on standby server B (in dual-active
mode, disable HA on either of the servers), and upgrade server B. After the upgrade is
successful, enable HA on server B, disable HA on server A, and then upgrade server A. After
the upgrade is complete, enable HA on server A and then enable data synchronization. This
step minimizes the impact on services during the HA upgrade.

Prerequisites

If the cryptographic algorithm or key is updated in the new version, direct upgrade
may cause data decryption errors. Before the upgrade, you are advised to decrypt
all tables.

/A\ CAUTION

Before the upgrade, you are advised to manually back up the system
configuration. For details, see Backing Up and Restoring Configurations.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System Management > System O&M.
Step 3 Click System Upgrade.
Step 4 Click Uploading Upgrade Script.

Step 5 In the Version Change dialog box, click Click or drag the file here to upload and
upload the upgrade package. To obtain the upgrade package, contact technical
support.
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Figure 4-52 Uploading an upgrade package

Version Change

o

Click or drag the file here to upload.

Cance Upgrade

Step 6 After the upgrade is successful, view the upgrade records in the version change
history.

--—-End

4.6.1.3 Backing Up and Restoring Configurations

Database encryption and access control support manual and automatic backup of
system configuration files to facilitate data restoration in case of faults.

Backing Up Configurations

Configuration backup involves all configurations, including system configuration,
asset management, sensitive data discovery, and key management information.
For disaster recovery purposes, you are advised to periodically back up system
configurations.

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > Backup and
Restore.

Step 3 Click the Backup tab and select Manual Backup or Periodic Backup.
e  Manual backup: Backup information is directly stored on the server.

a. In the Backup Now area, click Backup Now.

b. In the Select Backup Method dialog box, select a backup storage
location from the drop-down list.

c. Click Confirm.
e  Periodic automatic backup:
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a.

--—-End

In the Periodic Backup area, click Set.
Figure 4-53 Configuring automatic backup
Enable {906t
Local Every Monday 0:00:00

2024-09-16 00:00:00

In the Set Periodic Backup dialog box, configure the periodic backup
information. For details about the configuration information, see Table
4-7.

Table 4-7 Backup description

Paramet | Description
er

Backup You can select Local backup.
Type

Backup Backup period. The options are as follows:
Cycle

® None: No periodic backup is performed.
® Daily: The data is backed up once a day.
® Weekly: The data is backed up once a week.

® Monthly: The data is backed up once a month.

Backup Configure the backup time based on the backup period.
Time

Click Save.
l

In the backup file list, you can view the backup information and click =
to download the backup file to the local PC.

The downloaded backup file can be used to restore the system
configurations. For details, see Restoring Configurations.

Restoring Configurations

By importing a configuration file, you can restore the configurations to a backup
time point. Generally, this operation is performed for fault recovery or device
migration.

Prerequisites
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e The database encryption and access control server to be restored must be in
the initialized state after reinstallation, that is, there should be no data asset
configured on the server.

e The configuration backup file has been generated and downloaded. For
details, see Backing Up Configurations.

Step 1 Log in to database encryption and access control.

Step 2 In the navigation tree on the left, choose System Management > Backup and

Restore.

Step 3 Click the Recovery tab.

Step 4 Click Restore Now in the upper right corner.

Step 5 In the displayed dialog box, you can select Local File Recovery, enter the security
password, and upload the backup file. You can also select OBS Recovery, enter
the security password, OBS endpoint, bucket name, and backup storage path.

Step 6 Click Confirm.

--—-End

4.6.1.4 Viewing Platform Information

When you use the product for the first time, contact technical support engineers
for system authorization. You can use the product only after being authorized.

After the authorization, you can choose System Management > Platform
Information to view the remaining time and validity period of the authorization.
If the authorization expires, contact technical support for re-authorization.

Table 4-8 Platform information

Category

Parameter

Description

Basic

Product Name

Product name

Information

System Version

Product version

Engine Version

Engine version

System Time

System time

Boot Time

Server startup time

n

Authorizatio

Machine Model

Device model

Information

Asset Count

Allowed number of assets that can be
added

Number of Columns
Encrypted/
Recommended
Maximum Encrypted
Columns

Number of encrypted columns and the
allowed maximum
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Category Parameter Description
Number of Columns Maximum number of masked columns
Masked/ and the current number of masked
Recommended columns
Maximum Masked
Columns

Bypass Plugin Count Allowed number of bypass services

4.6.1.5 Viewing HA Information

If your system is deployed in HA mode, you can choose System Management >
HA Management and view HA information, including the IP addresses and virtual
IP addresses (VIP addresses) of the active and standby nodes, running time of the
active and standby nodes, and metrics.

For a single server group deployed in HA mode and having data assets, pay
attention to the following:

e If a VIP address is added, you need to manually change the proxy addresses of
all existing data sources to the VIP address.

e If the VIP address is set to the original physical IP address of the single-node
system during HA configuration, you do not need to change the proxy address
of each data source.

(10 NOTE

To perform upgrade in the two-node HA scenario, choose System Management > High
Availability, disable data synchronization, disable HA on standby server B (in dual-active
mode, disable HA on either of the servers), and upgrade server B. After the upgrade is
successful, enable HA on server B, disable HA on server A, and then upgrade server A. After
the upgrade is complete, enable HA on server A and then enable data synchronization. This
step minimizes the impact on services during the HA upgrade.

4.6.2 Changing the Security Password

Procedure

Step 1

To protect keys, the system verifies the security password before users create, edit,
or modify a key. For system security purposes, keep the password secure. This
section describes how to change it.

During operations such as key initialization, the default security password message
is displayed. You are advised to change the default password before using the
device. You are also advised to periodically change the security password.

To obtain the default password, submit a service ticket.

Log in to a database encryption and access control instance as the sysadmin
user.
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Step 2 In the navigation tree on the left, choose System Management > System
Settings. On the displayed General Settings page, click Secure Password Setting.
The Security Password page is displayed.

Step 3 Click Security Password.
Step 4 Enter a new security password in the text box and click Save.

Properly keep the password. After changing the password, save it in a secure
medium.

Figure 4-54 Changing the security password

Security Password

# Security Password

* Confirm Security Password:

Step 5 In the Password Verification text box, enter the old security password and click
Confirm.

--—-End

4.6.3 Initializing a Key
Before using encryption for the first time, you need to initialize keys.

Keys for database encryption and access control include root keys (RKs), data
source keys (DSKs), and data encryption keys (DEKs). For details, see Initializing a
Key.

Table 4-9 Key types

Type Description

Root key (RK) Generated after a key is initialized. It is not exposed
externally.

Data source key | Generated when a data source is added. It is encrypted by RK
(DSK) for storage.

Data encryption | Generated during initialization when an encryption task is
key (DEK) added. It is encrypted by DSK for storage.
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Procedure

Step 1 Log in to database encryption and access control.

Step 2 In the navigation pane on the left, choose Key Management > Key
Configuration.

Step 3 Click Initialize Key. In the displayed dialog box, enter the security password and
click OK.

Step 4 In the password verification dialog box, enter the security password and click
Confirm.

For details about how to change the security password, see Changing the
Security Password.

Step 5 In the Initialize Key dialog box, set the key sources. For details about the
parameters, see Table 4-10.

Figure 4-55 Initializing a key

Initialize Key

* BK Key Source:  System Built-in
* DSK Key Source:  System Built-in

* DEK Key Source: | System Built-in

Table 4-10 Initializing a key

Parameter Description

RK Key RK source. The following sources are supported:

Source e System Built-in: fixed key built in the system, which is used

only for tests.

o KEY_Service: key platform connected to the system.
For details about how to configure a key platform, see
Interconnecting with KMS.

After the configuration, select a platform vendor.

NOTE
KMS requires the KMS CMKFullAccess permission.
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Parameter Description

DSK Key DSK source. The following sources are supported:

Source e System Built-in: fixed key built in the system, which is used

only for tests.

e KEY_Service: key platform connected to the system.
For details about how to configure the key platform, see
Interconnecting with KMS.

After the configuration, select a platform vendor.

NOTE
KMS requires the KMS CMKFullAccess permission.

DEK Key DEK source. The following sources are supported:

Source e System Built-in: fixed key built in the system, which is used

only for tests.

o KEY_Service: key platform connected to the system.
For details about how to configure the key platform, see
Interconnecting with KMS.

After the configuration, select a platform vendor.

NOTE
KMS requires the KMS CMKFullAccess permission.

Step 6 Click Initialize.
----End

4.6.4 Adding Data Assets

After data assets (databases) are added to the system, you can identify, encrypt,
decrypt, and mask sensitive data in the databases.

This section uses the MySQL database as an example. Add data assets based on
the site requirements.

Constraint

Table 4-11 Data sources and versions that can be managed by database

encryption
Database Version
MySQL 5.5,5.6,5.7, 8.0, 8.0.13+
Oracle 11.1, 11.2, 12¢, 19¢
SQLServer 2012, 2016
PostgreSQL 94,115
DM 6, 7.6, 8.1
Kingbase V8 R3, V8 R6
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Database Version
MariaDB 10.2
GaussDB A
TDSQL 5.7
TBASE V2.15.17.3
RDS_MYSQL 5.6,57,80
RDS_PostgreSQL 11
HotDB 256
HighGO 4.5
DWS 8.1

Table 4-12 Database account permissions for database encryption

Databas
e

System Catalog Requiring the SELECT
Permission

Database Account
Permission

MySQL

mysql.user
performance_schema.*

select
insert
create
update
delete
drop
alter
index

RDS_MY
SQL

mysql.user
performance_schema.*

select
insert
Create
update
delete
drop
alter
index
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e

Databas

System Catalog Requiring the SELECT
Permission

Database Account
Permission

TDSQL

mysql.user
performance_schema.*

select
insert
create
update
delete
drop
alter
index

MariaDB

mysql.user
performance_schema.*

select
insert
create
update
delete
drop
alter
index

DM

SYS.ALL_SUBPART_KEY_COLUMNS
SYS.ALL_USERS
SYS.ALL_CONS_COLUMNS
SYS.ALL_CONSTRAINTS
SYS.ALL_TABLES
SYS.ALL_TABLE_COLUMNS
SYS.ALL_COL_COMMENTS
SYS.ALL_PART_KEY_COLUMNS
SYS.ALL_IND_COLUMNS
SYS.ALL_INDEXS

V$VERSION

V$LOCK

SYS.DBMS_LOB
SYS.DBMS_METADATA

The user role must be
dba.

Issue 01 (2025-12-19)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

168



Database Security Service (DBSS)

User Guide

4 Database Encryption

Databas
e

System Catalog Requiring the SELECT
Permission

Database Account
Permission

postgreS
QL

pg_catalog.pg_class
pg_catalog.pg_index
pg_catalog.pg_user
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence

The user must be the
table owner or the dba
role.

RDS_Pos
tgreSQL

pg_catalog.pg_class
pg_catalog.pg_index
pg_catalog.pg_user
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence

The user must be the
table owner or the dba
role.

TBASE

pg_catalog.pg_class
pg_catalog.pg_index
pg_catalog.pg_user
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence

The user must be the
table owner or the dba
role.

GAUSSD
B

pg_catalog.pg_class
pg_catalog.pg_index
pg_catalog.pg_user
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence

The user must be the
table owner or the dba
role.
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Databas
e

System Catalog Requiring the SELECT
Permission

Database Account
Permission

Kingbase
8.6 (pg)

pg_catalog.pg_class
pg_catalog.pg_index
pg_catalog.pg_user
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence
pg_catalog.pg_matviews

The user must be the
table owner or the dba
role.

KINGBAS
E83

sys_catalog.sys_class
sys_catalog.sys_index
sys_catalog.sys_user
sys_catalog.sys_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
sys_catalog.sys_sequence
sys_catalog.sys_matviews

The user must be the
table owner or the dba
role.

Oracle

SYS.ALL_SUBPART_KEY_COLUMNS
SYS.DUAL

SYS.ALL_USERS
SYS.ALL_CONS_COLUMNS
SYS.ALL_CONSTRAINTS
SYS.ALL_TABLES
SYS.ALL_TABLE_COLUMNS
SYS.ALL_COL_COMMENTS
SYS.ALL_PART_KEY_COLUMNS
SYS.ALL_IND_COLUMNS
SYS.ALL_INDEXS
SYS.V_$INSTANCE
SYS.DBMS_LOB
SYS.DBMS_METADATA
DBA_TABLES

DBA_TAB_COLS

The user role must be
dba.
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Databas | System Catalog Requiring the SELECT Database Account

e Permission Permission

SQLserve | sys.tables schemaSelect

r sys.indexes schemalnsert
sys.index_columns schemaUpdate
sys.default_constraints schemaAlter
sys.systypes createTable
sys.extended_properties VIEW SERVER STATE
sys.foreign_key_columns SELECT permission of the
sys.check_constraints encrypted table
sys.foreign_keys INSERT permission of the
sys.columns encrypted ta'bl.e

. ALTER permission of the

sys.objects encrypted table
sys.all_columns
sys.types
sys.syslogins
sys.all_objects
sys.schemas
sys.key_constraints
sys.computed_columns
sys.triggers
sys.partition_schemes
sys.dm_sql_referencing_entities

HighGO | pg_catalog.pg_class The user must be the
pg_catalog.pg_index table owner or the dba
pg_catalog.pg_user role.
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence

DWS pg_catalog.pg_class The user must be the
pg_catalog.pg_index table owner or the dba
pg_catalog.pg_user role.
pg_catalog.pg_indexes
information_schema.columns
information_schema.sequences
information_schema.tables
pg_catalog.pg_sequence
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Procedure
Step 1 Log in to a database encryption and access control instance as the sysadmin
user.
Step 2 In the navigation pane, choose Assets Management > Data Source
Management.
Step 3 Click Add Data Source in the upper right corner.
Step 4 In the Add Data Source dialog box, configure asset information. For details, see

Table 4-13.

Table 4-13 Parameters for adding a data source

Parameter

Description

Database Information

Data Source

Customized data asset name.

Data Source
Type

Select a database type from the drop-down list box. For
details about supported database versions, see Constraint.

Data Source

Select a database version from the drop-down list box.

Version
Read/Write If the database is deployed in read/write isolation mode,
Separation/RAC | select this option and configure information about the

secondary database node.

Data Source
Address

IP address of the database.

Data Source
Port

Connection port of the database.

Proxy Address

Select a proxy address from the drop-down list box, that is,
the IP address for accessing and controlling the database.

Proxy Port

Set a proxy port. O&M personnel access the database through
the proxy IP address and proxy port.

e The value range is 1025 to 65535.

e You can set any idle port within the range. Ports that have
been used by other data assets cannot be used. For
example, if data asset A uses port 14000, data asset B
cannot use this port.

You can click Auto Assign to let the system automatically
assign idle proxy ports.

Database/
Instance/SID/

Service/Schema

Set the database, instance name, SID, service name, or
schema.
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Parameter

Description

Database
Account

Database login user.

Database
Password

Password for logging in to the database.

Encryption Parameters

Encryption
Mode

e Asset encryption mode. The options are as follows:

- One Key Per Asset: The DEKs of assets are the same.
Connection query and cross-database query are
supported.

- One Key Per Column: The DEKs of assets are different.
Join query and cross-database query are not supported.

Default Display
without
Permission

e Set what is displayed to the users who do not have the
permissions to access the database. The options are as
follows:

- Ciphertext: Ciphertext is displayed. The encoding
format is Base64 or hexadecimal. For details, see
Setting Encryption Parameters.

- Default Data: Default data is displayed. You need to set
the default data of the string type.

— NULL: The content is blank.

possible.

(Optional) Host Information

After the monitoring threshold is configured, the system encrypts data in
batches only within the monitoring threshold of the database server. If the
resource usage exceeds the threshold, the system stops encrypting data to
reduce the impact on services. You are advised to set the following parameters if

Host IP

Host IP address.

Host Port

SSH service port of the host. The default SSH service port is
22.

Username

Username for logging in to the host.

Password

Password for logging in to the host.

Character Set

Character set used by the host, which is automatically
obtained after the host is connected.

Host Operating
System

Host OS, which is automatically obtained after the host is
connected.

Kernel

Host kernel, which is automatically obtained after the host is
connected.
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Step 5

Step 6

Step 7

Step 8

Step 9

Parameter Description

Monitoring Thresholds for host monitoring metrics (CPU, memory, I/0,
Threshold and network). The system encrypts database data only within
the threshold to reduce the impact on services.

Log Information

Database Log Path and name of the database log file. Example: fusr/local/

File Name mysql/binlogs/mysql-bin.000060

(Optional) After the configuration is complete, click Test Database Connection
and check whether the database can be connected.

(Optional) Click Test Account Permission to check whether the database account
permission meets the encryption requirements.

If the database account permission does not meet the encryption requirements,
configure the database account permission by referring to Table 4-12.

(Optional) If the host information is configured, click Test Host Connection.
Check whether the host can be connected and whether its character set and OS
can be automatically obtained.

Click Save to save the data asset configuration.
After the asset is added, you can view its information in the data source list, as

shown in Figure 4-56.

Figure 4-56 Data source list

Data Source Data Source Type/Version Data Source Address:Port  Proxy Address:Port Data Source Connection Status  Policy Configuration Enable/Disable Actions

demo MysQL/5.7 172, 172 14099 @ Connected & D o© Copy Edit Delete

In the list, click to enable the database proxy.

After this function is enabled, you can access the database through the proxy IP
address and proxy port.

--—-End

Related Operations

o Click © inthe Policy Configuration column of the data source list. The
encryption task configuration page is displayed. You are advised to identify
sensitive data before configuring an encryption task. For details, see Scanning
Sensitive Data in Assets.

e Click ¥ in the Policy Configuration column of the data source list. The
masking rule configuration page is displayed. You are advised to identify
sensitive data before configuring a masking rule. For details, see Scanning
Sensitive Data in Assets.

e Click Edit in the Actions column of the data source list to modify data asset
information.
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e Click Delete in the Actions column of the data source list to delete
unnecessary data assets.

(10 NOTE

If a message is displayed, indicating that the table structure of the current database is
not rolled back, perform the operations in Rolling Back the Table Structure or
Configuring a Decryption Task based on site requirements.

4.6.5 Service Test and Analysis

Before encryption, you are advised to test the database to check whether the SQL
statements used in services can be used in the encryption environment. In this
way, service errors that may be result from encryption can be eliminated, reducing
service test costs. After data is encrypted, the data will be changed from Chinese
characters, English letters, or numbers to hexadecimal strings. As a result, some
SQL statements that can be executed before may fail to be executed after data
encryption.

For example, fuzzy query of strings, calculation of values, and range search may
fail.

Before encryption, analyze the SQL statements run by users to determine whether
tables can be encrypted.

e Abnormal SQL statements: SQL statements that cannot be parsed, for
example, incorrect SQL statements or SQL statements that are too complex to
be parsed.

e Blocked SQL statements: SQL statements that are not supported by database
encryption and access control.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 Create a service analysis task.

1. In the navigation tree on the left, choose Service Test > Service Analysis.
2. In the data source area on the left, click a data source.
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Figure 4-57 Selecting a data source

Data Source

* MySQL
* demo

doc_demo

3. Click Add Analysis Table, configure a table, and click OK.

Figure 4-58 Adding a table

Add Analysis Table X
# Schema: = doc_demo m demo
#Table: | sys_user Data Source Type: MySQL

Data Source Version: 5.7
(®) Whole-Table Analysis Specified Column Analysis
Data Source Address: 172.16.36.251
Data Source Port: 3306
Host IP:
Host Port:

CPU:

Memory:

Network:

10:

Operating System:

Cancel Confirm

4. Click the icon in the Start column of the table.

Figure 4-59 Start

Task Name Data Scurce Type Data Source Address Instance Task Status Sean Schedule Scan  Scan Range Sensitive Data Selection Actions

cemc MySaL 1721636251 doc_ demo # Not Started 0% Sample Scan Postal Code Passoort Number,.. Task Configuretion

Step 3 Use the proxy address to access the database and run a SQL statement.
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1. Choose Asset Management > Data Source Management and obtain the
proxy address.

The IP address is that of database encryption and access control, and the
proxy port is that configured when the data asset is added.

2. Configure the access proxy address on the database tool and connect to the
database.

For details about the host and port number, see the preceding steps. Set the
username and password based on site requirements. The following figure is
only an example. Configure the proxy access connection based on the specific
database tool.

Figure 4-60 Configuring the proxy address

Genera | Advanced Databases SSL  SSH  HTTP

MNavicat Database

Connection Name: ‘Encrypto Proxy ‘
Host: ‘17 ‘
Port: 14009
User Name: root
Passwor d [esessessssse

[4Save passwor d
] Test Connection Cancel

3. Run an abnormal SQL statement on the database tool.
For example, run the following statements:

Table 4-14 Exception examples

Type Statement
Abnormal SQL select * form table
statement

Blocked SQL statement | RENAME TABLE sys_user to abc

Step 4 View the logs of the abnormal SQL statements on the web console.

1. In the navigation tree on the left, choose Service Test > Service Analysis.
2. In the data source area on the left, click a data source.
3. Click Parse Exception SQL to view the abnormal SQL statements.
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Figure 4-61 Abnormal SQL statements

Parse Exception SQL X

Exception Found Detection Time Associated Column Exception Details
SQL cannot be parsed. 2024-07-26 131712 - /* ApplicationName=DBeaver ...
5QL cannot be parsed. 2024-07-26 13:17:23 - /* ApplicationName=DBeaver ...

Total 2 items 15/ page

Step 5 On the web console, view the analysis results of blocked SQL statements.
1. In the navigation tree on the left, choose Service Test > Service Analysis.
2. In the data source area on the left, click a data source.
3.  You can view the number of abnormal records in the list.

Figure 4-62 Viewing the number of blocked SQL statements

Schema Table Analysis Columns Status Exception Records Analysis Actions

doc_demo sys_user email,phonenumber Analyzing 0]

4. Click View Log to view the records of blocked SQL statements.

Figure 4-63 Viewing blocked SQL statements

View Analysis Logs X
Schema: doc_demo Table: sys_user
Exception Found Detection Time Associated Column Exception Details
illegal operation 2024-07-25 11:44:00 / /* ApplicationMame=DBeaver ...
illegal operation 2024-07-25 11:44:15 / /* ApplicationMame=DBeaver ...

Total 2 items n 15/ page

5. Click Analysis Report to view the encryption suggestions of the table.

As shown in Figure 4-64, if you have renamed a database table, you are not
advised to encrypt the table.
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Figure 4-64 Analysis and suggestions

Analysis Report

Policy Recommendation Suggested Reasons Schema Table Column Excepti

. . doc_dem
This table cannot be encrypted. illegal operation o SYs_user / /* Appl

[

Total 1 items n 15 / page
----End

4.6.6 Sensitive Data Discovery

4.6.6.1 Scanning Sensitive Data in Assets
A sensitive data discovery task automatically obtains sensitive data table

information in data assets.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Sensitive Data Discovery > Sensitive
Data Scanning.

Step 3 Find the target data asset and click Task Configuration. In the Task
Configuration dialog box, set a sensitive data discovery task.

Table 4-15 Parameters for a sensitive data discovery task

Parameter Description

Sample Count Set the number of scanned samples.

Sampling scanning refers to extracting
a certain amount of data from a
dataset for identification. The more
samples, the more accurate the
recognition. The fewer samples, the
faster the scanning speed.

Maximum Number of Threads Set the maximum number of threads
used by a task.

The sensitive data discovery task can
use multiple threads. The more
threads, the higher the scanning
efficiency and the more device
resources.
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Parameter Description
Select Schemas Select the database schema to be
encrypted.

In the Available Schemas area on the
left, select the target mode and click >
to move the mode to the selected
mode.

Select Table After a schema is selected, all tables in
the schema are automatically selected.
If you select only a single schema, you
can adjust the number of tables in the
schema as required.

If some tables do not need to be
scanned, select the target objects in
the selected tables on the right and
click < to move the target objects to
available tables.

Sensitive Data Selection Select an industry template from the
drop-down list. Then, the system scans
the data types set in the template.

The system has built-in common
industry templates. You can also
customize industry templates. For
details, see Adding an Industry
Template.

If you select do not use a template,

manually set the types of data to be
scanned in Data Types to Discover

module.

Data Types to Discover Manually select the types of data to
be scanned.

This parameter is available only when
Sensitive Data Selection is set to no
template.

Step 4 Click Save.

Step 5 Find the target data asset and click () to execute the sensitive data discovery
task. After the execution starts, the system automatically scans and identifies
sensitive data. The scan duration depends on the amount of data to be scanned.
The larger the amount of data, the longer the scan duration. You can view the
scan progress on the page. After the execution is complete, the Task Status is
Scan Finished.

--—-End
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4.6.6.2 Viewing the Execution Result of a Scan Task

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

After a sensitive data discovery task is executed, the system scans and identifies
sensitive data in data assets. You can view the sensitive data in the execution

result.

Log in to a database encryption and access control instance as the sysadmin

user.

In the navigation tree on the left, choose Sensitive Data Discovery > Sensitive

Data Scanning.

(Optional) Set search criteria and click search icon to query specified data assets.

Find the target data asset and click View.

On the scan result page, view all scan results.

Table 4-16 Scan result

Parameter

Description

Data Source

Name of the data asset where sensitive information is
located.

Schema

Mode of sensitive information.

Table

Name of the table or view where sensitive information
is stored.

Table Column Number

Number of columns in a database table.

Encryptable

Whether the database table supports encryption.

Reasons for Not
Encryptable

If the table cannot be encrypted, the system displays
the reason why the table cannot be encrypted.

Sensitive Data
Discovery

Time when sensitive data is discovered.

Figure 4-65 Scan result

Data Source Schema  Table Table Column Number

demo doc_demo  sys_user 8

Encryptable ~ Reasons for Not Encryptable

Sensitive Data Discovery Time

2024-07-26 10:40:05

For a database table, you can click Edit to view the table field information.

As shown in Figure 4-66, the column information and the sensitive data types are
displayed in the Table Field Information. If the scanning result does not match
the actual situation, you can modify the sensitive data type information.
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Figure 4-66 Editing table field information

Edit X
Table Field Information

Column Data Type Field Length  Highest Hit Rate Match Results Sensitive Data Types
user_id BIGINT 20 0% Not Hit None

dept_id BIGINT 20 0% Not Hit None

user_name VARCHAR 720 0% Not Hit None

nick_name VARCHAR 720 0% Not Hit None

user_type VARCHAR 272 0% Not Hit None

email VARCHAR 720 100%  Email: 100% Emal
phonenumber VARCHAR 720 100% Mobile Phone ... Mobile ...

5eX VARCHAR 272 0% Not Hit None

Total 8 items n 15 / page
Cancel

--—-End

4.6.6.3 Creating an Encryption Task in the Result

You can create an encryption task based on the sensitive data discovery result.
This section describes how to create an encryption task in the result.

Before configuring the encryption task, you are advised to perform a simulated
encryption test to check whether any problem occurs during the process. Rectify
the fault.

You can also create an encryption task in data encryption module. For details, see
Configuring an Encryption Task.

Before the encryption, the data table information is plaintext information, as
shown in Figure 4-67.

Figure 4-67 Querying the result before encryption

@| g userid - ‘ 123 deptid ‘ AOC user_name v ‘ RBC nick_name ¥ | RBC user_type v | ABC email - | AEC phonenumber ¥ | ABC sex -
1 103 adminl aa 00 1666666@163.com 15000000000 1
2 105 admin2 aa 00 666666@163.com. 3000000000 1

Prerequisites

Before creating an encryption task, you have created a key.

Creating an Encryption Task

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Sensitive Data Discovery > Sensitive
Data Scan.
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Step 3 On the scan task list page, locate the target data asset and click View.

Step 4 On the scan result page, locate the target database table and click Add
Encryption Task.

Step 5 In the displayed dialog box, set encryption information. Table 4-17 describes the
configuration information.

Table 4-17 Adding an encryption task

Parameter | Description

Data Name of a data asset.

Source

Schema Name of the schema of the asset.

Table Name of the table of an asset.

Encryption | Select an encryption algorithm from the drop-down list.

Algorithm | v can view the supported algorithm types on the Checking the
Encryption Algorithm page.

Verificatio | Select a verification algorithm from the drop-down list.

n . The verification algorithm is used to verify the integrity of

Algorithm | i hortant data. You can view the supported algorithm types on
the Checking the Encryption Algorithm page.

Batch Size | The amount of data processed by each batch of encryption task.

Number of | Number of threads occupied by the encryption task.

Threads

Start Task | If this parameter is selected, the task is automatically started after
being created.
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Figure 4-68 Adding an encryption task

Add Encryption Task

* Data Source:

* Schema:

* Table:

* Encryption Algorithm

# Verification Algorithm

* Batch Size: 1000

Start Task:

* Encryption List

Select  Column

dept_id

demo

doc_demo

sys_user

AES_128

AES_GCM_16

* Number of Threads 1

Data Type Enable Fuzzy Query Remark Information

bigint(20) Department 1D

i‘ \ demo

Data Source Type: MySQL
Data Source Version: 5.7
Data Source Address: 17
Data Source Port:

Host IP:

Host Port:

CPU:

Memory:

Network:
10:

Operating System:

Initialize Table

Step 6 Click the Encryption List tab, select columns to be encrypted, and set whether to
enable fuzzy search.

After encryption, fuzzy search cannot be performed by default. If the following
conditions are met, select Enable Fuzzy Search. Fuzzy search supports % and _.

e The ciphertext is encoded in hexadecimal format and does not support
BASE64 encoding. For details, see Setting Encryption Parameters.

e The field is of the string type (varchar). Other types are not supported.

Figure 4-69 Selecting columns to be encrypted

* Encryption List

Select  Column
user_name
nick_name
user_type
email
phonenumber

sex

Step 7 Click Initialize Table to initialize the data table.

Data Type Enable Fuzzy Query Remark Information
varchar(720) User account
varchar(720) User's nickname
varchar(272) user type(00system
varchar(255) v email

varchar(255) phone number
varchar(272) gender

Network:
0:

Operating System:

Initialize Table
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Step 8 Click Complete.
----End

Upgrade Verification

Step 1 After the encryption task is created, choose Data Encryption > Encryption Task
Management to view and manage the new task.

Step 2 The encryption task is automatically removed after inventory data is encrypted. In
this case, the task is removed, but the system continues to encrypt data.

Figure 4-70 Full encryption mode

Task Name IP Address Port Instance Schema Encrypted Table  Encrypted Column  Creation Time Enable Status Actions

Encrypt-root-MySQL-5.7 172, doc demo  doc demo  sys_user email phonenumber  2024-07-25 13:41:32 Details

Step 3 Query the database table again. The query result is encrypted data, as shown in
Figure 4-71.

Figure 4-71 Encrypted data

I EREEEI st is v | mtwenime v |Menickname v | etwenpe v | mcema w | 8¢ phanenumber |t v

T8 admint a o IECSinT Z¥FBUE ECY ! 16GWSKws 1
105 admini M ® IECSVAnTWLoSIcAWHBNGE TIRGIbesc2YLGIYFIL:  ECTZD/ i/ UcZOM0gqts el NuPHYIDOVIRG= 1

iy

--—-End

4.6.6.4 Creating a Masking Rule in the Result

You can create a masking rule based on the sensitive data discovery result. This
section describes how to create a masking rule in the result.

You can also create masking rules in the dynamic masking module. For details, see
Creating a Masking Rule.

The data table information is plaintext information (data is not encrypted or user
authorization is performed after encryption) before masking, as shown in Figure
4-72.

Figure 4-72 Querying the result before masking

©|12ﬁusel_id hd |123dept_\d - ‘Ratuser_name - ‘Ratnlck_name - ‘Hacuser_typa | ABEC email w | ABc phonenumber v | RBC sex b

1 103 adminl aa 00 1666666@163.com 15000000000 1
2 105 admin2 aa 00 BO6ORGE 163.com 3000000000 1

Creating a Data Masking Rule

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Sensitive Data Discovery > Sensitive
Data Scan.

Step 3 On the scan task list page, locate the target data asset and click View.

Step 4 On the scan result page, locate the target database table and click Add Masking
Rule.
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You can also click Add Desensitization Rules in Batch on the scan result list page
to generate masking rules in batches based on the industry template used for
scanning sensitive data. For details about how to configure an industry template,
see Adding an Industry Template.

Step 5 In the Add Masking Rule dialog box, set masking information, as shown in Table
4-18.

Table 4-18 Adding a masking rule

Parameter | Description

Rule Name | Enter a masking rule name.

Schema Name of the schema of the asset.

Table Table name of an asset.

Name

Masking Configure the masking algorithm in the masking list.
List

Figure 4-73 Adding a masking rule

Add Masking Rule

* Rule Name: | masking_demo
* Schema: doc_demo

* Table: = sys_user

* Masking List

Column Data Type Match Rate Masking Algorithm
email Email 100% Partial Masking
phonenumber Mobile Phone Number — 100% Partial Masking

Cancel Save

Step 6 Click Save.
----End

Upgrade Verification
1. After the masking rule is created, choose Dynamic Data Mask > Data
Masking Policy to view and manage the new masking rule.

2. Use the proxy to query the database table again. The query result is the
masked data, as shown in Figure 4-74.
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Figure 4-74 Masked data

13juserid - ‘ 123dept.id = |RBC user_name ¥ ‘ REC nick_name ¥ | RECuser type ¥ ||REC email | AEC phonenumber ¥ | ABCsex ¥

103 adminl aa o 16***66@163.com  150***+0000 1
2 105 admin2 aa 00 16**66@163.com  130"*+0000 1

4.6.6.5 Adding a User-Defined Data Type

Procedure
Step 1

Step 2

Step 3
Step 4

If the default data types cannot meet service requirements, you can create custom
data types.

Regular expressions are patterns used to match strings, check if a string contains a
certain substring, replace matching substrings, or extract substrings that meet
certain criteria.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation tree on the left, choose Sensitive Data Discovery > Data Type
Management.

On the Data Type List page, click Add Custom Type in the upper right corner.
In the displayed dialog box, configure the custom data type.
You can create user-defined data types by matching Column or Data Content.

e  Matching column

Figure 4-75 Matching column

Add Custom Type bed

* Data Type Name:

address

#* Definition Mode:

(@) Column Data Content

* Column:

address

# Data Type:

Chinese Address

Mote:

address

Cancel Save
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Table 4-19 Matching column

Explanation

Parameter | Description

Data Type Set a custom data type name for further management.

Definition Select a column name.

Mode

Column Enter a keyword or a regular expression.
Note: If a column name contains a keyword or matches a
regular expression, the column name is matched.

Data Type Select the corresponding data type.
Built-in types include numbers, strings, address groups, ID
card numbers, email addresses, ID card numbers, mobile
numbers, and dates.

Data Type Enter the description about the data type.

Matching data content

Figure 4-76 Matching data content

Add Custom Type

*# Data Type:

PhoneNumber

* Definition Mode:

Column (@) Data Content

* Regular Expression:

0?(13[14]15]17]18)[0-91{9}

Data Type Explanation:

Cancel Save
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Table 4-20 Matching data content
Parameter Description
Data Type Set a custom data type name for further management.
Definition Mode | Set Definition Mode to Data Content.
Regular Set the regular expression for matching user-defined
Expression data.
For example, the regular expression of a mobile number
is as follows:
0?(13]14/15|17]18) [0-91{9}
Data Type Enter the description about the data type.
Explanation
Step 5 Click Save.
Then, you can view the added custom data type in the data type list.
Figure 4-77 Custom data type
Step 6 (Optional) Click Test and enter the test data to check whether the custom type

meets the expected result.

--—-End

Related Operations

You can perform the following operations on the data type list page as required.

e Editing a user-defined data type: Click Edit to modify the custom data type.

e Deleting a user-defined data type: Click Delete to delete unused custom data
types.

4.6.6.6 Adding an Industry Template

Procedure

Step 1

Step 2

An industry template is a collection of sensitive data types. You can add multiple
data types (such as vehicle identification number, military certificate number, and
unified social credit code) to an industry template. You can customize an industry
template based on industry characteristics. When executing a sensitive data
discovery task, you can directly reference the industry template.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation tree on the left, choose Sensitive Data Discovery > Industry
Template.
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Step 3 On the Template List page, click Add Industry Template in the upper right
corner.

Step 4 In the displayed dialog box, configure template information, as shown in Table

4-21.

Figure 4-78 Adding a template

Add Industry Template

* Industry Template:

Official_website

Remark:

Sensitive information related to the official website

Security Policy:

% Data Masking Policy

Sensitive Data Selection:

m Select All

Chinese Name(Simplified Chin...

Officer ID Number
B Email
% Mobile Phone Number

Select masking algorithm:

Data Type

Chinese Identity Card Number...
Heng Kong and Macao Pass ..

Postal Code
% Organizational Name

Masking Algorithm

Passport Number

Chinese Address
Landline Telephone Number
Unified Social Credit Code

Cancel Save

Table 4-21 Parameters for configuring a template

Parameter | Description

Industry Set the name of the industry template.

Template

Remarks Description of an industry template.

Security After Data Masking Policy is selected, the industry template

Policy contains the masking policy. You need to select a data masking
algorithm in the lower part.
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Parameter | Description

Sensitive Type of sensitive data contained in a template. The options are as
Data follows:
Selection

e Select All: Select all data types, including built-in data types
and customized data types.

e Built-in data type: built-in data type of the system.
e User-defined data type: Data types manually created by users.

Select Configure a masking algorithm for the selected sensitive data.

Masking When the industry template is called to scan sensitive data and
Algorithm | masking rules are created in batches in the sensitive data
scanning result, you can use the masking algorithm configured.

Step 5 Click Save to add an industry template.
----End

Related Operations

e After the template is created, you can view the new industry template on the
Template List page.

Figure 4-79 Adding template successfully

Industry Template Sensitive Data Types Included Note Palicy Application Actions
Oficial_website Mable Phone Number, Email Senstive information related t.. B Edit | Copy | Delete
Default Template Postal Coce, Passport Numbe... D
Sensitive Information Templat.. Email, Landline Telephone Nu.. - B

D

Sensitive Information Informat... Email, Heng Korg and Maca

e Table 4-22 shows the template management operations.

Table 4-22 Management operations

Operation Description

Click Edit. Modify a custom industry template.

Click Delete. Delete unused custom industry templates.
Click Copy. Quickly copy and modify an industry template.

4.6.7 Data Encryption and Decryption

4.6.7.1 Setting Encryption Parameters

Set ciphertext encoding mode after encryption. The encoding mode can be
hexadecimal or BASE64. If you want to support fuzzy search, the encryption
parameter must be set to hexadecimal format.
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Constraint
You can change the ciphertext encoding mode only when no asset is configured in

the system.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Data Encryption > Encryption
Parameter.

Step 3 On the Encryption Parameter page, you can select Hexadecimal or BASE64 from
the Ciphertext Encoding Mode drop-down list box.

Step 4 The ciphertext of the encryption table is displayed as a hexadecimal or BASE64
string. For example, Figure 4-80.

Figure 4-80 Example of ciphertext in hexadecimal mode

user_id dept_id [user_name nick_name user_type [email phonenumber sex
» 1 103]000072C522716F38D94 3|1 00 000061D80F293773D3B1C40617494 (ool ygeliElyil e TN ELE]
2 10500006 1D8CEFB2B292E4B* & 00 000061D80F69706E9EBDC62E9622BB 00002294792E3776CBE4A9DSI1

--—-End

4.6.7.2 Checking the Encryption Algorithm

After a key is initialized, the system generates the corresponding encryption
algorithm. You can view the encryption algorithms supported by the system on
the View Algorithm page.

Prerequisites

Ensure that the key has been initialized. For details, see section Initializing a Key.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Data Encryption > Algorithm View.
Step 3 On the displayed page, view the algorithm details.
----End

4.6.7.3 Simulated Encryption Test

Before configuring the encryption task, you are advised to perform a simulated
encryption test to check whether the encryption is normal.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.
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Step 2 In the navigation tree, choose Service Test > Simulation Test.
Step 3 Click Add Encryption Test.

Step 4 In the displayed dialog box, configure the test target. For details about the related
parameters, see Table 4-23.

Figure 4-81 Adding an encryption test

Add Encryption Test

N » demo
* Data Source:  demo m

*# Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7

* Table: = sys_user
Data Source Address: 1

* Encryption Algorithm (0:  AES_128 Data Source Port:
Host IP:

* Verification Algorithm (O:  AES_GCM_16
Host Port:

CPU:

Select  Column Data Type Enable Fuzzy Query Remark Information Memory.
dept_id bigint(20) Department ID
user_name varchar(168) User account Network:
nick_name varchar(168) User's nickname 0:
user_type varchar(56) user type(00system user) Operating System:

Save

Table 4-23 Simulation test

Parameter | Description

Data Source | Name of an asset.

Schema Name of the schema of the asset.

Table Table name of an asset.

Encryption Select an encryption algorithm from the drop-down list box.

Algorithm You can view the supported algorithm types on the Checking the
Encryption Algorithm page.

Verification | Select a verification algorithm from the drop-down list.

Algorithm The verification algorithm is used to verify the integrity of
important data. You can view the supported algorithm types on
the Checking the Encryption Algorithm page.

Step 5 Click the Encryption List tab and select the columns to be encrypted.

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 193



Database Security Service (DBSS)

User Guide

4 Database Encryption

Step 6

Step 7

Click Save.

After the test is complete, you can view the test result in the list and click Details
to view the completion status of each node in the encryption process.

After the test is complete, click Delete to delete it.

/A\ CAUTION

If an encryption task needs to be configured after the test, delete the stimulated
encryption test first.

--—-End

4.6.7.4 Configuring an Encryption Task

Prerequisites

Procedure

Step 1
Step 2

Step 3
Step 4

e If you are familiar with the database table structure, add it on the Encryption
Task Management page. After encryption is configured, unauthorized users
can view only the ciphertext when querying the database information.

e If you are not familiar with sensitive data distribution, you can use the
Sensitive Data Discovery function to scan your database, create an
encryption task in the result, and encrypt database tables. For details, see
Creating an Encryption Task in the Result .

Before configuring the encryption task, you are advised to perform a simulation
encryption test to check whether any problem occurs during the process. Rectify
the fault. For details, see Simulated Encryption Test.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation tree on the left, choose Data Encryption > Encryption Task
Management.

Click Add Encryption Task in the upper right corner.
In the displayed dialog box, set encryption information. For details about the

related parameters, see Table 4-24.

Table 4-24 Adding an encrypted task

Parameter | Description

Data Source | Name of an asset.

Name
Schema Name of the schema of the asset.
Table Table name of an asset.
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Parameter

Description

Encryption
Algorithm

Select an encryption algorithm from the drop-down list box.

You can view the supported algorithm types on the Checking the
Encryption Algorithm page.

Verification
Algorithm

Select a verification algorithm from the drop-down list.

The verification algorithm is used to verify the integrity of
important data. You can view the supported algorithm types on
the Checking the Encryption Algorithm page.

Batch Size

Set the amount of data processed of each batch in the
encryption task.

Number of
Threads

Number of threads occupied by the encryption task.

Start Task

If this parameter is selected, the task is automatically started
after being created.

Figure 4-82 Adding an encrypted task

Add Encryption Task
Y d
* Data Source;  demo I\\ eme
* Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
*Table:  sys_user
Data Source Address: 1
* Encryption Algorithm (0:  AES_128 Data Source Port:
Host IP:
* Verification Algorithm (0:  AES_GCM_16
Host Port:
¥ Batch Size: 1000 * Number of Threads 1 CPU:
Memory:
Start Task:
Network:
Select  Column Data Type Enable Fuzzy Query  Remark Information 0:
dept_id bigint(20) Department ID Operating System:

Initialize Table

Step 5 Click the Encryption List tab, select columns to be encrypted, and set whether to
enable fuzzy search.
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Figure 4-83 Selecting encrypted column

* Encryption List Network:

Select  Column Data Type Enable Fuzzy Query Remark Information 0:
user_name varchar(720) User account Operating System:
nick_name varchar(720) User's nickname
user_type varchar(272) user type(00system
V] email varchar(255) [v] email
V] phonenumber  varchar(255) [v] phone number
sex varchar(272) gender

Initialize Table

After encryption, fuzzy search cannot be performed by default. In the following
cases, you can select Enable Fuzzy Query to perform fuzzy search, which supports
% and _ characters.

e The ciphertext is encoded in hexadecimal format and does not support
BASE64 encoding. For details, see Setting Encryption Parameters.

e The field is of the string type, for example, varchar and text. Other types are
not supported.

Step 6 Click Initialize Table to initialize the data table.
Step 7 Click Complete.

Step 8 If Start Task is not selected during the configuration, click @ to start encryption.

If the encryption is interrupted, you can click @ to continue the encryption.

--—-End

Operation Result

e After the encryption task is created, you can view and manage it in the list.
The encryption task is automatically removed after inventory data is
encrypted. In this case, the task is in the Removed state, but the system
continues to encrypt data.

Figure 4-84 Encryption task

Task Name IP Address Port Instance Schema Encrypted Table  Encrypted Column  Creation Time Enable Status Actions

Encrypt-root-MySQL-5.7 172 + docdemo docdemo sys user email,phonenum| ber  2024-07-25 13:41:32 Details

e After the encryption is complete, only encrypted data can be queried by
unauthorized users.

Figure 4-85 Encrypted data

] }qjmj S ideptid v |mcusrname | scnickrame v | mcusecnpe v | mcemst + | aot phonermumber e
e T W0 sdmel " D S TEC q2vFaliz IECOY U TGOWSKwn 1
z 105 adrmind M ] IECHTRnTHL FBUL EC 2 y 1
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Related Operations
In the task list, you can manage encrypted tasks.

e C(lick Details to view Encryption Task State, Task Name, Encrypted Table,
Encrypted Column, and Encryption Algorithm.

e Click Edit to modify information such as Encrypted Column.

4.6.7.5 Managing Authorization

You can grant permissions to clients and database users who access the database
on the Authorization Management page.

The authorization management module supports client and user authorization.
Obtain the intersection of client and user authorization. For details, see
Authorizing Clients and Authorizing Users.

The management authorization example is described as follows:

Table 4-25 Configuration example description

Parameter Example Value

Client IP address range:
Authorization | ¢ 192.168.0.100~192.168.0.120
e 192.168.1.100~192.168.1.120

User The WordPress user can query, add, and modify permissions.
Authorization

The configuration result is as follows:

e A user whose IP address is 192.168.0.105 can view plaintext data when
accessing the database uses WordPress in proxy mode.

e A user whose IP address is 192.168.0.105 can only view encrypted data when
accessing the database uses non-WordPress in proxy mode.

e A user whose IP address is 192.168.3.105 can only view encrypted data when
accessing the database uses WordPress in proxy mode.
Authorizing Clients
Grant permissions to control clients access to database.

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane, choose Data Encryption > Authorization Management.
Step 3 In the data source list, click a data source.

Step 4 Locate the target encrypted database table and click Client Authorization.
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Step 5 In the Client Authorization dialog box, set the client IP address range, time
range, and week range.

Figure 4-86 Client authorization

Client Authorization X
IP Range
196.168.0.100-196.168.0.120 ©
196.168.1.100-196.168.1.120 e®

Time Range:

0o - | 23
Week Range:
Monday - Sunday
Cancel Clear
(O NOTE

e You can set the start IP address and end IP address for an IP address range. You can click
® to add multiple IP address ranges. A maximum of 10 IP address ranges can be set.

e The value ranges from 00 to 23. The value indicates the hour. For example, the value 10
indicates 10:00-10:59, including 10:00 and 10:59. If the time range is set to 08-18, the
time range is 08:00-18:59, including 08:00 and 18:59.

Step 6 Click Save.

--—-End

Authorizing Users
Grant permissions to control user access to database.

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane, choose Data Encryption > Authorization Management.
Step 3 In the data source list, click a data source.
Step 4 Locate the target encrypted database table and click User Authorization.

Step 5 In the displayed dialog box, set the database user to be authorized.
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Figure 4-87 User authorization

User Authorization

User Permission
root Search Add ¥ Edit Delete
root1 Search
mysgl.session Search
mysql.sys Search

Cancel Clear Save

Step 6 Click Save.
----End

4.6.7.6 Simulated Decryption Test

Before configuring a decryption task, you are advised to perform a simulated
decryption test to verify the decryption function.

Prerequisites

The table to be decrypted has been encrypted in the encryption task, that is,
Configuring an Encryption Task has been completed.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree, choose Service Test > Simulation Test.
Step 3 Click Add Decryption Test.
Step 4 In the displayed dialog box, configure the test target.
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Figure 4-88 Adding a decryption test
Add Decryption Test
*Data Source: | demo R\ demo
*Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
*Table:  sys_user
Data Source Address: 1
* Encryption Algorithm (0: | AES 128 Data Source Port:
Host IP:
* Verification Algorithm (0: | AES.GCM_16
Host Port:
Select Column Data Type Remark Information Memory:
dept_id bigint(20) Department ID
Step 5 Click Save.
After the test is complete, you can view the test result in the list and click Details
to view the completion status of each node in the decryption process.
Step 6 After the test is complete, click Delete to delete the simulated decryption test.

If a decryption task needs to be configured after the test, delete the simulated
decryption test first.

--—-End

4.6.7.7 Configuring a Decryption Task

Prerequisites

If the database does not need to be encrypted, you can configure a decryption
task. After decryption is configured, the information in the corresponding database
column changes to the plaintext data.

You can find the target encryption task on the Encryption Task Management
page and click Add to Decryption Task to create a decryption task. You can also
create a decryption task on the Decryption Task Management page.

The following describes how to create a decryption task on the Decryption Task
Management page.

Before configuring the decryption task, you are advised to perform a simulated
decryption test to check whether any problem occurs during decryption. For
details, see Simulated Decryption Test.
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Procedure
Step 1 Log in to a database encryption and access control instance as the sysadmin
user.
Step 2 In the navigation tree on the left, choose Data Encryption > Decryption Task
Management.
Step 3 Click Add Decryption Task in the upper right corner.
Step 4 In the displayed dialog box, set the information about the data to be decrypted.

e The data information includes the data source name, schema name, and table
name. You can select a value from the drop-down list box.

e If no encrypted table exists in the destination database schema, the table
name cannot be selected. In this case, encrypt the table first. For details about
how to encrypt a table, see Configuring an Encryption Task.

Figure 4-89 Adding a decrypted task
Add Decryption Task
* Data Source: | demo m CLiT
*Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
#Table: | sys_user

Data Source Addrass: 1

* Encryption Algorithm (O: | AES_128 Data Source Port:
Haost IP:

* Verification Algorithm (D: | AES_GCM_16
Host Port:

* Batch Size: 1000 * Number of Threads 1 CPU:
Memory:
Start Task: [
Network:
Select Column Data Type Remark Information 10:
dept_id bigint(20) Department ID Operating System:
Complete
Step 5 Select Start Task. After the creation is complete, the decryption task is
automatically started.
Step 6 Click Complete.

After the decryption is complete, the data in the corresponding column of the
database table has been decrypted. The data in the database column is restored
to the plaintext state.

--—-End
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4.6.7.8 Encryption Table Management

For encrypted tables, functions such as Edit Index and Edit Non-encrypted
Column are supported on the web page.

Editing Index

When the data volume is large (for example, more than 10 million rows),
querying encrypted columns is time-consuming. You can add indexes to improve
the efficiency. You can add an index on the database asset or on the system. This
section describes how to add indexes to encrypted columns in the system.

Step 1 Log in to a database encryption and access control system as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Data Encryption > Encryption Table
Management.

Step 3 Choose Data Source > Asset Name.

Step 4 In the list, view the list of encrypted tables. You can search for the target
encrypted table by schema and table name.

Step 5 Find the target encrypted table and click Edit Index. The index list page is
displayed.

Step 6 Click Add Index.

Step 7 In the displayed dialog box, set index parameters. Select a column, set the index
name and index length, and click Preview to view the SQL statement for adding
the index.

Figure 4-90 Adding an index

Add Index

SQL preview

ALTER TABLE "doc_demo’.’sys_user” ADD INDEX

“test’(email” (100) ) USING BTREE
* Select column:

email

* Index Name:

test

Index Length:

100 (scope: 1~3072)

Comments:

Cancel Save
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Step 8 Click Save.
----End

Editing Non-encrypted Column

After database tables in data assets are encrypted, users cannot directly add
columns to the database. You need to fully decrypt the encrypted table before
adding columns. Services on the live network need to be stopped, which greatly
affects user services.

With the function of editing non-encrypted columns, you can add columns
without full decryption. The encrypted table is locked only when is executed,
which has minimized impact on the live network.

(11 NOTE

If you want to modify a large number of columns in an encrypted table, you still need to
decrypt all columns in the encrypted table before modifying them.

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose Data Encryption > Encryption Table
Management.

Step 3 Choose Data Source > Asset Name.

Step 4 In the list, view the list of encrypted tables. You can search for the target
encrypted table by schema and table name.

Step 5 Locate the target encrypted table and click Edit Non-encrypted Column.
Step 6 In the displayed page, click Add Column.

Step 7 In the Add Column dialog box, configure column parameters, including the
Column, Data Type, Non-Null, Default Value, and Column Length. Click
Preview to view the SQL statement for adding a column.

(11 NOTE

The default value cannot contain single or double quotation marks.
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Figure 4-91 Adding a column

Add Column

SQL preview

ALTER TABLE "doc_demo’.’sys_user” ADD COLUMMN

‘name” VARCHAR (100) DEFAULT 'name’ NULL
# Column:

name

* Data Type:

VARCHAR

Non-Null:

True (@) False

Default Value

‘name’

Column Length:

100

Comments:

Step 8 Click Save.
----End

4.6.7.9 Rolling Back the Table Structure

After the database table is initialized, the system modifies the table structure. You
are advised to roll back the table structure if the table needs to restored to the
original state.

Scenario: After the database table is initialized and before encryption, you need to
manually roll back the table structure to the original state.
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Figure 4-92 Initializing a table
Add Encryption Task
* Data Source:  demo E \ ema
*Schema:  doc_demo Data Source Type: MySQL
Data Source Version: 5.7
* Table:  sys_user

Data Source Address: 1’

* Encryption Algorithm (0:  AES_128 Data Source Port:
Host IP:

* Verification Algorithm (0:  AES_GCM_16
Host Port:
* Batch Size: | 1000 * Number of Threads 1 CPU:
Memory:
Start Task:
* Encryption List Network:
Column Data Type Enable Fuzzy Query Remark Information 10:
dept_id bigint(20) Department ID Operating System:
Initialize Table
Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin

Step 2 In the navigation tree on the left, choose Data Encryption > Rollback Table
Structure.

Step 3 Click Data Source and select the asset name and pattern name, as shown in
Figure 4-93.
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Figure 4-93 Selecting a mode

Data Source

* demo

doc_demo

v POSTGRESCQL_94 48859 4...

Step 4 In the list, select a database table and click Check Associate Task.
Step 5 Click Restore Table Structure.
Step 6 Click Restore Column.

After all tables in the data asset are rolled back, you can go to the data source
management page and perform operations such as deleting the data asset.

--—-End

4.6.7.10 Installing the Bypass Plug-in

If a single point of failure (SPOF) occurs after data encryption, the ciphertext
restoration tool takes a long time to decrypt a large amount of data. In this
scenario, the bypass plug-in can be used to encrypt and decrypt customers'
ciphertext data in real time when a single point of failure (SPOF) occurs on the
encryption device, ensuring quick service recovery.

You are advised to deploy the bypass plug-in in advance to cope with single points
of failure (SPOFs) on encryption devices.

Constraint
e MySQL database is supported.

e The escape plug-in can be installed only in the JRE 8 or later and Linux x86
environment.

Plug-in Status

The plug-in is deployed on the customer's application system. The plug-in can be
in any of the following states:

e online: The plug-in is in the ready state. The status can be detected through
heartbeat messages. The encryption system periodically pushes the
corresponding encryption configuration and key file to the plug-in. Wait until
the encryption system is faulty and then switch to the active state.
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e bypass: The plug-in is activated and in normal state. The plug-in has detected
that the encryption system is abnormal. The plug-in starts to work, modifies
the application connection from the gateway proxy to the directly connected
database, and encrypts and decrypts the data in the JDBC request.
When the application is connected to the gateway encryption proxy address
and the application cannot communicate with the gateway encryption proxy
address, the plug-in switches to the bypass state.
Procedure
Step 1 Log in to database encryption and access control.
Step 2 In the navigation tree on the left, choose Data Encryption > Bypass.
Step 3 Click Plug-in Download in the upper right corner of the page to download the
plug-in package gde-agent.tar.gz.
Step 4 After the plug-in is downloaded, install the plug-in based on the deployment

scenario of the customer's application system.

--—-End

Operation Results

After the plug-in is installed, the plug-in information is displayed in the plug-in
list. If a single point of failure occurs on the encryption device, the plug-in starts to
work.

4.6.7.11 Querying Application Access Records

Prerequisites

Procedure

Step 1
Step 2

Step 3

After an application accesses the database through a proxy, the system
automatically records the access. The administrator can periodically check and
audit the access record list.

The device records only the information about the application's access to the
database through a proxy.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation tree on the left, choose Data Encryption > Application Access
Logs. The Access Records List page is displayed.

In the access record list, view the application access information, including the
data source name, data source IP address, proxy IP address, and application IP
address.

You can set the asset type and name to filter access records.

--—-End

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 207



Database Security Service (DBSS)
User Guide 4 Database Encryption

4.6.8 Dynamic Data Masking

4.6.8.1 Adding a Custom Masking Algorithm

The system provides multiple algorithms for sensitive data masking. You can
create a custom masking algorithm if the existing algorithms cannot meet your
requirements.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose Dynamic Data Mask > Desensitization
Algorithm.

Step 3 On the Data Masking Algorithm List page, click Add Custom Algorithm in the
upper right corner.

Step 4 Configure the parameters in the displayed dialog box.
Figure 4-94 Adding a custom algorithm

Add Custom Algorithm X

* Algorithm Mame:

Email

* Associated Data Type:

Email

Algorithm Type:

(®) String
Retain Before O Character Retain After| & Character

* Masking Symbol:

*

Mote:

Cancel Save
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Table 4-26 Adding a custom algorithm

Parameter Description

Algorithm Set a custom algorithm name for further management.

Name

Associated Select the type of the sensitive data to be associated with the
Data Type algorithm.

Algorithm Set the number of retained characters at the beginning and the
Type end of the string.

Masking Select the symbol used for masking.

Symbol

Algorithm Enter the description about the algorithm.

Description

Step 5 Click Save.

Then, you can view the added custom masking algorithm in the data type list.

Figure 4-95 Custom masking algorithm

Algorithm Name Algorithm Property Data Type Data Masking Type Note Actions

Email-Email Custom Algorithm Email Data Masking - Edit  Delete

--—-End

Related Operations

You can perform the following operations on the Data Masking Algorithm List
page:

e Editing: Locate the target algorithm and click Edit in the Actions column.

e Deleting: Locate the target algorithm and click Delete in the Actions column.

4.6.8.2 Creating a Data Masking Rule

You can create a masking rule for the plaintext data in the database to ensure
security.

e If you are familiar with the database table structure, add a data masking rule
on the Data Masking Policy page. After the rule is created, users who are not
in the whitelist can view only masked data when querying database
information.

e If you are not familiar with the sensitive data distribution, scan your database
by referring to Sensitive Data Discovery. Then, create a masking rule in the
result. For details, see Creating a Masking Rule in the Result.

If the data in the data table is encrypted and also masked, the following will occur
based on different scenarios:
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e If the user is authorized, the masked data is returned.
e If the user is not authorized, the ciphertext data which is not masked is
returned.
Procedure
Step 1 Log in to a database encryption and access control instance as the sysadmin
user.
Step 2 In the navigation pane on the left, choose Dynamic Data Mask > Data Masking
Policy.
Step 3 Choose Data Type > Asset Name.
Figure 4-96 Selecting a data source
» W MySQL
demo
» & Qracle
» W PostgreSQL
Step 4 On the masking rule list page of the target data source, click Add Custom Rule.
Step 5 In the displayed Add Masking Rule dialog box, configure the parameters. Table

4-27 lists the parameters.

Table 4-27 Adding a masking rule

Parameter | Description

Rule Name | Set a masking rule name.

Schema Select a data asset mode.
Table Select a data asset table.
Column Select the column to be masked.

For details about supported algorithm types, see Checking the
Encryption Algorithm.

Data Type Select the data type of the selected column.

You can add a custom data type. For details, see Adding a User-
Defined Data Type.

Masking Select the masking rule to be used.

Rule You can add a custom masking rule. For details, see Adding a

Custom Masking Algorithm.
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Figure 4-97 Adding a masking rule

Add Masking Rule

* Rule Name:

masking_test

*# Schema:

doc_demo

# Table:

SYs_user

* Column:

email

* Data Type:

Email

* Algorithm Type:

Partial Masking

Step 6 Click Save.
----End

Operation Result

Cancel

Save

e You can view and manage the created masking rule in the masking rule list.
The created masking rule is enabled automatically.

Figure 4-98 Masking rule
Rule Name Data Source

masking_test demo

Masking Algo... Enable/Disable Actions

Partial Masking @D Edit  Delete

e After the data is masked, users who are not in the whitelist can view only

masked data when querying the plaintext data.

Figure 4-99 Masked data

IHuserid v ‘123 deptid ¥ ‘natu;er_name v ‘ At nick_name ¥ ‘aatu;er_type v

AEC email v

Aot phonenumber ¥ | Attsexr ¥

I

2

Related Operations

You can manage the masking rules as follows:

16"*66@163.com

16"*66@163.com

15000000000 1
13000000000 1

e Enabling or disabling: Locate the target rule and click the button in the

Enable/Disable column.
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e Editing: Locate the target rule and click Edit in the Actions column.
e Deleting: Locate the target rule and click Delete in the Actions column.

e Batch operations: Select the target rules and choose batch enabling, disabling,
or delete from the Bulk Actions drop-down list.

4.6.8.3 Configuring a Data Masking Allowlist

Procedure

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

You can add an allowlist on the Allowlist page by configuring Database
Username, IP Range, Start Time, and End Date. The relationship between the
parameters is AND. If multiple parameters are configured, only those who meet all
conditions are added to the allowlist. Users in the allowlist can view the unmasked
plaintext data.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation pane on the left, choose Dynamic Data Mask > Data Masking
Policy.

Choose Data Type > Asset Name.

Figure 4-100 Data source

v I:'m? s Il ';'S QL

demo

v B Oracle

» W PostgreSQL

In the masking rule list, locate the target data source and click Allowlist Rule.
On the Allowlist page, click Add Allowlist.

Configure the parameters in the displayed Add Allowlist dialog box. Table 4-28
describes the parameters.

The relationship between the parameters is AND. If multiple parameters are
configured, only those who meet all conditions are added to the allowlist.

Table 4-28 Adding an allowlist

Parameter Description

Data Source Data source name

Database Database username to be added to the allowlist
Username
IP Range IP addresses to be added to the allowlist
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Parameter Description

Authorization | Time when the allowlist starts to take effect
Start Time

Authorization | Time when the allowlist stops to take effect
End Time

Allowlist Rule | e All Rules: All masking rules are added to the allowlist.

e Specify Rules: Only specified rules are added to the
allowlist.

Figure 4-101 Adding an allowlist

Add Allowlist

Data Source:

demao

Database Username:

root

IP Range:

Start Time:

2024-07-25 00:00:00

End Date:

2024-08-25 00:00:00

Allowlist Rule:

(@) All Rules Specify Rules

Cancel Sawve

Step 7 Click Save.
----End

4.6.9 Key Management

4.6.9.1 Updating a Data Source Key

You can manually or periodically update a data source key (DSK) to ensure service
security.
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Prerequisites

The key has been initialized. For details, see Initializing a Key.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose Key Management > Key
Configuration.

Step 3 In the Key Update area, edit a periodic update task or update the DSK now.

Figure 4-102 Key update

Key Update

Step 4 To manually update the DSK, perform the following operations:

1. Click Update Key Now.

2. In the displayed Password Verification dialog box, enter the security
password, and click Confirm.

Step 5 To periodically update the DSK, perform the following operations:

1. Click Edit next to Periodic Update Key.

2. In the displayed Modify Key Update Cycle dialog box, configure the update
time. Table 4-29 describes the parameters.

Table 4-29 Configuring key update cycle

Paramete | Description
r

Update Key update period. The options are as follows:
Cycle - None: No periodic updates are performed.

- Daily: The data is updated once a day.

- Weekly: The data is updated once a week.

- Monthly: The data is updated once a month.

Update Configure the key update time based on the key update period.
Time

Step 6 Click Save.

--—-End
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Follow-up Operations

After the DSK is updated, the system destroys the original DSK and generates a
new DSK. You can view the key changing status by referring to Viewing Key
Details.

4.6.9.2 Interconnecting with KMS

Procedure

Step 1

Step 2

Step 3
Step 4

You can obtain the key sources from Key Management Service (KMS). Currently,
Huawei Cloud is supported.

KMS is a cryptographic platform that provides key management services for third-
party cryptographic applications.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation pane on the left, choose Key Management > KMS
Management.

Click the Huawei Cloud tab.
Configure the parameters for interconnecting with KMS. For details, see Table
4-30.

Table 4-30 Parameters

Parameter Description

Region Region of Huawei Cloud. You can obtain it from the URL of the
KMS console, as shown in Figure 4-103.

Username IAM username

User Password | IAM user password

Primary User IAM tenant name, that is, the account to which the IAM user
Account belongs.
Key Name Alias of the KMS key

Figure 4-103 KMS console parameters

€ G B russ/icomsolahuaecoudcomdon/Tsgenad-as3iec088S3ASI 1SS s o520e8region o Ahlocale—en v
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Step 5
Step 6

Click Connection Test.
After KMS is interconnected, click Save.

--—-End

Follow-up Operations

After the configuration, you can select it by clicking KEY_Service when initializing
a key. For details, see Initializing a Key.

4.6.9.3 Viewing Key Details

Procedure

Step 1

Step 2
Step 3

The system records information such as the ID and type of the created key.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation pane on the left, choose Key Management > Viewing Keys.

Search for and view the key information.

Figure 4-104 Viewing key details
Viewing Keys
Al Al Key Generation Time Al C®
KeyID Key Type Key Source Key Length Key Status ey Assocations Key Generation Time Key Destruction Time
% DEK DEW 128-bi o nffect MECL 2040830 174540

U DEK DW 128t ¢ InEffec ML 240830 74540

18 DEK DW 1284t « nEfft WyscL 240830 74540

----End

4.6.10 System Management

4.6.10.1 Creating an Account

Procedure
Step 1

By default, the system creates the system administrator sysadmin, audit
administrator audadmin, and security administrator secadmin for an account. If
multiple employees need to use the system, create separate accounts for each
employee for easier management.

The permissions of an account depend on the role. The system creates the system
administrator, audit administrator, and security administrator for a role.

Log in to a database encryption and access control instance as the sysadmin
user.
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Step 2 In the navigation pane on the left, choose System Management > Account
Management.

Step 3 Click Create Account in the upper right corner.
Step 4 Configure the parameters in the displayed dialog box. Table 4-31 describes the

parameters.

Figure 4-105 Creating an account

Create Account

* Account:

* Password:

* Confirm Password:

Phone Number:

Email:

Account Validity Period:

Note:

tesgrr

test

Audit Administrator

13888888887

gh5j7j@qgq.com

(®) Permanent Custom

test_admin

Submit for Review

Table 4-31 Creating an account

Parameter | Description

Account Enter the username.

Password/ | Set and confirm the password.

Confirm Change the password upon the first login and periodically update
Password | the password to avoid information breach.

User Set the user.
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Parameter | Description

Role Select a role from the drop-down list.
e Security Administrator

e Audit Administrator

e System Administrator

Phone Enter the phone number.

Number

Email Enter the email address.

Account Select a validity period.

Val!dlty e Permanent: The account is permanently valid.
Period

e Custom: The account is valid until the configured expiration
date.

Time Limit | @ This parameter is available when you set Service lifetime to
Define The Deadline.

e The account is available after being created and becomes
invalid after the expiration time. Then, the account cannot be
used to log in to the system.

Note Enter the description about the account.

Step 5 Click Submit for Review.

Step 6 Locate the created account in the list and enable it.

(1 NOTE

The created account is not reviewed. After it is reviewed, you can use it to log in to the
system. For details, see Reviewing an Account.

--—-End

Related Operations

You can manage the account as described in the following table.

Table 4-32 Management operations

Operation Description

Clicking Edit Edit the account information.

Clicking Delete | Delete accounts that are no longer used.

Clicking Enable | Enable an account.

Clicking Disable an account. After the account is disabled, it cannot be
Disable used to log in to the system.
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Operation Description

Clicking Reset [ Set password, which must meet the password requirements.
Password

4.6.10.2 Organization Management

You can manage the organization and the members in it on the Organization
Management page.

4.6.10.2.1 Creating an Organization

An organization can manage the members in it. Create an organization as needed
for better management.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System Management > Organization
Management.

Step 3 Click Add Organization on the left.

Step 4 Configure the parameters in the displayed dialog box.
Figure 4-106 Parameters for adding an organization
Add Organization
* Organization Name:  Development
* Organization ID: | 009

* Parent Organization: =~ No Parent Organization

Cancel Confirm

Table 4-33 Parameters for adding an organization

Parameter Description
Organization Set the organization name.
Name

Organization ID | Set the internal code.
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Parameter Description

Parent Choose the parent department from the drop-down list.

Organization If this parameter is not configured, the created organization

is the level-1 department by default.

Step 5 Click Confirm.

--—-End

4.6.10.2.2 Creating a Member

You can add members for better management. Create members based on the
personnel management requirements of the company.

Prerequisites

An organization has been created for member management. For details, see
Creating an Organization.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System Management > Organization
Management.

Step 3 Click Add Member.

Step 4 Configure the parameters in the displayed dialog box.

Figure 4-107 Parameters for adding a member

Add Member

* Member Name: | lili

* Member ID: | 215
* Belongs to Organization: | test
Bind Account: | systest
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Table 4-34 Parameters for adding a member

Parameter Description
Member Set the member name.
Name

Member ID Set the ID. Use information that can identify the employee,
such as employee ID.

The ID must be unique.

Belongs to Choose the organization from the drop-down list.
Organization

Bind Account | Select the target member account from the drop-down list.

Step 5 Click Confirm. You can view the added member on the organization page.

--—-End

Related Operations

You can manage the member as described in the following table.

Table 4-35 Management operations

Operation Description
Click Edit. Edit member details.
Click Delete. Delete members that do not need to be managed.

4.6.10.3 System O&M

4.6.10.3.1 Viewing the System Monitoring

You can easily troubleshoot issues by viewing the device status and monitoring the
system's resource usage.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System Management > System O&M.
Step 3 Click the System Monitoring tab.

Step 4 On the displayed page, view real-time and historical information about your
system's performance, including CPU utilization, memory utilization, disk read and
write speed, and NIC throughput. You can also see current disk partitions and the
status of critical services.
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Figure 4-108 Basic device indicator monitoring

Basic Indicator Monitoring

Table 4-36 Parameter descriptions

Parameter

Description

Hardware

Displays system hardware details, including CPU, memory,
and disk specifications and usage.

CPU Utilization

Displays CPU usage over the past hour, current day, or a
custom time period selected by the user.

Memory
Utilization

Displays memory usage over the past hour, current day, or
a custom time period selected by the user.

Disk Read and
Write Speed

Displays displays changes in disk read/write speeds over
the last hour, current day, or a custom time period selected
by the user.

NIC Throughput

Displays network interface card (NIC) throughput for the
past hour, current day, or a custom time period selected by
the user.

Disk Partition
Usage

Displays the status and usage of each partition.

Critical Service
Monitoring

Displays the running status and resource usage of critical
services.

Step 5 (Optional) You can restart the service and restart or disable the device in the

upper right corner.

/A\ CAUTION

These operations will affect the running of asset management services. Perform
the operations during off-peak hours.

--—-End

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 222



Database Security Service (DBSS)

User Guide

4 Database Encryption

4.6.10.3.2 System Diagnosis

Procedure

Step 1

Step 2

Step 3

Step 4

View the resources, such as CPU, memory, disk, and NIC.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation pane, choose System Management > System O&M. Click
System Diagnostics.

Select the service to be diagnosed from the Diagnose Command drop-down list.
The diagnosis items include the CPU, memory, disk, NIC, and ping.
Click Execute.

--—-End

4.6.10.3.3 Log Collection

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

On the one-click collection page, you can set the default log level and collect
background logs to facilitate troubleshooting.

Log in to a database encryption and access control instance as the sysadmin
user.

In the navigation pane, choose System Management > System O&M. Click
System Diagnostics > One-click Collect.

Click Start Collecting.
Click Complete Reproduction to wait for the report to be generated.

In the History area, select Download from the Operation drop-down list and
provide the downloaded file to related personnel.

Figure 4-109 Log collection

> Reproduce The Issue < Generate Report

Start Collecting

| History (ast 5 times)

Generate Time File Name Actions

2024-09-1C 10:39:22 172.16.46.61.202409" 0103845 zip

--—-End
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4.6.10.3.4 System Cleanup

Automatically Clearing Business Data

Step 1 Log in to a database encryption and access control instance as the sysadmin

user.

Step 2 In the navigation pane on the left, choose System Management > System O&M

> System Clean.

Step 3 In the Auto Cleanup area, click Set next to Auto Cleanup. In the dialog box that
is displayed, set the parameters for automatically clearing service data.

Figure 4-110 Setting automatic cleanup

Auto Cleanup

* Cleanup Content: Equipment Log

# Cleanup Strategy: Data disk space usage exceeds

Data disk space usage is less than

threshold

Retention Time Limit: | 180 days

Table 4-37 Parameter description

50 % of the minimum

% of the threshold

Parameter

Description

Retention time limit

Sets the automatic cleanup time for
timed-out business data.

Maximum threshold for data disk
space

Sets the maximum threshold for data
disk space. When the disk space usage
of the mount point where business
data is located exceeds the threshold,
an alarm will be triggered and data
will be automatically cleaned up.

Minimum threshold for data disk
space

Sets the minimum threshold for data
disk space. When the disk space usage
of the mount point where business
data is located is below the threshold,
data cleanup will be stopped.
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(11 NOTE

The cleanup based on timeout and the cleanup based on storage threshold are independent
of each other, and either one can trigger automatic data cleanup.

Step 4 Click OK.

Step 5 Click to enable automatic cleanup.

--—-End

Manually Clearing Business Data

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System Management > System O&M
> System Clean.

Step 3 In the Manual Cleanup area, set the date and content to be cleaned, and click
Cleanup.

--—-End

4.6.10.4 View Message Notifications

On the Message Center page, you can view system notifications and alarms,
configure the message type, template, and recipient roles.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation pane on the left, choose System O&M > Message Notice.

Step 3 View the notifications and alarms in the All, Notification, Alarm, To-do, and
Other tabs.

Figure 4-111 Message center

Login Alarm

--—-End

4.6.10.5 System Settings

4.6.10.5.1 General Settings

You can switch the default system language between Chinese and English on the
General Settings page.
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Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > System
Settings.

Step 3 Click the General Settings tab.

Step 4 Select a language (Chinese or English) from the Default Language drop-down list
box.

--—-End

4.6.10.5.2 Time Settings

The system enables you to either manually adjust the server time or synchronize it
with the network time.

Adjusting or synchronizing the time may invalidate the current browser session.
After making changes, please log in to the web console again.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > System
Settings.

Step 3 Click the Time Settings tab.

Step 4 To manually change the system time, perform the following steps:

Figure 4-112 Manually changing the system time

Current Time: 2025-02-25 14:54:06
Setting System Time Automatic Setting  (®) Manual Setting
# Set Date and Time

Save Restore Default

1. Click the drop-down list box of Set Date and Time. In the dialog box that is
displayed, select the date and time, and click OK.

2. Click Save. The message "Please restart the service after modifying the
system time, otherwise some functions will not take effect." is displayed. Click
Confirm. The system time is changed.
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Step 5 To automatically set the system time, perform the following steps:

Figure 4-113 Automatically setting the system time

Current Time: 2025-02-25 14:54:06
Setting System Time: (8) Automatic Setting hManual Setting
* NTP Server

Save Restore Default

1.  Enter the IP address or domain name of the time server in the NTP Server
text box.

2. Click Save. The message "Are you sure you want to change it?" is displayed.
Click Confirm. The system time is changed.

--—-End

4.6.10.5.3 Alarm Settings

You can set the trigger value, severity level, and notification frequency.

Procedure

Step 1 Log in to a database encryption and access control instance as the sysadmin
user.

Step 2 In the navigation tree on the left, choose System Management > System
Settings.

Step 3 Click the Alarm Settings tab.

Step 4 Click Edit of the alarm to be modified. In the displayed dialog box, modify the
Threshold Value, Level, and Frequency of the alarm.

Step 5 Click Confirm.

----End
4.7 Security Administrator Operation Guide

4.7.1 System Management
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4.7.1.1 Viewing a Role
By default, the system creates roles such as the system administrator, audit

administrator, and security administrator.

Procedure

Step 1 Log in to a database encryption and access control instance as the secadmin
user.

Step 2 In the navigation pane on the left, choose System Management > Role
Management.

Step 3 View the built-in roles, as shown in Figure 4-114.

Figure 4-114 Viewing the roles

Role L

--—-End

4.7.1.2 Reviewing an Account

After an account is created, it is available only after being approved by the
security administrator. You can choose Manual Review or Automatic Review.

By default, the security administrator needs to review the account manually.

Figure 4-115 Automatic review

Are you sure you want to enable automatic
review?

Cance Confirm

Prerequisites

An account has been created.

Procedure

Step 1 Log in to a database encryption and access control instance as the secadmin
user.

Step 2 In the navigation pane on the left, choose System Management > Account
Review.
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Step 3 Locate the target account and click Approve.

Step 4

Click Confirm.

--—-End

4.7.1.3 Configuring Security Settings

Procedure

To ensure system security, the security administrator can configure the security

settings of platform login, account, and network access.

Step 1 Log in to a database encryption and access control instance as the secadmin

Step 2

Step 3

user.

In the navigation tree on the left, choose System Management > System

Settings.

In the Platform Login Security Settings area, configure the parameters.

Figure 4-116 Platform login security settings

Platform Login Security Settings

Two-factor Security Authentication

Within | 5 minutes, if a user attempts to log in incorrectly forupto | 5

times, account and client IP will be locked for | 10

minutes (The account and IP will be locked again if login attempts continue to fail after unlocking).

@ Password Password and USBKey

Table 4-38 Parameters of platform login security settings

Parameter Description

Security HTTPS security mode is supported with updatable certificates.
Management

Mode

Image e You can choose whether to enable this function.
Verification e Once enabled, an image verification code is required for
Code system login to prevent brute-force attacks.

Idle Timeout Set the automatic logout interval.

Logout

Multi-terminal
Login

You can choose whether to enable this function.
e Yes: An account can be logged in at different places.
e No: An account cannot be logged in at different places.
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Parameter Description

Login Security | ® You can choose whether to enable this function to prevent
Policy brute-force attacks.

e For example, if the login information is incorrect for three
consecutive times within 3 minutes, the account is locked
for 5 minutes.

Two-factor Configure the login authentication mode.
Security

o e Password: Only password is required for login.
Authentication

e Password and USBKey: You need to enter the password
and insert the USBKey with the certificate to the device.

Step 4 In the Account and Password Security Settings area, set the password validity
period.

Step 5 In the Network Access Security Settings area, set the access restrictions.

Figure 4-117 Network access security settings

Network Access Security Settings

Login IP Address Limit: (®) Allow all IP Addresses Allow Specific IP Addresses
Network Permission Configuration: Disable ICMP Probing Disable S5H Login

HOST Proxy Allowlist:

autoadd (@D

Table 4-39 Parameters of network access security settings

Parameter Description

Login IP Address Whether to restrict the access source.

Limit e Accept All IP Addresses: All IP addresses can access the
system.

e Allow Specific IP Addresses: Only IP addresses in the
allowlist can access the console of database encryption
and access control.

Allowed Login IP | Enter the allowed IP addresses and separate them with line
Addresses breaks.
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Parameter

Description

Network
Permission
Configuration

You choose whether to disable ICMP probing and SSH

login.

e Disable ICMP Probing: If you enable this function, other
devices cannot ping the system.

e Disable SSH Login: SSH login is disabled.

NOTE
If Disable SSH Login is enabled, O&M engineers cannot access the
server background through SSH.

Host Proxy
Whitelist

Enter the host proxy whitelist. The value can be an IP
address or a domain name.

Step 6 Click Confirm.

--—-End

4.8 Operation Guide for Audit Administrators

4.8.1 Viewing System Operation Logs

The system stores all operation records. The audit administrator can periodically
check the system logs to ensure system security and compliance.

Procedure

Step 1 Log in to a database encryption and access control system as the audadmin

user.

Step 2 In the navigation pane on the left, choose Log Management > Device Logs.

Step 3 (Optional) Set the filtering criteria and search for the related audit logs.

Figure 4-118 Search settings

Step 4 View the logs in the list.

--—-End

4.8.2 Viewing System Device Logs

The system stores all device messages. The audit administrator can periodically
check the device logs to ensure system security and compliance.
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Procedure

Step 1 Log in to a database encryption and access control system as the audadmin
user.

Step 2 In the navigation pane on the left, choose Log Management > Device Logs.

Step 3 (Optional) Set the filtering criteria and search for the related device logs.

Figure 4-119 Setting filter criteria

Step 4 View the logs in the list.
----End
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5 Monitoring

5.1 DBSS Monitored Metrics

Description
This section describes monitored metrics reported by DBSS to Cloud Eye as well as
their namespaces and dimensions. You can use console or APIs provided by Cloud
Eye to query the metrics of the monitored objects and alarms generated for DBSS.
Namespace
SYS.DBSS
(10 NOTE

A namespace is an abstract collection of resources and objects. Multiple namespaces can be
created in a single cluster with the data isolated from each other. This enables namespaces
to share the same cluster services without affecting each other.
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Metrics
Table 5-1 DBSS metrics
Met | Met | Description Value | Un | Nu | Di | Monitored | Monito
ric | ric Range | it | mb | me | Object ring
ID Na er | nsi Interva
me Sys | on l (Raw
te Data)
m
cpu | CPU | CPU consumed | 0to % | N/ | aud | Database 1
_util | Usa | by the 100% A it.i | audit minute
ge monitored Value d instance
object type:
Unit: % Float
Collection
method: 100%
minus idle CPU
usage
percentage
me | Me | Memory usage | O to % | N/ | aud | Database 1
m_u | mor | of the 100% A it.i | audit minute
til y monitored Value d instance
Usa | object type:
9¢ | uUnit: % Float
Collection
method: 100%
minus idle
memory
percentage
disk | Disk | Disk usage of 0to % | N/ | aud | Database 1
_util | usag | the monitored 100% A it.i | audit minute
e object Value d instance
Unit: % type:
Collection Float
method: 100%
minus idle disk
space
percentage
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Met | Met | Description Value | Un | Nu | Di Monitored | Monito
ric | ric Range | it | mb | me | Object ring
ID Na er | nsi Interva

me Sys | on l (Raw
te Data)
m
hx_ | Prot | The process 0/1 N/ | N/ | - Database 1
proc | ecte | status of a e 0 |A |A audit minute
ess |d protected The instance
stat | Insta | instance. pro
us nce NOTE ces
Proc This protected s
ess instance is no stat
Stat longer
us maintained. ili‘s
abn
or
ma
L.
o 1:
The
pro
ces
S
stat
us
is
nor
ma
L.
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Met | Met | Description Value | Un | Nu | Di Monitored | Monito
ric | ric Range | it | mb | me | Object ring
ID Na er | nsi Interva

me Sys | on l (Raw
te Data)
m
hx_ | Prot | The port status | 0/1 N/ | N/ | - Database 1
port | ecte | of a protected e O A |A audit minute
_sta | d instance. The instance
ts Insta | NOTE por
nce This protected t
Port instance is no stat
Stat lon.ger. us
us maintained. ic
abn
or
ma
L.
o 1:
The
por
t
stat
us
is
nor
ma
L.
hx_ | Prot | The number of | =0 Co [N/ |- Database 1
prox | ecte | agents of a un | A audit minute
y.n |d protected t instance
um | Insta | instance.
nce | NOTE
Age This protected
nts instance is no
longer
maintained.
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Met | Met | Description Value | Un | Nu | Di Monitored | Monito
ric | ric Range | it | mb | me | Object ring
ID Na er | nsi Interva

me Sys | on l (Raw
te Data)
m
hx_ | Prot | The agent 0/1 N/ | N/ | - Database 1
prox | ecte | status of a e 0 |A |A audit minute
y_st |d protected The instance
atus | Insta | instance. age
NC€ | NOTE nt
Age This protected stat
nt instance is no us
Stat longer i
us maintained.
abn
or
ma
L.
o 1:
The
age
nt
stat
us
is
nor
ma
L.
hx_ | Que | The number of | =0 Co [N/ |- Database 1
gps | ries | queries per un | A audit minute
per | second on the t/s instance
Seco | instance.
nd | NOTE
This protected
instance is no
longer
maintained.
hx_r | Req | The number of | =0 Co [N/ |- Database 1
ps uest | requests per un | A audit minute
s per | second on the t/s instance
Seco | instance.
nd | NOTE
This protected
instance is no
longer
maintained.
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Met | Met | Description Value | Un | Nu | Di Monitored | Monito
ric | ric Range | it | mb | me | Object ring
ID Na er | nsi Interva

me Sys | on l (Raw
te Data)
m
hx_ | Prot | The number of | >0 Co [N/ |- Database 1
acti | ecte | active un | A audit minute
ve c |d connections of a t instance

onn | Insta | protected
ecti | nce | instance.
ons_ | Acti | NOTE

nu ve This protected
m Con instance is no
necti longer
ons maintained.
Dimension
Key Value
audit_id Audit instance ID.
You can obtain the value by referring to Querying Audit
Instances.

5.2 Configuring Alarm Monitoring Rules

You can set DBSS alarm rules to customize the monitored objects and notification
policies, and set parameters such as the alarm rule name, monitored object,
metric, threshold, monitoring scope, and whether to send notifications. This helps
you learn the database security status in a timely manner.

Prerequisites

Purchase database audit by referring to Purchasing DBSS.

Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page and choose Management &
Governance > Cloud Eye.

Step 3 In the navigation pane on the left, choose Alarm Management > Alarm Rules.
Step 4 In the upper right corner of the page, click Create Alarm Rule.

Step 5 Set the alarm rule name.
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Figure 5-1 Setting the alarm rule name

# Name alarm-phijg

Description

0/256

Step 6 Select Metric for Alarm Type, select DBSS from the Cloud Product drop-down
list, and set the Resource Level, Monitoring Scope, Method, Template, Alarm
Notification, Notification Recipient, and Notification Policies, as shown in
Figure 5-2.

Figure 5-2 Configuring a DBSS alarm monitoring rule

# Alarm Type m Event
# Cloud product Elastic Cloud Server - ECSs v
# Resourcs Level (5 [T LD Specific dmension

# Monitoring Scope All resources Resource groups Specific resources

An alarm will be triggered anytime a resource, including resources that will be purchased, in this dimension meets the alarm rule

Select Resources to Exclude

# Method Associate template Configure manually

After an associated template is modified, the policies contained in this alarm rule to be created will be modified accordingly

# Template v C} Create Custom Template

Alarm Notification

]

# Mofification Recipient INotificafion i Notification group

You can spacify the notification group, window, template, and other paramelars in a notification policy. Create Motification Policy

# Mofification Policies —Select- v Ct

Advanced Settings Enterprise Project | Tag

Step 7 Click Create. In the displayed dialog box, click OK.
----End

5.3 Viewing Monitoring Metrics

You can view DBSS metrics on the management console to learn about the
database security status in a timely manner and configure protection policies
based on the metrics.
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Prerequisites
DBSS alarm rules have been configured in Cloud Eye. For more details, see
Configuring Alarm Monitoring Rules.

Procedures

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page and choose Management &
Governance > Cloud Eye.

Step 3 In the navigation pane on the left, choose Cloud Service Monitoring.
Step 4 Click the dashboard name Database Security Service DBSS.

Figure 5-3 Cloud service monitoring

Cloud Service Monitoring ©  vetis

Step 5 In the row containing the dedicated DBSS instance, click View Metric in the
Operation column.

Figure 5-4 Viewing monitoring metrics

Ostsvscosacuyserves | 085S

aaaaaaaaaaaaaaaa

nnnnnnnn
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Sharing

6.1 Shared VPC

Scenario

Ensure the VPC of the database audit instance is the same as that of the node
(application side or database side) where you plan to install the database audit
agent. Otherwise, the instance will be unable to connect to the agent or perform
audit.

Creating a VPC

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner, choose Management & Governance >
Resource Access Manager, and go to the resource access management page.

Step 3 Choose Shared by Me > Resource Shares.
Step 4 Click Create Resource Share in the upper right corner.
Step 5 Set resource type to vpc:subnet, choose the corresponding region, and select VPCs

to be shared. Click Next: Associate Permissions.

Figure 6-1 Specifying shared resources

aaaaaaaaaaaaaaaa

Issue 01 (2025-12-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 241


https://console-intl.huaweicloud.com/?locale=en-us

Database Security Service (DBSS)

User Guide 6 Sharing

Step 6 Associate a RAM managed permission with each resource type on the displayed
page. Then, click Next: Grant Access to Principals in the lower right corner.

Figure 6-2 Configuring permissions
& are Dtts ——— (@) o pamssins

(©)suw

Step 7 Specify the principals that you want to have access to the resources on the
displayed page. Then, click Next: Confirm in the lower right corner.

Figure 6-3 Specifying principals
(D) s v soms ——— () s —— (@) o

.
Table 6-1 Parameter descriptions

Parameter Description
Principal Type e Organization

For details about how to create an
organization, see .

NOTE
If you have not enabled resource
sharing with organizations, this
parameter cannot be set to
Organization. For details, see .

e Huawei Cloud account ID

Step 8 Check the configurations and click OK.
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Figure 6-4 Confirming configurations
@ Aesocie Pemissons ———— @ e — omm.

©

aaaaaaaaaaaaaaaa

ssssssssssss

ppppppppp

--—-End

Using a VPC

Step 1 Log in to the management console.

Step 2 Select a region, click —, and choose Security & Compliance > Database
Security Service. The Dashboard page is displayed.

Step 3 In the upper right corner, click Buy DBSS.
Step 4 Select a region, an AZ type, an AZ, and an edition.

Figure 6-5 Selecting an AZ and an edition

Regior
o

Edition

0 0

Starter
maximurm

Basic Professional Advanced

eak throug!
30000 records/second

1 billion 4billion records 6 billion records

¥1,000.00 monn ¥3,000.00 moun ¥6,000.00 o ¥24,000.00 ronn

Select an enterprise project. The DBSS you purchase will be put under this project.
Billing and permissions management are performed based on enterprise projects.

Table 6-2 describes the database audit editions.
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Table 6-2 DBSS editions

Edition Maximum Performance

Databases
Professio | 6 e Peak QPS: 6,000 queries/second
nal

e Database load rate: 7.2 million
statements/hour

e Online SQL statement storage: 600
million statements

Advanced | 30 e Peak QPS: 30,000 queries/second

e Database load rate: 10.8 million records/
hour

e Online SQL statement storage: 1.5 billion
statements

(1 NOTE

e A database instance is uniquely defined by its database IP address and port.

The number of database instances equals the number of database ports. If a database
IP address has N database ports, there are N database instances.

Example: A user has two database IP addresses, IP; and IP,. IP; has a database port. IP,
has three database ports. IP; and IP, have four database instances in total. To audit all
of them, select professional edition DBSS, which supports a maximum of six database
instances.

To change the edition of a DBSS instance, unsubscribe from it and purchase a new one.

The table above lists the system resources consumed by a database audit instance.
Ensure your system has the required configurations before purchasing database audit
instances.

Online SQL statements are counted based on the assumption that the capacity of an
SQL statement is 1 KB.

Step 5 Select the VPC and subnet for database audit. For details about related
parameters, see Table 6-3.
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Figure 6-6 Setting database audit parameters

+ VPC

@ ou are advised fo select the VPG of the agent node. If your agent and database are in diferent VPCs in the same region, create a peering connecfion between the VPCs o audit the

database.

k Secuity Growp | AR

* Subnet

% Enterprise Project

+ Name DBSS-dedd

Remarks Enter the remarks.

v

C  Creale Enterprise Project

Table 6-3 Database audit instance parameters

Parameter

Description

VPC

You can select an existing VPC, or click View VPC to create
one on the VPC console.
NOTE

e Select the VPC of the node (application or database side)
where you plan to install the agent. For more information, see
How Do | Determine Where to Install an Agent?

e To change the VPC of a DBSS instance, unsubscribe from it and
purchase a new one.

For more information about VPC, see Virtual Private Cloud
User Guide.

Security Group

You can select an existing security group in the region or
create a security group on the VPC console. Once a
security group is selected for an instance, the instance is
protected by the access rules of this security group.

For more information about security groups, see Virtual
Private Cloud User Guide.

Subnet

You can select a subnet configured in the VPC or create a
subnet on the VPC console.

Name

Instance name

--—-End
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Using IAM to Grant Access to DBSS

7.1 Using IAM Roles or Policies to Grant Access to DBSS

Role/policy-based permission provided by Identity and Access Management
(IAM) let you control access to DBSS. With IAM, you can:

e C(Create IAM users for personnel based on your enterprise's organizational
structure. Each IAM user has their own identity credentials for accessing DBSS
resources.

e Grant users only the permissions required to perform a given task based on
their job responsibilities.

e Entrust an account or cloud service to perform professional and efficient O&M
on your DBSS resources.

If your Huawei Cloud account does not require individual IAM users, skip this
chapter.

This section describes how to assign permissions based on roles and policies.
Figure 7-1 shows the authorization process.

Prerequisites

Before assigning permissions to a user group, you need to understand the DBSS
permissions. For details, see Role and Policy Permission Management. For
details about the permissions of other services, see System-defined Permissions.
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Process Flow

Figure 7-1 Process of granting DBSS permissions

Start

Create a user group and
assign permissions to it.

Create an IAM user and
add it to the user group.

Log in as the 1AM user
and verify permissions.

{Optional) Create a
custom policy and attach
it to the user group.

End

1. On the IAM console, create a user group and grant it permissions (£CS
ReadOnlyAccess as an example).

Create a user group on the IAM console, and assign the DBSS ReadOnlyAccess
permission to the group.

2. Create an IAM user and add it to the created user group.

On the IAM console, create an IAM user and add it to the user group created
in1.

3. Log in as the IAM user and verify permissions.
In the authorized region, perform the following operations:

- Choose Database Security Service in the service list and click Buy DBSS
on the DBSS console. If you cannot buy DBSS (assuming that the current
permissions include only DBSS ReadOnlyAccess), the DBSS
ReadOnlyAccess policy has already taken effect.

- Choose another service from Service List. If a message appears indicating
that you have insufficient permissions to access the service, the DBSS
ReadOnlyAccess policy is in effect.

Examples of Custom Policies

Custom policies can be created to supplement the system-defined policies of
DBSS. Then, you can add actions in custom policies. For details, see Actions
Supported by Identity Policies.
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To create a custom policy, choose either visual editor or JSON.

Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

JSON: Edit policies from scratch or based on an existing policy in JSON
format.

For details, see Creating a Custom Policy. The following lists examples of
common DBSS custom policies.

Example 1: Allowing a user to query the database audit list
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [
"dbss:auditInstance:list"

1
}
1
}

Example 2: Denying database audit instance deletion

A policy with only "Deny" permissions must be used together with other
policies. If the policies assigned to a user contain both "Allow" and "Deny",
the "Deny" permissions take precedence over the "Allow" permissions.

The following method can be used if you need to assign permissions of the
DBSS FullAccess policy to a user but also forbid the user from deleting
database audit instances. Create a custom policy to disallow audit instance
deletion and assign both policies to the group the user belongs to. Then the
user can perform all operations on DBSS except deleting database audit
instances. The following is an example of a deny policy:

{
"Version": "1.1",
"Statement": [
{
"Action": [
"dbss:auditlnstance:delete"
1
"Effect": "Deny"
}
1
}

Example 3: Creating a custom policy containing multiple actions.

A custom policy can contain the actions of multiple services that are of the
global or project-level type. The following is an example policy containing
actions of multiple services:

{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action™: [
"dbss:defendInstance:eipOperate",
"dbss:auditInstance:getSpecification"

]

%

{
"Effect": "Allow",
"Action™: [
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"hss:accountCracks:unblock",
"hss:commonlPs:set"

1
}
1
}

7.2 Using IAM Identity Policies to Grant Access to DBSS

With 1AM, you can:

e C(Create IAM users for employees based on your enterprise's organizational
structure. Each IAM user will have their own security credentials for accessing
DBSS resources.

e Grant users only the permissions required to perform a given task based on
their job responsibilities.

e Entrust an account or cloud service to perform professional and efficient O&M
on your DBSS resources.

If your account meets your permissions requirements, you can skip this section.

Figure 7-2 shows the process flow of identity policy-based authorization.

Prerequisites

Before granting permissions, learn about the DBSS permissions and select them as
required. For details about the system-defined identity policies supported by DBSS,
see Role/Policy-based Permissions Management. For details about the
permissions of other services, see System-defined Permissions.

Process Flow

Figure 7-2 Process of granting DBSS permissions

Start

Create a user or user
group.

Attach a system-defined identity
policy to a user or user group.

Log in as the IAM user and
verify permissions.

(Optional) Create a custom
identity policy and attach it
to a principal.

End
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1. On the IAM console, create an IAM user or create a user group.
Create a user or user group on the IAM console.

2. Attach a system-defined identity policy (CBRReadOnlyPolicy as an
example) to the user or user group.

Grant the DBSS system-defined identity policy DBSSReadOnlyPolicy to a user
or user group, or add the policy to the user or user group.

3. Log in as the IAM user and verify permissions.
In the authorized region, perform the following operations:

- Choose Database Security Service in the service list and click Buy DBSS
on the DBSS console. If you cannot buy DBSS (assuming that the current
permissions include only DBSSReadOnlyPolicy), the
DBSSReadOnlyPolicy policy has already taken effect.

- Choose another service from Service List. (The current policy contains
only DBSSReadOnlyPolicy.) If a message is displayed, indicating
insufficient permissions to access the service, the DBSSReadOnlyPolicy
policy has already taken effect.

DBSS Example Custom Identity Policies

If the system-defined policies of DBSS cannot meet your needs, you can create
custom identity policies. Then, you can add actions in custom identity policies. For
details, see Actions Supported by Identity Policies.

You can create custom identity policies on Huawei Cloud in either of the following
ways:

e Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

e JSON: Edit policies from scratch or based on an existing policy in JSON
format.

For details, see Creating a Custom Identity Policy and Attaching It to a
Principal.

When creating a custom identity policy, use the Resource element to specify the
resources the policy applies to and use the Condition element (condition keys) to
control when the policy is in effect. For details about the supported resource types
and condition keys, see Actions Supported by Identity Policy-based
Authorization. The following provides examples of custom identity policies.

e Example 1: Allowing a user to query the database audit list
{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"dbss:auditInstance:list"
1
}
1
}

e Example 2: Denying database audit instance deletion
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A policy with only "Deny" permissions must be used together with other
policies. If the policies assigned to a user contain both "Allow" and "Deny",
the "Deny" permissions take precedence over the "Allow" permissions.

The following method can be used if you need to assign permissions of the
DBSS FullAccess policy to a user but also forbid the user from deleting
database audit instances. Create a custom policy to disallow audit instance
deletion and assign both policies to the group the user belongs to. Then the
user can perform all operations on DBSS except deleting database audit
instances. The following is an example of a deny policy:

{
"Version": "1.1",
"Statement": [
{
"Action": [
"dbss:auditlnstance:delete"
1
"Effect": "Deny"
}
1
}

Example 3: Creating a custom policy containing multiple actions.

A custom policy can contain the actions of multiple services that are of the
global or project-level type. The following is an example policy containing
actions of multiple services:

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"dbss:defendInstance:eipOperate",
"dbss:auditlnstance:getSpecification"

]

%
{

"Effect": "Allow",

"Action": [
"hss:accountCracks:unblock",
"hss:commonlPs:set"

1

}
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